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1
Decision/action requested

SA3 is kindly requested to:

1. Endorse the proposals in section 4
2. Address the companion contributions S3-173131 and S3-173132 and 
3. Approve the CR to TS33.401 as in contribution S3-173134.
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Rationale

In order to achieve a solution for EDCE5 by SA3#89 meeting, EDCE5 support for legacy MME seems essential. It seems that SA2 has done all architecture work with the assumption that EDCE5 will be supported with legacy MME as indicated in SA2 LS Reply [10]. In order to achieve this task, this topic topic is broken in the following categories:

1. UE NR Sec Capability delivery and MME Interworking [9]
2. UE NR security capabilities delivery and bidding-down attack, this discussion paper.

3. UE NR security capabilities delivery to MeNB during X2 and S1 handover from a legacy eNB [7]

4. CR to TS 33.401: EDCE5: Supporting EDCE5 with Legacy MME [8]. A complete proposal which address the delivery of UE NR security capabilities for EDCE5 feature.

In this paper we examine the case when the UE which supports NR and NR security capabilities attches to a legacy eNB and a legacy MME. Since the MME is a legacy MME that will not be able to replay the newly defined UE NR security capabilities in the NAS SMC, this paper tries to address whether that is considered a bidding-down attack or not. In other words, whether a MiTM would successfully be able to downgrade the UE NR security capabilities.
Assumptions and Defenitions:

The following terminologies are used through this paper and defined as follows:

1. Legacy eNB or eNB: an eNB that does not support the EDCE5 functionality for dual connectivity. For the sake of this discussion paper, legacy eNB is connected to a legacy MME over S1-MME interface.
2. Legacy MME: a pre-release 15 MME that does not support EDCE5.

3. Enhanced MME (eMME): an MME that supports EDCE5. 

4. UE: a UE which supports NR interface and EDCE5. Thus is referred to as release 15 UE.
5. The following are considered valid assumptions:

a. MeNB is connected to a legacy MME and can be connected to an eMME over S1-MME.

b. UE always sends all of its security capabilities including NR security capabilities even when it attaches to legacy eNB.
c. The UE NR security capabilities can be sent in existing NAS UE Newtork Capability IE or in a NEW IE during attach.

d. UE supports to EDCE5 is included in the existing LTE Radio Capabilities IE.

UE Initial Attach to Legacy eNB

The UE sneds Attach Request and it includes its security capabilities which includes NR security capabilities.

Since the UE is attaching to a legacy eNB with legacy MME, the legacy MME will not recognize or understand the UE NR security capabilities regardless if the UE NR security capabilities was delivered in the UE Network Capability IE or in a new IE.

Therefore, the legacy MME will replay back all the UE security capabilities upto LTE security capabilities in the NAS SMC. This means that the UE will receive the NAS SMC with the replayed security capabilities that does not include the UE NR security capabilities. In addition, the legacy MME will send the UE security capabilities to eNB in S1AP without the UE NR security capabilities.

Based on the above, SA3 needs to decide the behaviour of the UE in this scenario and whether this scenario causes a security vulnerabilities and if it can be used to form a bidding-down attack.

The following is a justification why the above scenario is NOT a security vulnerability:

1. The UE is attached to LTE air interface and does NOT need to use its NR security capabilities in this scenario. 
2. If an attacker is able to replace the UE security capabilities in the Attach Request by only removing the UE NR security capabilities, this attack will not downgrade the UE LTE security capabilities.

3. Thus if the UE receives a replayed security capabilities that includes all the UE security capabilities except the NR security capabilities, the UE shall not consider this a security vulnerability nor a possible bidding-down attack.

4. In addition, if the UE NR security capabilities are sent in a new IE, the legacy MME ignore the UE NR and will never be saved in the UE EPS. Consequently complexity of informing target eMME over S10 of UE NR capabilities is no longer needed.

Conclusion No. 1:

As long as the UE is connected to LTE and all UE security capabilities including LTE security capabilities have been replayed correctly and successfully in the NAS SMC, the UE shall not consider the absence of the UE NR security capabilities in the NAS SMC as a security vulnerability.

Conclusion No. 2:

If the UE NR security capability is sent in a new IE over NAS, the legacy MME will drop the UE NR security capabilities. This will eliminate any potential bidding down attack. In addition, it eliminates changes to S10 interface which is required to inform target MME whether the UE NR security capabilities have been protected against bidding down or not. 
UE Initial Attach to MeNB

Option No. 1: MeNB connected to Legacy MME
The UE sneds Attach Request and it includes its security capabilities which includes UE NR security capabilities in a new IE over NAS.

Since the UE is attaching to MeNB with legacy MME, the legacy MME does not recognize the UE NR security capabilities sent in a new IE.

If the legacy MME supports the Attach Hash function, the legacy MME will replay the UE security capabilities in the NAS SMC without the UE NR security capabilities but it still will include the MMEhash which defeats any bidding-down attack against the UE NR security capabilities. 
In this case, the legacy MME will deliver the UE security capabilities to the MeNB in S1AP message which does NOT include the UE NR security capabilities.

If the legacy MME does not support the Attach Hash function, the legacy MME will replay all of the UE security capabilities in the integrity protected NAS SMC except the UE NR security capabilities. In this case and since the UE is still attached to LTE, as in Conclusion 1 above, and UE NR security capabilities included in a NEW IE, no MiTM will be able to downgrade the UE NR security capabilities and thus bidding-down attack is not possible. 

If during the Attach procedure, the MeNB receives the UE ENDC support capability in the UE LTE Radio capabilities, the UE ENDC authorization in the Restrictions list and does not receive the UE NR security capability from the MME, the MeNB shall set an indication “UE NR Capbilities mismatch” in the RRC Connection Reconfiguration message sent to the UE.

Option No. 2: MeNB connected to eMME
The UE sneds Attach Request and it includes its security capabilities which includes UE NR security capabilities in a new IE over NAS.

Since the UE is attaching to MeNB with eMME, the eMME recognizes and understand the UE NR security capabilities.

The eMME will replay the UE security capabilities in the NAS SMC including the UE NR security capabilities. In addition, the eMME will deliver the UE security capabilities to the MeNB in S1AP message which include the UE NR security capabilities. 

Thus, there is no issue in delivering the UE NR security capabilities to the MeNB during Initial Attach nor there is a possibility of UE NR security capabilities downgrade.
Conclusion No. 3:

MeNB can support EDCE5 functionality while connected to a legacy MME.
Conclusion No. 4:

If during the Attach procedure, the MeNB receives the UE ENDC support capability in the UE LTE Radio capabilities, the UE ENDC authorization in the Restrictions list and does not receive the UE NR security capability from the MME, the MeNB shall set an indication “UE NR Capbilities mismatch” in the RRC Connection Reconfiguration message sent to the UE.

4
Detailed proposal
SA3 is requested to endorse the following conclusions:

Conclusion No. 1:

As long as the UE is connected to LTE and all UE security capabilities including LTE security capabilities have been replayed correctly and successfully in the NAS SMC, the UE shall not consider the absence of the UE NR security capabilities in the NAS SMC as a security vulnerability.

Conclusion No. 2:

If the UE NR security capability is sent in a new IE over NAS, the legacy MME will drop the UE NR security capabilities. This will eliminate any potential bidding down attack. In addition, it eliminates changes to S10 interface which is required to inform target MME whether the UE NR security capabilities have been protected against bidding down or not. 

Conclusion No. 3:

MeNB can support EDCE5 functionality while connected to a legacy MME.
Conclusion No. 4:

If during the Attach procedure, the MeNB receives the UE ENDC support capability in the UE LTE Radio capabilities, the UE ENDC authorization in the Restrictions list and does not receive the UE NR security capability from the MME, the MeNB shall set an indication “UE NR Capbilities mismatch” in the RRC Connection Reconfiguration message sent to the UE.

