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1
Decision/action requested

SA3 is kindly requested to:

1. Endorse the proposals in section 4
2. Address the companion contributions S3-173131 and S3-173132
3. Approve the CR to TS33.401 as in contribution S3-173134.
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Rationale

In order to achieve a solution for EDCE5 by SA3#89 meeting, EDCE5 support for legacy MME seems essential. It seems that SA2 has done all architecture work with the assumption that EDCE5 will be supported with legacy MME as indicated in SA2 LS Reply [10]. In order to achieve this task, this topic topic is broken in the following categories:
1. UE NR Sec Capability delivery and MME Interworking, this discussion paper

2. UE NR security capabilities delivery and bidding-down attack [9]

3. UE NR security capabilities delivery to MeNB during X2 and S1 handover from a legacy eNB [7]

4. CR to TS 33.401: EDCE5: Supporting EDCE5 with Legacy MME, S3-173134. A complete proposal which address the delivery of UE NR security capabilities for EDCE5 feature.
Although, EDCE5 needs to support legacy MME but still interworking between a legacy MME and an enhanced MME needs to be considered and will be impacted by the way UE NR security capabilities is being encoded or communicated from the UE to the MME, i.e., over S1-MME (NAS protocol). There are two options for communicating UE NR security capabilities to MME utilizing NAS protocol. 
Technically, both options have the same impact on replaying the UE NR security capabilities in the NAS SMC message from a legacy MME. However, the impact on S10 interface between legacy MME and enhanced MME varies between the two options. In addition, one option gives consistent behaviour of the availability of UE NR security capabilities during X2 and S1 handover from legacy eNB to MeNB. These two points are addressed in the followings:
Option 1: UE NR Security Capabilities in NEW IE

UE Behaviour:

The UE sends the UE NR security capabilities in a new IE over NAS, e.g., in Attach message.

S1-MME Impact:

Since legacy MME does not recognize the new IE which contains the UE NR security capabilities, the legacy MME will do the following:

1. Ignore/drop the UE NR security capabilities information.
2. Legacy MME will NOT replay the UE NR security capabilities in the NAS SMC sent to the UE.

3. Legacy MME will not deliver the UE NR security capabilities to the eNB.
S10 Impact:

Since legacy MME does not recognize the new IE which contains the UE NR security capabilities received over NAS, the legacy MME will do the following:

1. Ignore/drop the UE NR security capabilities information.

2. Legacy MME will NOT save the UE NR security capabilities in the UE EPS context.

3. During Context transfer from source legacy MME to target MME, the UE EPS context will not contain the UE NR security capabilities.

Advantage:

1. Including the UE NR security capabilities in a new IE defeats bidding-down attack naturally.

2. No extra requirements or features is required on legacy MME to defeat bidding down attack.

3. No impact on S10 interface. 

4. Generates the same condition at MeNB in Initial Attach, X2, and S1 handover which generates a single condition for MeNB to make a decision.
Option 2: UE NR Security Capabilities in “UE Network Capability” IE

UE Behaviour:

The UE sends the UE NR security capabilities in the UE Network Capability IE over NAS, e.g., Attach message.

S1-MME Impact:

Since legacy MME does not recognize the new added information (UE NR security capabilities) in the UE Network Capability IE, the legacy MME will do the following:

1. The MME will not drop the UE NR security capabilities information. It will save the UE Network Capability IE which includes the UE NR security capabilities without even understanding it exists.

2. Legacy MME will NOT replay the UE NR security capabilities in the NAS SMC sent to the UE.

3. Legacy MME will not deliver the UE NR security capabilities to the eNB.

S10 Impact:

Since legacy MME does not recognize the UE NR security capabilities received over NAS inside the UE Network Capbility IE, the legacy MME will do the following:

1. The legacy MME will save the UE Network Capability IE which include the UE NR security capabilities in the UE EPS Context without understanding it exists.
2. During Context transfer from source legacy MME to target eMME, the UE EPS context will contain the UE NR security capabilities inside the UE Network Capability IE.

3. Although, the target MME will receive the UE NR security capabilities in the transferred UE EPS context from the legacy MME, the target eMME will not have any information whether the UE NR security capabilities has been protected against bidding down attack or not.
4. Although, the target eMME receives the UE NR security capabilities but it is not useful as it has not been verified against bidding-down attack. In other words, it does not add value in comparison to Option No. 1.

5. This option adds more complexity to S10 interface as there shall be a mechanism to inform the target eMME whether the UE NR security capabilities have been protected against bidding down attack or not.
Disadvantage:
1. Including UE NR security capabilities in existing UE Network Capabiliti IE makes UE vulnerable to bidding down attack and having its UE Nr security capabilities possibly downgraded.

2. In order for legacy MME to defeat bidding down attack, legacy MME shall support MMEhash or new procedures/functionality to defeat bidding down attack.

3. It impacts S10 interface. 

4. Different undefinte conditions are generated at the MeNB.
Comparison and Conclusion:
	Option
	Bidding-down Attack
	Impact on S1-MME/NAS Interface
	Impact on S10 Interface
	Receiving UE NR security capabilities
	Usefullness in X2/S1 HO

	No. 1
	Defeated.

Legacy MME requires no other features or mechanism.
	The same.
	No impact.
	Target MME does not receive it.
	Yes. 

Same indication to MeNB during X2 & S1 HO.

	No. 2
	Vulnerable unless legacy MME support MMEhash or other mechanisms.
	The same.
	Yes.
	Target MME receives it but no value as it is not protected.
	No. 

Different behaviour between X2 and S1 HO.


Considering the analysis above, it is quite clear that from security prospective option 1 is more advantageous than option 2.

Conclusion No. 1:

Adding the UE NR sceuirty capabilities in a new IE over NAS is compatible with legacy MME and eliminate any potential of bidding-down attack and is more advantageous and serves the security solution better. SA3 shall communicate the recommendation to CT1 & CT4. 
Note: Please see details of the value of this option to the final solution in S3-173134.
4
Detailed proposal
SA3 is requested to endorse the following conclusion:
Conclusion No. 1:

UE NR sceuirty capabilities shall be added in a new IE over NAS. It is more advantageous and serves the security solution better. SA3 shall communicate the recommendation to CT1 & CT4.

SA3 shall send LS to CT1 and CT4 to advise them with the recommendation. A draft LS to CT4 and copy CT1 is attached.
