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1
Decision/action requested

Null-scheme clarifications. For approval.
2
References
33.501 v.040
3
Rationale

Privacy over the air for the initial registration request is the new 5G feature. To allow this feature to be integrated as simple as possible, the unique place for all privacy related operations must be the UDM/UDR where already a secure environment for the subscription of all users exists. 

Storing the private key in a secure environment and the functions, related to this private key, processing any request in the same secure environment allows to never expose the private key to the outside, similar to K when generating AVs. 
Examples:

· Several private keys may need to be managed, e.g. for updating and for validity check. This shall be within the UDM.
· If AUSF needs to gain SUPI out of SUCI, it requests a service or functionality offered by UDM.
· If the serving network requests authorization from the home network for requesting a UE to send a null-SUCI, because the UE has sent an encrypted SUCI for initial registrationfirst, it shall request the UDM for such proof, i.e. service or functionality needs to be offered by UDM. 
· For LI conformity, input related to SUPI may be received from UE and UDM. Thus, UDM could offer LI related functionality to create the response, since the LI use case is only relevant if a real-encrypted SUCI has been sent before.
Thus, UDM shall host and offer all privacy related functionalities or services. CT4 should decide whether these functions could be grouped to one privacy management entity to keep it flexible and open to introduce other privacy related functionalities in future.
An example of a privacy related function is the SIDF which will be responsible for the de-concealment only. Other functionalities should be introduced for signing or creating an authorization proof. 
This pCR provides the NAUF as an additional functionality that the UDM could offer.

4
Detailed proposal

****************** Start of changes ******************

********* CHANGE 1
6.8.X
Null-scheme authorization functionality (NAUF)
Null-scheme authorization (NAUF) is a functionality or service offered by the UDM to provide the authorization proof information to a UE, in case the SEAF wants to mandate UE to register with a null-SUCI during initial registration of the UE.

NAUF is using the private key part of the privacy related home network public/private key pair that is stored in a secure environment to sign the authorization proof info that is freshly generated for each roaming UE which is requested by the visited network to register with null-SUCI instead of the real-encrypted SUCI.

NAUF shall use the private part of the privacy related home network public/private key pair to sign the authorization proof information. This operation shall take place in a secure environment of the home network.

****************** End of changes ******************
