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1	Decision/action requested
It is requested to approved the pCR for securing multiple NAS links.
2	References
[bookmark: _Toc490577380][bookmark: _Toc496020498][bookmark: _Toc496020955]Current clause TS33.501:
[bookmark: _Toc496020635][bookmark: _Toc496021092][bookmark: _Toc496867280][bookmark: _Toc496867535]“D.2	Ciphering algorithms
[bookmark: _Toc496020636][bookmark: _Toc496021093][bookmark: _Toc496867281][bookmark: _Toc496867536]D.2.1	128-bit Ciphering algorithms 
[bookmark: _Toc496020637][bookmark: _Toc496021094][bookmark: _Toc496867282][bookmark: _Toc496867537]D.2.1.1	Inputs and outputs
The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.
Editor’s note: For NAS layer security, the inputs may need to change depending on the solution that is selected for having simultaneous NAS connections for 3GPP and non-3GPP. 
Figure D.2.1.1-1 illustrates the use of the ciphering algorithm NEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext. “
3	Rationale
· Currently clause D.2.1.1 of TS 33.501 has an EN for NAS layer security when there are simultaneous connections for 3GPP and untrusted non-3gppaccess. Following principles are proposed to activate simultaneous NAS link security.
· When UE registers over multiple access types such as 3gpp, untrusted non3gpp (or other types of access in the future), a NAS sub-context is created for the corresponding access type. 
· The main NAS context is created at the registration time the first access type and shall contain the NAS integrity and encryption keys, selected algorithm for all NAS links. This main NAS context shall exist as long as at least one of the NAS sub-context exits between the UE and the AMF.
· The NAS sub-context corresponding to the access differs from the main NAS context with parameters specific to the NAS link, such as NAS link id#, UL packet count, DL packet count etc.  
· It should be possible to deactivate a NAS sub-context if the UE de-registers from this access.
· The AMF will indicate to the UE in the NAS SMC message, which parameters are necessary for context separation between access types. i.e (NAS link id#, packet counts etc).
· [bookmark: _GoBack]To accommodate multiple access type, such as 3gpp, n3gpp, direct access etc Link id is needed. In the keystream generation, the NAS Link id# could be similar to Bearer id in the AS context. Re-using the Bearer field for the NAS Link id would keep the input to security similar for NAS and AS.  But in the AS Bearer id need to be 5 bits long, but for NAS this much may not be needed, may be length of 3 bits is good enough. But it would not harm either if the link id was expanded to 5 bits. 
· NAS algorithm selection etc need to be exchanged in the SMC only for the first context, not for subsequent NAS sub-context creation.
· Each sub-context, UL/DL counts are independently maintained by the UE and AMF.
· Like in a single NAS link all NAS security procedures are possible in all NAS links, but security algorithm is not renegotiated once established. 
Considering the above principles how multiple NAS links could be enabled is described below. The text is proposed for Annex B.1.1 NAS Ciphering inputs and outputs and B.2.1.
4	Detailed proposal
****************************************** proposal for Annex D **************************
[bookmark: _Toc492975658][bookmark: _Toc492975657]D.2		Ciphering algorithms
D.2.1	128-bit Ciphering algorithms 
D.2.1.1	Inputs and outputs
Input parameters for NAS and AS ciphering algorithms are specified in this clause.
The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.
For NAS ciphering, instead of the 5-bit bearer identity BEARER, the NAS link id# allocated for the established NAS link shall be used.
Editor’s note: For NAS layer security, the inputs may need to change depending on the solution that is selected for having simultaneous NAS connections for 3GPP and non-3GPP. 
Figure D.2.1.1-1 illustrates the use of the ciphering algorithm NEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.

[bookmark: _MON_1275899589][bookmark: _MON_1275899691][bookmark: _MON_1275899699][bookmark: _MON_1272961784][bookmark: _MON_1272973038] 
Figure D.2.1.1-1: Ciphering of data 
Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.
[bookmark: _Toc496020638][bookmark: _Toc496021095][bookmark: _Toc496867283][bookmark: _Toc496867538]D.2.1.2	128-NEA1
128-NEA1 is identical to 128-EEA1 as specified in Annex B of TS 33.401 [10]. 
[bookmark: _Toc496020639][bookmark: _Toc496021096][bookmark: _Toc496867284][bookmark: _Toc496867539]D.2.1.3	128-NEA2
128-NEA2 is identical to 128-EEA2 as specified in Annex B of TS 33.401 [10].
[bookmark: _Toc496020640][bookmark: _Toc496021097][bookmark: _Toc496867285][bookmark: _Toc496867540]D.2.1.4	128-NEA3
128-NEA3 is identical to 128-EEA3 as specified in Annex B of TS 33.401 [10].
____________________________________________________________________________________
[bookmark: _Toc496020641][bookmark: _Toc496021098][bookmark: _Toc496867286][bookmark: _Toc496867541]D.3	Integrity algorithms
[bookmark: _Toc496020642][bookmark: _Toc496021099][bookmark: _Toc496867287][bookmark: _Toc496867542]D.3.1	128-Bit integrity algorithms
[bookmark: _Toc496020643][bookmark: _Toc496021100][bookmark: _Toc496867288][bookmark: _Toc496867543]D.3.1.1	Inputs and outputs
Input parameters for NAS and AS integrity algorithms are specified in this clause.
The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e. MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. The bit length of the MESSAGE is LENGTH.
For NAS integrity, instead of the 5-bit bearer identity BEARER, the NAS link id# allocated for the established NAS link shall be used.

Figure D.3.1.1-1 illustrates the use of the integrity algorithm NIA to authenticate the integrity of messages.

[bookmark: _MON_1332848872][bookmark: _MON_1333832967] 
Figure D.3.1.1-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)
Based on these input parameters the sender computes a 32-bit message authentication code (MAC-I/NAS-MAC) using the integrity algorithm NIA. The message authentication code is then appended to the message when sent. For integrity protection algorithms, the receiver computes the expected message authentication code (XMAC-I/XNAS-MAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC-I/NAS-MAC.
Editor’s note: Are MAC-I and NAS-MAC, the terms to be used in 5G.
[bookmark: _Toc496020644][bookmark: _Toc496021101][bookmark: _Toc496867289][bookmark: _Toc496867544]D.3.1.2	128-NIA1
128-NIA1 is identical to 128-EIA1 as specified in Annex B of TS 33.401 [10]. 
[bookmark: _Toc496020645][bookmark: _Toc496021102][bookmark: _Toc496867290][bookmark: _Toc496867545]D.3.1.3	128-NIA2
128-NIA2 is identical to 128-EIA2 as specified in Annex B of TS 33.401 [10].
[bookmark: _Toc496020646][bookmark: _Toc496021103][bookmark: _Toc496867291][bookmark: _Toc496867546]D.3.1.4	128-NIA3
128-NIA3 is identical to 128-EIA3 as specified in Annex B of TS 33.401 [10].
 ****************************** E nd of proposal for Annex D **********************************
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