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1
Decision/action requested

This contribution provides the key handling for mobility in RRC-INACTIVE state in clause 8.2.2.2 in TS 33.501. 
2
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3
Rationale

This contribution provides the security solution for mobility in RRC Inactive state in clause 8.2.2.2 in TS 33.501 [1]. 
This contribution is based on another contribution in S3-173094. There is no signalling flow for mobility in RRC Inactive state in TS 38.300[2].
3.1
Background
The following clause 9.2.2.3 in TS 38.300 [2] describes mobility in RRC-INACTIVE state 
9.2.2.3
RAN-Based Notification Area

A UE in the RRC_INACTIVE state can be configured with an RNA, where:
-
the RNA can cover a single or multiple cells, and can be smaller than CN area;

-
a RAN-based notification area update (RNAU) is periodically sent by the UE and is also sent when the cell reselection procedure of the UE selects a cell that does not belong to the configured RNA.
There are several different alternatives on how the RNA can be configured:
-
List of cells:

-
A UE is provided an explicit list of cells (one or more) that constitute the RNA.
-
List of RAN areas:

-
A UE is provided (at least one) RAN area ID, where a RAN area is a subset of a CN Tracking Area;
-
A cell broadcasts (at least one) RAN area ID in the system information so that a UE knows which area the cell belongs to.
FFS whether one alternative or both are agreed.
3.2
Proposal
This contribution is based on the following flow:
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Figure 3.2-1: Key handling at mobility in RRC-INACTIVE state

This contribution proposes in Figure 3.2-1, the following enhancements described below. Note, there is no signaling flow available in RAN2 [2]:

· In step 2: 

· The gNB sends N2-AP UE Context Suspend Request message to the AMF. If the local policy in AMF indicates that a new NH derivation is needed, then the AMF shall increase its locally kept NCC value by one and compute a fresh NH from its stored data. The AMF shall send it to the gNB in the N2-AP UE Context Suspend Response message. This is very similar to how it was done in LTE.
· In step 3: 

· in RRC Connection Suspend the I-RNTI is introduced as described in [2], replacing Resume ID in LTE. According to TS 38.300 [2], the I-RNTI is the unique identification used to identify the UE context for RRC_INACTIVE.
· in RRC Connection Suspend the NCC is provided by the gNB to the UE. It is a good security practice if the UE comes back with fresh keys when it comes back to the network in a cell belonging to a different RAN notification area. Providing the NCC already in RRC Connection Suspend allows the next (message 4) RRC Connection Suspend to be encypted in PDCP.
· In step 5: 

· The NCC is used by the UE and gNB at subsequent state transition from RRC-INACTIVE state to RRC-CONNECTED state. The UE performs key derivation, either horizontal or vertical key derivation by checking the NCC value received in RRC Connection Suspend message. 

· In step 6: 

· A <ShortResumeMAC-I> is calculated by the UE using the fresh key KRRCint calculated from the either horizontal or vertical key derivation and included in (msg) RRC Connection Resume Request message to the target gNB. Its FFS whether the <ShortResumeMAC-I> shall be the 16 bits or 32 bits. Further input parameters to the calculation of the <ShortResumeMAC-I> is FFS

· In step 7:

· The target gNB provides the I-RNTI, the <ShortResumeMAC-I> and Target Cell ID to the source gNB on the Xn interface. 

· In step 8: 

· The source gNB retrieves the stored UE context including the AS security context from its database identified by the I-RNTI and performs either horizontal or vertical key derivation by checking the NCC value received previously from the AMF. The source gNB calculates the new KgNB* from the current active KgNB using the target PCI and target ARFCN-DL in the target cell. The source gNB calculates and verifies the <ShortResumeMAC-I> using the newly derived KRRCint key.
·  If the check of the <ShortResumeMAC-I> is successful, then the source gNB responds the UE context including the AS security context t the target gNB. 
· The target gNB derives new AS keys (RRC integrity key, RRC encryption key and UP keys) corresponding to the algorithms from the received KgNB*, initialize all PDCP COUNTs to 0 and activates the new keys in PDCP layer. 
· In step 9-10: 

· The target gNB performs Path Switch procedure with AMF. The AMF may compute a fresh NH from its stored data and provide it to the target gNB.
· In step 11: 

· The target gNB responds with a RRC Connection Suspend message to the UE on SRB1, integrity protected and encrypted in PDCP layer using the new AS keys. 
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
*** BEGIN CHANGES *** 
8.2.2
Key handling at RRC state transitions

8.2.2.1 
Key handling at transitions between RRC-INACTIVE and RRC-CONNECTED states

Editor's Note: The content of this subclause is about key handling in state transitions from RRC-INACTIVE to RRC-CONNECTED and from RRC-CONNECTED to RRC-INACTIVE.

8.2.2.2
Key handling during mobility in RRC-INACTIVE state

Editor's Note: The content of this subclause is about key handling during mobility in RRC-INACTIVE state.
8.2.2.2.1
General

A UE in RRC-INACTIVE state can move within an area configured by the NG-RAN i.e. a RNA (RAN-based Notification Area) without notifying the NG-RAN. 

The purpose of this procedure is to allow the UE to notify the network if it moves out of the configured RNA.The UE and last serving gNB store the AS security context in RRC_INACTIVATE state and reactivate the AS security context when the UE moves out of the configured RNA and need to notify the network.
8.2.2.2.2
RRC connection suspend
When the gNB initiates the RRC Connection Suspend procedure with the UE, then the gNB, the AMF and the UE shall proceed as described in clause 8.2.2.1.2.

8.2.2.2.3
RAN-based notification area update to a new eNB

When the UE decides to initiate the RAN-based notification area procedure as the UE has moved out of the configured RNA and needs to notify the network, then the UE, the target gNB, the source gNB and the AMF shall proceed as described in clause 8.2.2.1.3 with the following deviations:

After the target gNB retrieved the UE context including the AS security context from the source gNB, derived the new AS keys, initialized all its PDCP COUNTs to zero and activated the new AS keys in PDCP layer, the target gNB shall perform Path Switch procedure as is done in case of Xn-handover.
When the target gNB receives a fresh {NH, NCC} pair from the AMF, then the target gNB responds with a RRC Connection Suspend message (instead of a RRC Connection Resume as described in clause 8.2.2.1.3) to the UE as described in clause 8.2.2.2.2 on SRB1, integrity protected and encrypted in PDCP layer using the new AS keys.  
8.2.2.2.4
RAN-based notification area update to the same gNB

TBD. 
***** End of Changes *****
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