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1
Decision/action requested

It is requested to discuss the only remaining solution that is feasible in Phase 1 and to endorse the proposed way forward.
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3
Rationale
3.1 
Introduction

In 3GPP TR 33.899, two types of solutions were proposed to address the issue of false base station, especially UE camping on a false/rogue cell. One type of solution actively tries to detect false/rogue cells by various signalling means and the other type solution passively tries to detect the presence of false/rogue cells.

Since SA3 could not agree on a solution, RAN1, RAN2, and RAN4 were requested to evaluate the solutions. 

The LS S3-171568 [1] was sent out in May 2017.
3.2
History of Reply LSes
	RAN1, June 2017
	The LS R1-1711997 [2] was sent.

	RAN2, August 2017
	The LS R2-1709980 [3] was sent.

	RAN4, October 2017
	The LS R4-1711318 [4] was sent.


3.3
Analysis of replies from RAN groups
	Cryptographically signed on-demand SI
(active solution)
	Unacceptable solution because of serious concerns from RAN1/RAN2/RAN4, which are:

· Negative impact on signalling due to increased signalling load

· Negative impact on UE due to increased battery consumption
· Negative impact on cell reselection latency

· UE not being required to send an SI request at every cell re-selection
· On-demand SI being an optional feature

· UE not having access to accurate clock information for signature verification

	Individual cryptographically signed response from gNB/cell
(active solution)
	Unacceptable solution because of serious concerns from RAN1/RAN2/RAN4, which are:

· gNB not being able to determine the UE identity at the time of on-demand SI delivery
· gNB not being able to to provide individual cryptographically signed response for each SI request in IDLE/INACTIVE state, especially for the MSG-1 based SI request

	UE-assisted network-based detection

(passive solution)
	Preferable solution because of:

· RAN1/RAN2/RAN4 not having any problem from their side

· Re-use of existing measurement configuration procedures
NOTE: MDT and additional information in measurement reports are not available in Phase 1.


4
Detailed proposal

Active and passive solutions do not contradict, rather complement each other. The following proposal is made for SA3's work:

4.1
Active solution

· Due to lack of feasible or practical active solution, it is proposed to postpone the search and introduction of acceptable active solutions to Phase 2.

· It is also proposed to take up "protected system information" as a geneneral key issue for Phase 2 because they have broader security usage than just UE camping on a false cell, e.g., preventing false earthquake warning.

4.2
Passive solution
· It is proposed to introduce passive solution in Phase 1. This is beneficial to the cellular community as a whole and to the 3GPP's 5G security in particular.

· Based on RAN1's, RAN2's, and RAN4's replies, it is proposed to use measurement configuration and measurement report in Phase 1 (pCR available in companion contribution S3-173093).
· It is proposed to postpone the use of following features to Phase 2:

· Using logged measurement configuration (MDT)

· New type of detection, e.g., presence of synchronization signals

