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1
Decision/action requested

It is requested to discuss and approve the proposed way forward.
2
Rationale
2.1
General

S3-172164 (Agreements and open issues on Radio Access network protection).
It should be noted that dual connectivity is not in the scope of this contribution.
2.2
User plane security - integrity protection

2.2.1
Algorithm selection

(1)
Granularity
-
This was FFS. 
-
We propose that all PDU sessions shall use a single user plane integrity protection algorithm, similar to in LTE. The reason is that we do not see any security/efficiency benefit in using more than one user plane integrity protection algorithm. On the contratory, using more than one user plane integrity protection algorithm increases complexity.
(2)
Method

-
This was FFS. 
-
We propose that AS SMC procedure shall be used for user plane integrity protection algorithm selection, similar to in LTE. The reason is that we are aligning with the above proposal of using single user plane integrity protection algorithm, and therefore we do not see any need to select the same algorithm multiple times.
2.2.2
Activation

(1)
Granularity

-
It was agreed in S3-172164 that gNB activates user plane integrity protection per DRB. 
-
We respect the agreement. 
(2)
Method
-
This was FFS. 
-
We propose that RRC Reconfiguration procedure shall be used to activate user plane integrity protection.  The reason is that DRBs are created according to the information provided in the RRC Reconfiguration message and therefore RRC Reconfiguration procedure is a logical and straightforward choice. 
-
We also propose the following normative behavior – If activated, the user plane integrity protection shall be activated on all DRBs belonging to a same PDU session. In other words, within a single PDU session, if any one of the DRBs has integrity protection activated, then all other DRBs in that PDU session shall also have integrity protection activated. This does not prevent different PDU sessions to independently activate user plane integrity protection.
The reason is to prevent any potential attack related to Reflective QoS that it might be possible for an attacker to trick UEs into sending uplink data in a DRB without integrity protection activated.
3
Detailed proposal

It is proposed to record the agreement as an Editor's Note under Clause 8 and to resolve the EN with proposing a compliant pCR.
*** BEGIN CHANGES ***
8           Security Procedures between UE and 5G Radio Access Network Functions

Editor’s Note: The content of this clause should cover network options 2, 4, 5 and 7. The content in this clause should cover both eNB and gNB.

Editor’s Note: The content of clauses with titles related to mechanisms between the UE and the CN is intended to capture the implications or the impact (if any) on the AS security mechanisms.
Editor’s Note: There are multiple open issues on user plane security, integrity protection being one of them. Therefore, it is FFS to add or update relevant clauses according to the following agreements on user plane integrity protection: (1) all PDU sessions shall use a single user plane integrity protection algorithm, (2) AS SMC procedure shall be used for user plane integrity protection algorithm selection, (3) RRC Reconfiguration procedure shall be used to activate user plane integrity protection, and (4) If activated, the user plane integrity protection shall be activated on all DRBs belonging to a same PDU session. In other words, within a single PDU session, if any one of the DRBs has integrity protection activated, then all other DRBs in that PDU session shall also have integrity protection activated. This does not prevent different PDU sessions to independently activate user plane integrity protection.
*** END OF CHANGES ***

