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1
Decision/action requested

It is proposed to approve the proposed changes.
2
Rationale
In the SA3#88Bis, it was agreed that handover key chaining model and key derivation input parameters will remain similar to those in LTE. Meaning, horizontal and vertical derivations will use, besides the current AS-base key or NH key, the following inputs parameters: Physical Cell ID (PCI) and Downlink Absolute Radio Frequency Channel Number (DL-ARFCN). Therefore, key derivation functions need to be specified.

Since, the NG-RAN in 5G consists of both gNB (NR type base station belonging to 5G) and ng-eNB (E-UTRA/LTE type base station belonging to LTE), the handovers in 5G can therefore be between two gNBs, between two ng-eNBs, or between gNB and ng-eNB. Therefore, separate key derivation functions (for KgNB* and Kng-eNB*) are needed with separate FC values so that the source RAN node/cell can prepare multiple target RAN nodes/cells with separate keys. 
This contributions proposed a key derivation function for KgNB*.
3
Detailed proposal
*** BEGIN CHANGES ***
A.Y
KgNB* derivation function

When deriving a KgNB* from current KgNB or from fresh NH and the target physical cell ID in the UE and gNB as specified in Clause 8.3 for handover purposes the following parameters shall be used to form the input S to the KDF.

-
FC = 0x<TBD>
-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)

-
P1 = <ARFCN>-DL (target physical cell downlink frequency)

-
L1 length of <ARFCN>-DL (i.e. 0x00 0x03)

The input key shall be the 256-bit NH when the index in the handover increases, otherwise the current 256-bit KgNB.
*** END OF CHANGES ***

