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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
Rationale

A summary of the SCAS work item has been requested. It is proposed to endorse on the rationale below. The text in red will be removed for subnmission to SA plenary.
3
Detailed proposal

3GPP TSG SA Meeting #78















SP-17XXXX
Lisbon, Portugal, 20-22 Dec 2017
<guidance: replace the blue text and remove the red guidance information before submission to the TSG meeting;
introduction and description should usually be ~1 page long (not counting figures/tables etc.);
TSG RAN: This template is applicable to all Core part WIs that are not spectrum related and that are 100% complete.
TSG CT/SA: In case this summary covers more than one WI, then please clarify which WIs are covered.

Remember that this summary has to be technically correct otherwise you will have to revise it.

This contribution is to be submitted using the “WI Summary” type of document in 3GU.>
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1
Introduction

Within the SCAS work item security assurance requirements and corresponding test cases for network elements were defined. Prior to this work item, security stanardization in 3GPP was limited to the interface definitions, focussing on interoperability. Many security issues in real networks are not caused by the interface definitions, but by the network elements themselves. The SCAS work item defined security requirements and corresponding test cases for network elements.
- The target audience are engineers inside and outside the 3GPP community. Contributions should be written as to be understandable by non-specialist. 

- remember that only what ended up in the specs is of interest;

- clarify what is the relation of this WI to other WIs (e.g. is this an enhancement of a former WI? Is there a related WI?) and what was the status before this WI

- clarify why this WI/enhancement was needed/which problem(s) does it solve but stay realistic!>

2
Description

In particular, the following topics have been worked on

-
a methodology to be followed when defining a security assurance specification [1]

-
the threats that the security asurance specifications consider [2]

-
a catalogue of general security assurance requirements and corresponding test cases [3]

-
security assurance specifications (so called SCAS), referring to the general catalogue and introducing MME specific requirements and test cases,  for the following product classes


-
MME product class [4]


-
PGW product class [5]

With the security assurance specifications, it is possible to have reproducable tests for security of network products which can be executed by independent test labs. GSMA has taken this as input to define an organiziational framework, the network equipment security assurance scheme, cf. e.g. [6]

<guidance: 

- summarize the key functionalities of this WI, e.g. in a bullet list and what is their purpose;

- remember that only what ended up in the specs shall be covered here;

- this it not intended to be a copy and paste from the specifications, the WID or status report;

- the reader shall understand how the key functionalities are working without running too far into details;

- use figures, tables, references to illlustrate and facilitate the understanding;

- remember that you do not write the WI summary for people who contributed to this WI so make sure that you use terminology and abbreviations that can be understood by any engineer or make sure you explain them;

- make the following test: give this summary to a colleague who was not at all involved in this topic and let this colleague explain in her/his own words how your WI works after reading the summary

- When the usual Stage 1/Stage 2/Stage 3 process is not followed -and in particular if a full stage is missing- explain why.

>

3
References

<guidance: It is recommended to add some references where the interested reader can find further documentation, e.g.

- TR (if any)

Only the essential CRs and TS/TRs can be mentioned. An exhaustive list of all the CRs and TS/TRs is not to be provided in the summary since the Rel-14 TR describes the procedure on how to retrieve this information.

NOTE: Please provide references that can be found easily, e.g. indicating Tdoc numbers.>
[1]
3GPP TR33.916 "Security Assurance Methodology (SCAS) for 3GPP network products"
[2] 3GPP TR33.926 "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes"
[3] 3GPP TS33.117 "Catalogue of general security assurance requirements"
[4] 3GPP TS33.116 "Security Assurance Specification (SCAS) for the MME network product class"
[5] 3GPP TS33.250 "Security assurance specification for the PGW network product class"

[6] GSMA FS.13 "FS.13 Network Equipment Security Assurance Scheme Overview"
