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1
Decision/action requested

This pCR proposes a way to protect sensitive information transmitted between operators.
2
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Rationale

The document [2] provides interim agreement for protecting the anchor key sent from home network to the visited network, where the transferring path may not be secure. Considering that if anchor key can be protected, other sensitive information also can be protected, this pCR presents a way for protecting sensitive information including anchor key transmitted between operators. Document [3] is same proposal but in reference point presentation.
Following figure shows two typical signaling paths in current date that involves transit network and HPLMN.
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In case I, if roaming agreement includes pre-shared key, then, normally, security gateways in VPLMN and HPLMN can establish security association using NDS/IP, but in some cases, the security association is not established (e.g. SS7 is used, or lack of pre-shared key).

In case II, the VPLMN and HPLMN cannot establish security association directly, the messages need to be routed through other operators. The signaling path between VPLMN and HPLMN includes more than one links. It cannot make sure each link is secure protected.

If VPLMN and HPLMN can negotiate shared key, then the shared key can be used to protect sensitive information transmitted between operators no matter whether the path is fully protected or not.

Proposal 1: Inter-operator shared key negotiation procedure between operators is needed.
DH public key exchange is a good way to negotiate shared key between two operators, but authentication method is needed. Pre-shared key or using CAs is not suitable way for this purpose due to additional pre-configured information is needed.

Considering that user authentication needs no additional pre-configured information between operators, it is recommended to use user authentication for this purpose.

Proposal 2: Use user authentication to authenticate the inter-operator shared key negotiation.
Following procedure shows how to use user authentication to authenticate the inter-operator shared key negotiation, wherein a new network function called Inter-Operator Security Function (IOSF) is involved:
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The IOSF can modify information of messages transmitted between operators and interact with SEAF and AUSF.

After receiving 5G-AIR, if the VPLMN does not have shared key with the HPLMN (which means security association cannot be established), the IOSF-V adds DH public key of VPLMN into the 5G-AIR. After receiving 5G-AIR with DH public key, the IOSF-H removes the DH public key and adds an indication into the 5G-AIR, the indication tells the AUSF and ARPF to use 5G-AKA authentication method, and tells the AUSF to sends XRES* to the IOSF-H. After the IOSF-H receiving AV and XRES*, the IOSF-H generates DH shared key from the DH private key of the HPLMN and the received DH public key. The IOSF-H mask the KASME* using DH shared key and XRES*, as well as replaces the KASME* in the AV* with the masked KASME*. The IOSF-H also removes the XRES* from the 5G-AIA and adds the DH public key of the HPLMN into the 5G-AIA. The IOSF-V removes DH public key from the 5G-AIA and adds an indication in the 5G-AIA, the indication tells the SEAF that NAS SMC procedure is controlled by the IOSF-V. After receiving 5G-AC with RES*, the IOSF-V generates DH shared key from the DH private key of the VPLMN and the received DH public key, and then un-masks the KASME*. The IOSF-V sends a new message of 5G-NSR with the original KASME* to the SEAF, the SEAF then informs the AMF to trigger the NAS SMC procedure. The AMF informs the result of NAS SMC procedure to the SEAF, and the SEAF sends a new message of 5G-NSA with the result. If the result indicates that the NAS SMC procedure is success, the IOSF-V forwards the 5G-AC to the HPLMN.

After shared key negotiated, IOSF (in VPLMN and HPLMN) rejects all 5G-AIRs with different DH public key.

Observation 1: Only the FIRST authentication procedure of the FIRST roaming user will trigger the inter-operator shared key negotiation procedure with the HPLMN.
Observation 2: There’s NO additional pre-configuration, NO PKI, and it is totally AUTOMATIC.
If there’s a MitM attack between the IOSF-V and the IOSF-H, the shared key generated by the IOSF-H will be different from the shared key generated by the IOSF-V. Considering that the mask is computed from XRES*, the MitM still cannot get original KASME*. No matter whether the MitM tampers the masked KASME* or not, the IOSF-V will get a wrong KASME*, and hence the NAS SMC procedure will be failed.

Observation 3: The inter-operator shared key negotiation procedure can prevent MitM attack
In order to prevent (D)DoS attack on IOSF-H using 5G-AIR with different DH public key, the IOSF-H generates DH shared key after receiving AV (so, 5G-AIR with illegal SUCI can be rejected by AUSF/ARPF), and the IOSF-H may delay handling the 5G-AIA and computing the DH shared key if needed (e.g. different DH public key is received from the same serving network and IOSF-H is busy). After shared key negotiation success, the IOSF-H rejects all other 5G-AIR with different DH public key from the same serving network (considering the case of multiple roaming UE register to the network at same time, 5G-AIR with same DH public key from the same serving network still need to be handled, but re-computing DH shared key is not needed).

Observation 4: The inter-operator shared key negotiation procedure can prevent (D)DoS attack
Proposal 3: Use the inter-operator shared key negotiation procedure to provision shared key between operators.

Considering that traditional security gateways may be deployed in 5GC, in order to be compatible with traditional method (NDS/IP), if the security association has been established between the two operators, then they will be recorded as secure operators, secure tunnel between security gateways can be used to protect the whole messages transmitted between the operators. In this case, even if the messages are routed through IOSF to security gateway, the IOSF will not trigger the inter-operator shared key negotiation procedure and sensitive information protection.

If security association has not been established, the messages will be routed to the IOSF, and the IOSF will trigger the above inter-operator shared key negotiation procedure. After the shared key negotiated, the IOSF can use credential and integrity keys derived from the shared key to protect sensitive information in the messages transmitted between the two operators.

The partially protected messages can still be routed by transit operator (routing information in the messages are in clear text), and the IOSF can be combined with the SeGW.

Proposal 4: Use IOSF to protect sensitive information in the messages transmitted between operators.

4
pCR

******************* START OF PCR *******************************************
7.1.3.3
Protection at the application layer



The protection applies, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations. In these situations, the sensitive information transmitted between operators, such as anchor key, privacy, subscription, session sensitive information, policy, and charging, etc. shall be protected based on the solution described in subclause 7.X. Privacy includes location, SUPI, etc. Session sensitive information includes QoS, session type, etc.
******************* SECOND OF PCR *******************************************
** NOTICE TO EDITOR: NEW TEXT FOR THIS SECTION
****************************************************************************
7.X
Security procedures on service based interfaces between operators
7.X.1
General
If the messages sent to or received from an operator can be fully or partially protected, the operator is a secure operator, and the messages are fully protected by Security Gateway (SeGW) or partially protected by a new network function, called Inter-Operator Security Function (IOSF). The IOSF is used to protect sensitive information transmitted between operators.
In order to negotiate shared key with other operator, the IOSF needs to modify messages related to user authentication procedure, and interact with AUSF and SEAF. The user authentication and NAS SMC procedures can be used to authenticate the inter-operator shared key negotiation. After the inter-operator shared key negotiation procedure is success, the two interacting operators treat each other as secure operator.

Following figure shows the deployment of SeGW and IOSF for roaming case:
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Fig. 7.X.1-1 Deployment of SeGW and IOSF for roaming case
7.X.2
Inter-operator shared key negotiation procedure
The following figure shows the security procedure for inter-operator shared key negotiation between operators:
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Fig. 7.X.2-1 Inter-operator shared key negotiation procedure between operators
1.
AMF/SEAF to AUSF: Nausf_UEauthentication_AuthInit Request ()


The AMF/SEAF receives registration request from a roaming UE, invokes Nausf_UEauthentication_AuthInit Request service operation to the AUSF. The service operation is carried by 5G-AIR message, which is routed by the IOSF in VPLMN and HPLMN.

2. The IOSF in VPLMN modifies the 5G-AIR message to include DH public key of VPLMN, supporting algorithm list, and supporting DH groups.
3. The IOSF in HPLMN removes DH public key of VPLMN, supporting algorithm list, and supporting DH groups in the received 5G-AIR message, and includes a Shared Key Negotiation Indication (SKNI) in the 5G-AIR message. The AUSF and the ARPF selects 5G-AKA as the authentication method.
4. AUSF to AMF/SEAF: Nausf_UEauthentication_AuthInit Response ()

The AUSF responds with only one 5G AV (cf. 6.1.3.2) and XRES* to AMF/SEAF. The service operation is carried by 5G-AIA message, which is routed by the IOSF in HPLMN and VPLMN.
5. The IOSF in HPLMN may delay for a while if needed (e.g. different DH public key is received from the same serving network and the IOSF in HPLMN is busy). The IOSF in HPLMN selects credential algorithm and integrity algorithm from the received supporting algorithm list, selects DH group from the received supporting DH groups, and computes DH shared key from DH private key of HPLMN and the received DH public key of VPLMN. The IOSF in HPLMN masks the KASME* in the 5G AV as following:
masked KASME* = SHA-256 (XRES* || DH shared key)  original KASME*.

6. The IOSF in HPLMN removes XRES* from the 5G-AIA message, and additionally includes DH public key of HPLMN, the selected algorithms, and the selected DH group in the 5G-AIA message.

7. The IOSF in VPLMN removes the DH public key of HPLMN, selected algorithms, and selected DH group from the received 5G-AIA message, and includes a NAS SMC Control Indication (NSCI) in the 5G-AIA message. The NSCI is used to tell the AMF/SEAF that NAS SMC procedure is controlled by other network function instead of by AMF/SEAF itself.
8. The AMF/SEAF proceeds user authentication procedure with the UE.
9. AMF/SEAF to AUSF: Nausf_UEauthentication_AuthConfirm Request ()

The AMF/SEAF invokes Nausf_UEauthentication_AuthConfirm Request service operation to the AUSF. The service operation is carried by 5G-AC message, which includes RES* and is routed by the IOSF in VPLMN and HPLMN.
10. The IOSF in VPLMN computes DH shared key from DH private key of VPLMN and the received DH public key of HPLMN. The IOSF in VPLMN un-masks the KASME* in the 5G AV as following:
original KASME* = SHA-256 (RES* || DH shared key)  masked KASME*.

11. IOSF in VPLMN to AMF/SEAF: Namf_Communication_UESecurityModeControl Request ()

The IOSF in VPLMN invokes Namf_Communication_UESecurityModeControl Request service operation to the AMF/SEAF, which includes the original KASME*. The SEAF informs the AMF to perform NAS SMC procedure with the UE using the original KASME*.
12. The AMF/SEAF proceeds NAS SMC procedure with the UE.
13. AMF/SEAF to IOSF in VPLMN: Namf_Communication_UESecurityModeControl Response ()


The AMF informs the result of the NAS SMC procedure to the SEAF, and the SEAF responds with the result to the IOSF in VPLMN.

14. If the result indicates that integrity check of the NAS SMC procedure is failure, the inter-operator shared key negotiation is failure, and the IOSF in VPLMN does not forward the 5G-AC message.
15. If not, the IOSF in VPLMN confirms that inter-operator shared key negotiation is success, and forwards the 5G-AC message to the target operator.

16. If correct RES* is received, the IOSF in HPLMN confirms that inter-operator shared key negotiation is success, and forwards the 5G-AC message to the AUSF.
7.X.3
Procedure for sensitive information protection
After the successful inter-operator shared key negotiation, the IOSF (in VPLMN and HPLMN) rejects all other 5G-AIR message with different DH public key from the same serving network, and records the interacting operator as a secure operator, so inter-operator shared key negotiation will not be triggered again between the two operators.

The IOSF (in VPLMN and HPLMN) then generates credential key and integrity key by computing
credential key = HMAC-SHA-256 (DH shared key, SN id), truncated to 128bits
integrity key = HMAC-SHA-256 (DH shared key, HPLMN id), truncated to 128bits.

The credential key and integrity key are used to protect sensitive information in the messages transmitted between the two operators, and an indication for partially ciphered shall be included in the messages.
NOTE:
An operator can send a new key protected by the old credential key and integrity key to the other operator to update the DH shared key if needed. 

*******************END OF PCR*******************************************
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