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Abstract of the contribution:

At meeting #81 a solution text stirred discussion about whether the subscription profile is available to the S-GW and/or the P-GW. Our study did not reveal standards text that the S-GW or the P-GW can obtain the subscription profile and so we propose to remove the solution text that proposes it and the Editor’s Note below that solution text as well.

Revision to 303: in the discussion it was revealed that the S-GW and P-GW could obtain the subscription profile over the S11 and S5 interfaces, but that some modifications might be required.

1. Introduction

At SA3-meeting #81, discussion was raised about a solution text provided by KPN, Vodafone and TNO. The issue that was brought up was that the S-GW and the P-GW should not have access to the subscription profile. While studying the issue, we found no evidence that the S-GW or the P-GW has access to the subscription profile. Furthermore, since there is no reason to share the subscription profile and since sharing the subscription profile beyond what is presently available, we propose to remove this section of the solution, together with the Editor’s Note.

2. Proposal

**** Begin of Changes ****

6.3.2.1
Independent VPLMN and e2m security associations
The AKA operations, key derivations and overall security flow for the "traditional" UE-to-VPLMN security are unchanged in this solution.

A new domain is defined for e2m security– neither Circuit Switched (CS) nor the usual Packet Switched (PS) but Home Packet Switched (HPS).  The USIM maintains a separate HPS key set, with associated CKSN and KSI (in the same way that USIM already maintains separate CS and PS keysets).

Whenever the GGSN/PGW gets a Create Session Request from the S-GW it starts an AKA run. The P-GW is informed about the fact that the requesting UE is a CIoT UE through either:

-
The use of a PCRF. The PCRF informs the P-GW during the IP CAN session setup that this particular UE is a CIoT  UE. The P-GW obtains the IMSI either through the PCRF IP CAN Session Setup message or through the Create Session Request message that it got from the S-GW. In either way, the IMSI is forwarded to the HSE to obtain the AV.

-
By means of the subscription profile stored in the HSS. The S-GW or the P-GW could obtain the subscription profile. If it is possible for the S-GW to obtain the subscription profile, it could inform the P-GW that this particular UE is a CIoT UE. In case the S-GW does not obtain the subscription profile the P-GW could request the subscription profile itself and find out that this UE is a CIoT UE. The IMSI is obtained through the Create Session Request and forwarded to the HSE.


Subsequent AKA runs piggy back on the same mechanism. Whenever a new session between the P-GW and CIoT UE is established, the HSE is triggered, requests a fresh AV and performs an AKA run. The sessions expire according to a policy set in the subscription profile. The term session refers to the data bearer between P-GW and CIoT. This implies that the UE keeps the CIoT security context in memory whenever the UE goes to sleep / idle mode.

