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1
3GPP Work Area

	x
	Radio Access

	x
	Core Network

	x
	Services


2
Classification of WI and linked work items

2.0
Primary classification

This work item is a …

	x
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	670008
	Study on New Services and Markets Technology Enablers
	SA1 Stage 1 requirements, TR 22.891

	700017
	Study on Architecture for Next Generation System
	SA2 Stage 2 architecture, TR 23.xxx

	xxx
	Study on Scenarios and Requirements for Next Generation Access Technologies
	RAN Stage 2 


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 

Go to §3.

2.3.3
Stage 3

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

Work related to the requirements and architecture of the next generation networks is taking shape in 3GPP. 3GPP SA1 is finalizing their study item to identify use cases and service requirements for the next generation networks. 3GPP SA2 has stared the study item to identify architecture for next generation networks. TSG RAN has also initiated a related study on scenario and requirements for next generation access networks. All of the above study items include references to various security topics and aspects. 
The next generation access technology requires the development of related access security mechanism. This may well be based on LTE-like mechanism but may also include some enhancements in case backwards compatibility is not required. Another expected new and more fundamental feature is the separation of the access network from the core network so that they can be independently developed. Also, the integration of multiple access networks to a single core and the simultaneous access from a UE via multiple accesses at the same time may require changes to the established security mechanisms. It is therefore important to start investigating how these evolving new requirements might change the security architecture. 
There are also new security challenges in the core network side. For instance, a new type of virtual network operators, the so-called verticals, is expected to appear. In 3GPP, one of the key techniques for creating the virtualized network is the network slicing. However, other techniques specified outside 3GPP like the Network Function Virtualization and the Software Defined Networking may also impact the work of 3GPP. These techniques intend to reduce the total cost of ownership, to improve operational and energy efficiency, and to provide simplicity and flexibility for offering new services. However, they may also involve potential new threats, such as inter-operator fraud or misuse of international signalling networks. All of these evolving new concepts require critical analysis from security point of view. 
4
Objective

The objective is to study preliminary requirements and solutions for the security of next generation mobile networks. It is expected that the next generation networks shall support at least the new RAT(s), the evolved LTE and non 3GPP access types. Dependencies related to the access types are expected to be minimized, also in terms of security. 
SA3 should follow closely the architecture and requirement work done in SA1, SA2 and RAN, and perform the security study based on what is agreed in other groups. 
The expected work will include:

· Collection, analysis and further investigation of potential security requirements for the next generation systems. 

· Investigation of the security architecture in co-operation with SA2, RAN2 and RAN3. 

· Investigation of access security for the next generation access technologies in co-operation with RAN. 

A single TR is proposed to capture the output of this study. The complete or partial conclusions of this study will form the basis for the normative work and/or for any further study.  

Depending on the progress in SA1, SA2 and RAN, the security requirements and the security architecture may include the following, non-exhaustive list of security focus areas:
1. The trust model: The trust model related to the next generation networks is essential to be made explicit. This is basically describing how the different networks interconnect, and how the roaming is implemented in the new architecture. There are also some potential security threats arising from the existing international signalling networks that could be re-visited. For example, would it be possible to implement stronger security for (at least part of) the interconnection of the next generation networks?  

2. The security architecture and unified authentication framework: The Next Generation RAT(s) require new security solution; however, as part of non-3GPP access types, WLAN-access and Fixed-access are also most likely supported. Support for satellite-access is also under consideration. How do multiple access types influence the security architecture? Is it possible to support unified authentication framework for different access systems? Is it possible to support multiple simultaneous connections of a UE via multiple access technologies? Independent evolutions of core network and RAN might also influence the security architecture as well as could the separation of Control plane and User plane functions.
3. Privacy: There is a variety of sensitive information handled in the network that may require enhanced protection, e.g., identity information, subscribed services, location information, presence information, mobility patterns, network usage behaviour, and commonly invoked applications. What are the expected privacy aspects of the next generation system?

4. Optimized signalling: It has been suggested that the next generation networks should minimize the amount of signalling, and delay. This could potentially help reducing UE power consumption or making the network more scalable or minimizing the latency between UE and PDN. Could the security set-up be optimized?

5
Service Aspects

Service requirements are anticipated from SA1 SMARTER output. The security architecture defined in this SI should be able to support those requirements.

6
MMI-Aspects

None anticipated.

7
Charging Aspects

The charging aspects may be considered by SA5.

8
Security Aspects

This is a security study. 
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	x
	x
	x
	

	No
	
	
	
	
	

	Don't know
	x
	
	
	
	x


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	TR 33.xxx
	Study on Next Generation Security
	SA3
	
	TSG SA#73 (September, 2016)
	TSG SA#74 (December, 2016)
	Technical Report

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11
Work item rapporteur(s)

Ericsson (vesa.torvinen@ericsson.com) 
12
Work item leadership

SA3
13
Supporting Individual Members

	Supporting IM name

	AT&T 

	BT Group 

	Ericsson

	Telstra 

	

	

	

	



