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Abstract of the contribution: This contribution proposes pre-normative text on key derivation for GPRS security enhancements in EASE_EC_GSM. 
1 Introduction 
This contribution proposes to add pre-normative text on key derivation in EASE_EC_GSM to Annex C.3 in TR 33.860.
2 Proposal 
It is proposed to add this pCR to Annex C.3 in TR 33.860.
3 pCR 

***
BEGIN CHANGES
***
C.5

Derivation of Kc128 and Ki128 
MS and eSGSN derive the control plane and user plane ciphering key (Kc128) and the control plane and user plane integrity protection key (Ki128) from CK and IK. Kc128 and Ki128 shall only be derived by the MS and the network when using enhanced GPRS in relation to CIoT. 

The key Kc128 shall be used as an input only to the GEA ciphering algorithms which require 128-bit key. The Kc128 is specified in TS 33.102 Annex B [xx]. 
The key Ki128 shall be used as an input only to the GIA integrity protection algorithms which require 128-bit key.

The input string to the KDF is the concatenation of CK and IK (i.e., CK || IK). The KDF returns a 256-bit output, where the 128 least significant bits are identified with Ki128. 

-
FC = 0x??
-
P0 = (not used)
-
L0 = (not used) 
No input parameters (Pi, Li) are used by this function.
***
END OF CHANGES
***
