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Abstract of the contribution: This pCR propose to refer the solution description defined for one-to-many communications in TS 33.303 for MCPTT group call key distribution.
1. Introduction

Key distribution solution for MCPTT Group Call during off-network needs to be specified. This pCR propose to refer the media security key distribution mechanisms defined for one-to-many communications in TS 33.303 for MCPTT group call key distribution. 
2. pCR

***************Start of Changes****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".

[3]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE".

[4]
3GPP TS 33.210: ''3G security; Network Domain Security (NDS); IP network layer security''.

[5]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[6]
3GPP TS 33.203: "3G security; Access security for IP-based services".

[7]
3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".

[8]
3GPP TS 33.328: ''IP Multimedia Subsystem (IMS) media plane security''.

[9]
IETF RFC 6507: '' Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)''.

[10]
IETF RFC 6508: '' Sakai-Kasahara Key Encryption (SAKKE)''.

[11]
IETF RFC 6509: ''MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)''.

[12]
IETF RFC 3550: ''RTP: A Transport Protocol for Real-Time Applications''.

[13]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".

[14]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[15]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[16]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[xx]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".
***************Next Change****************
7.3 
Group Call Key Distribution

7.3.1
General

For off-network operation, MCPTT group call key distribution solution follows the media security key distribution mechanisms defined for one-to-many direct communications in TS 33.303[xx]. This section specifies the group call key distribution procedure for on-network operations.
To create the group's security association, a Group Master Key (GMK) is distributed to MCPTT UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCPTT UE within the group shall be provisioned by the MCPTT Key Management Server (KMS) with time-limited key material associated with the MCPTT User as described in Section 7.2. The Group Management Server shall also be provisioned by the MCPTT KMS with an identity which is authorised to create groups.

The GMK is distributed with a 32-bit Group User Key Identifier (GUK-ID) within a Group Key Transport payload. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload.

The GMK is encrypted to the user identity (UID) associated to the MCPTT UE. The UID used to encrypt the data will be derived from the user's MCPTT ID and a time-related parameter (e.g. the current year and month) as described in Section 7.2. The user's MCPTT ID is added to the recipient field (IDRr) of the message.

The Group Key Transport payload is signed using (the KMS-provisioned key associated to) the identity of the Group Management Server (GMS). This identity is derived from the GMS’s URI (e.g. gp.manager@.mcptt.example.org) and a time-related parameter (e.g. the current year and month). The GMS’s URI is added to the initiator field (IDRi) of the message. 

The security processes are summarized in Figure 7.3.1-1.
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Figure 7.3.1-1: Generation of a group key transport message

At the MCPTT UE, the GMS’s URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the Group Key Transport message. If valid, the UE extracts and decrypts the encapsulated GMK using the (KMS-provisioned) user's UID key. The MCPTT UE also extracts GUK-ID and xors the GUK-ID and User Salt together to extract the GMK-ID. If the GMK consists of zero bytes, the GMK and GMK-ID shall be treated as revoked and shall not be used. The extraction procedure is described in Figure 7.3.1-2.
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Figure 7.3.1-2: Processing of a group key transport message

The Group Key Transport payload includes the encrypted GMK and the Group User Key Identifier (GUK-ID). The GMK is unique within the MCPTT system. On creating the GMK, the Group Manger generates a 32-bit GMK Identifier (GMK-ID). The 4 most significant bits of the GMK-ID is the 'purpose tag' which defines the purpose of the GMK. The rest of the GMK-ID is 28-bit randomly-generated value. 

For each user, the GMS creates a 28-bit User Salt by hashing the user’s URI. The User Salt is xor’d with the least-significant bits of the GMK-ID to create the 32-bit GUK-ID. The process for generating the GUK-ID is summarized in Figure 7.3.1-3.
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Figure 7.3.1-3: Generating the GUK-ID

The GUK-ID is placed in the CSB ID field within the header of the I_MESSAGE.

***************End of Changes****************

3. Conclusion

SA3 is kindly requested to agree the pCR (section 2) for the TS 33.179.

