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[bookmark: _GoBack]Proposes the evaluation of application plane signalling protection mechanisms.
1. Introduction
Clause 8.1 and 9.1 provide evaluation and conclusions for SIP core authentication, and signalling protection.  
The proposed solution 7.1 is not capable of fully satisfying the application plane security requirements for the deployment scenario where the SIP core is within the administration domain of the MCPTT operator (TS 23.179 sub-clauses 9.2.2.1.4 and 9.2.2.1.5) thus making it unsuitable to be the entire solution for application plane security for all deployment scenarios.
The proposed solution 7.12 proposes use of S/MIME with SIP messages. However:
1. Although use of S/MIME with SIP is defined in RFC 3261 [1] there is virtually no deployment of S/MIME with SIP and no interoperability testing of S/MIME between different implementations is known. Virtually no commercial SIP stacks support S/MIME. Implementation and testing of S/MIME will cause significant delay in the availability of MCPTT devices. Existing IMS stacks (as implemented and deployed for VoLTE and RCS) do not support S/MIME thus requiring a significant redesign of the IMS stack of the terminal
2. .Commercial IMS networks contain Session Border Controllers (SBCs) that police the SIP signaling traffic at the edges of the networks. These SBCs often will remove content they don’t understand or reject such SIP messages completely. The GSMA SIP-SDP Inter-IMS NNI Profile specifies what MIME types are supported by IBCFs/SBCs between networks and this profile does not support S/MIME. Allowing encrypted content in the body of SIP messages that cannot be policed by SBCs opens a PLMN operator up to potential theft of service scenarios like including text messages encrypted within the bodies of SIP signaling messages used to setup calls which are not charged unless the called party answers. This could have a significant impact on interoperability with Commercial IMS networks especialy in roaming and interconnect scenarios.
3. Use of signaling encryption on application processors on the UE causes additional processing delays for signaling messages (particular UEs of limited CPU/battery power), which may result in MCPTT calls not being setup within the required setup time. This potentially means more expensive devices with larger power requirements in order to meet the requirements.
4. There are potential concerns from a Lawful Interception perspective with SIP messages containing encrypted content that cannot be decrypted by law enforcement authorities or by PLMN operators that have regulatory requirements to support lawful interception.

The solution in 7.X is based on the RFC 4483 mechanism for content indirection in Session Initiation Protocol (SIP) messages using an extension to the URL MIME External-Body Access-Type to support content indirection. These extensions allow any MIME part in a SIP message to be referred to indirectly via a HTTPS URI (allowing the recipient of the SIP message to retrieve the actual content of the MIME part using the included HTTPS URI (i.e. retrieve the content from the server using HTTPS. By using HTTPs the content can be securely delivered to the recipient since it is encrypted using TLS and is never included directly in SIP messages. 
Content indirection was originally conceived for bandwidth-limited applications such as cellular wireless and is already used in RCS and is supported on the IMS/RCS NNI and will be allowed by IBCFs/SBCs.
Integrity protection is provided using the hash parameter.
Protection of location information from the MCPTT UE using encryption based on the key management solution in subclause 8.11 prevents location information being revealed and being tampered with.
Sensitive application plane indicators can be protected by configuring the UE and MCPTT server with confidential codes to represent these indications.
2. pCR to TR 33.179

************* Start of change *********************************************
[bookmark: _Toc428529821]8	Evaluation of Solutions
Editor’s note: This section will contain an evaluation of the proposed solutions for MCPTT security.  
[bookmark: _Toc428529822]8.1	Signaling protection and IMS authentication
Solution 1 in clause 7.1 reuses existing IMS security mechanisms for MCPTT UE authentication and also to protect signaling messages. Hence, no evaluation needs to be performed, as this solution have no system impacts.
8.1.1	S/MIME CEK Key Management
There are two solutions that provide adequate and secure key management of the Content Encryption Key used to protect SIP MIME contentsapplication information on the SIP-1 and SIP-2 interfaces.  One is Solution #14 “Identity Based Cryptography Managed Content Encryption Key for S/MIME” and the second is Solution #13 “KMS Managed Content Encryption Key for S/MIME”.
Solution #14 leverages the proposed media protection method of Identity Based Cryptography where only the endpoints (the MCPTT client and the MCPTT application server) have knowledge of the content encryption key and there is no reliance on the KMS for key generation and distribution.  This solution does however require special message processing by the server during the initial transfer of the CEK to the server where decryption of the CEK must be performed before message authentication is validated.
Solution #13 provides straight forward key distribution from the KMS to the MCPTT client and from the KMS to the MCPTT application server.  The KMS controls the creation and key management of the CEK which may defend against spoofing attempts to distribute a false CEK.  The KMS already controls the creation and management of other keys (group keys for media protection, for instance).  This solution does not require special processing of key management messages as in Solution #14 (i.e. decryption before message authentication), however additional key management operations may be needed (UPDATE, PUSH, PULL) to maintain concurrency and synchronization of the CEK with the client and server endpoints.
While Solution #14 does maintain secrecy of the CEK between SIP endpoints, solution #13 is a more straight-forward key management design and does not require special processing of any SIP messages.  The KMS is designed for key distribution and already provides for group media key distribution. Therefore it is recommended that solution #13 be chosen for S/MIME CEK key management.
8.1.2	MCPTT-1 and MCPTT-3 Application Plane security
The proposed solution 7.1 is not capable of fully satisfying the application plane security requirements for the deployment scenario where the SIP core is within the administration domain of the MCPTT operator (TS 23.179 sub-clauses 9.2.2.1.4 and 9.2.2.1.5) thus making it unsuitable to be the entire solution for application plane security for all deployment scenarios.
The proposed solution 7.12 proposes use of S/MIME with SIP messages. However:
1.	Although use of S/MIME with SIP is defined in RFC 3261 [1] there is virtually no deployment of S/MIME with SIP and no interoperability testing of S/MIME between different implementations is known. Virtually no commercial SIP stacks support S/MIME. Implementation and testing of S/MIME will cause significant delay in the availability of MCPTT devices. Existing IMS stacks (as implemented and deployed for VoLTE and RCS) do not support S/MIME thus requiring a significant redesign of the IMS stack of the terminal
2	.Commercial IMS networks contain Session Border Controllers (SBCs) that police the SIP signaling traffic at the edges of the networks. These SBCs often will remove content they don’t understand or reject such SIP messages completely. The GSMA SIP-SDP Inter-IMS NNI Profile specifies what MIME types are supported by IBCFs/SBCs between networks and this profile does not support S/MIME. Allowing encrypted content in the body of SIP messages that cannot be policed by SBCs opens a PLMN operator up to potential theft of service scenarios like including text messages encrypted within the bodies of SIP signaling messages used to setup calls which are not charged unless the called party answers. This could have a significant impact on interoperability with Commercial IMS networks especialy in roaming and interconnect scenarios.
3.	Use of signaling encryption on application processors on the UE causes additional processing delays for signaling messages (particular UEs of limited CPU/battery power), which may result in MCPTT calls not being setup within the required setup time. This potentially means more expensive devices with larger power requirements in order to meet the requirements.
4.	There are potential concerns from a Lawful Interception perspective with SIP messages containing encrypted content that cannot be decrypted by law enforcement authorities or by PLMN operators that have regulatory requirements to support lawful interception.
[bookmark: _Toc428529823]The solution in 7.X is based on the RFC 4483 mechanism for content indirection in Session Initiation Protocol (SIP) messages using an extension to the URL MIME External-Body Access-Type to support content indirection. These extensions allow any MIME part in a SIP message to be referred to indirectly via a HTTPS URI (allowing the recipient of the SIP message to retrieve the actual content of the MIME part using the included HTTPS URI (i.e. retrieve the content from the server using HTTPS. By using HTTPs the content can be securely delivered to the recipient since it is encrypted using TLS and is never included directly in SIP messages. 
Content indirection was originally conceived for bandwidth-limited applications such as cellular wireless and is already used in RCS and is supported on the IMS/RCS NNI and will be allowed by IBCFs/SBCs.
Integrity protection is provided using the hash parameter.
Protection of location information from the MCPTT UE using encryption based on the key management solution in subclause 8.11 prevents location information being revealed and being tampered with.
Sensitive application plane indicators can be protected by configuring the UE and MCPTT server with confidential codes to represent these indications.
***************** End of change ********************************************


************* Start of change *********************************************
9	Conclusion
Editor’s note: This section will contain SA3's conclusion to the study.  
[bookmark: _Toc428529824]9.1	Signaling protection and IMS authentication
For IMS authentication (step B) and signaling protection, solution 1 in clause 7.1 is adopted as the basis for the normative work, which is in line with the SA6 conclusions in TS 23.179 [10].
9.1.1	S/MIME CEK Key Management
If S/MIME is chosen, then for S/MIME CEK key management based on the evaluation in section 8.1.1, Solution #13 is chosen as the key management method for the S/MIME Content Encryption Key used to protect the location information in SIP MIME contentsmessages.
9.1.2	MCPTT-1 and MCPTT-3 Application Plane security
For Application Plane security on MCPTT-1 and MCPTT-3 the solution in 7.X is is adopted as the basis for normative work.
***************** End of change ********************************************
3. Conclusion
It is proposed that SA3 agree the above text for concluding on protecting MCPTT application data in SIP messages into TS 33.879.
