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Introduction 

This paper provides the basis of a security for the one-to-many ProSe communication method that is submitted to SA2 in S2-140083. 

Discussion 

ProSe one-to-many communications and MBMS are similar in that the both require getting encrypted data from one entity to multiple UEs. MBMS security is designed to enable protection of the data sent for a BM-SC to many UEs. In particular the protected data takes the form of either SRTP traffic or a downloaded file in the OMA DRM DCF format. This is done by the entity providing the BM-SC in MBMS with a series of service keys (called MSKs) which are used to protect the keys (called MTKs) that are actually used to protect the data. In the streaming scenario, the protected MTKs are broadcast interleaved in the protected data. 
A major difference between ProSe one-to-many communications and MBMS is that is in ProSe all the entities need to be capable of sending encrypted data. Also unlike the MBMS case, where a UE can fetch a missing MSK, it is an agreed requirement for ProSe that the system shall not require signalling exchange between UEs (see requirement in key issue #3.2); furthermore, while the UE is out of network coverage it will not be possible to fetch a key. This means that the MBMS model where each entity that can encrypt data has an independent key can not work, as it would then not be possible to add a member to a group if all members will not be in network coverage before the new member’s key is used.
For these reasons, it is proposed that SA3 make the following conclusion on one-to-many communications:

Conclusion 1: There will be a group level key (or keying material) that is distributed by a network entity while the UEs are in network coverage. This key will be used to derive all the necessary keys for communication between members of the same group. Similarly the relevant algorithms and other necessary security parameters for applying the protection will also be provided in advance directly to the UEs from a network entity (whether this entity is the same one as the one providing keys are FFS).
Given the above discussion it seems that the decision on how to provision keys etc. and actually using those keys (and other data) to protect the traffic are mostly independent. There seem to be two possible layers to provide the protection, i.e. at the bearer layer and at the application layer. One disadvantage with performing this security at the application layer is that there is a need to provide a security solution for each type of data that is sent. 
For the above reasons we examine a possible solution that only uses a root key for all members of the group and performs the security at the bearer level.
Solution description 

For this solution, it is assumed that all the UEs that will participate in one-to-many communications will all be provisioned with the relevant keys that they need while in network coverage. As part of this provisioning, the UEs also need to be provided with the algorithms that will be used with the keys and any other information that is needed to protect the data.

The following steps take place:

1x: Communication Configuration procedure: UEs fetch one-to-many communication parameters from the ProSe Function.

2x: Security configuration procedure: UEs fetch security keys from the ProSe Key Management Function.
Note: After completing step 2, the UE needs to have the Group Identity,  Group Member Identity, PGK and PGK identity associated with the group it wishes to communicate in. It is FFS whether the former two parameter are provided at steps 1 or 2. 

3x. UEs calculate session keys to protect the traffic they will send to the group

4x. UEs send encrypted traffic.
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Security Keys:

A UE needs to have a PGK (ProSe Group Key) provisioned for each group that they belong to. From this key, a UE that wishes to broadcast some encrypted data must first generate a PTK (ProSe Traffic Key). The parameters used in this generation ensure that PTKs are unique for each UE (see below for more information) and need to be transferred to the receiving UE in the header of the user data packet (see below for more information). 

The UE must then encrypt the data to be sent with the relevant PTK and algorithm etc. at the bearer level (see below for more details). A receiving UE would need to derive the PTK used to decrypt the data by using the information in the bearer header..
Identities:

The PGKs are specific to a particular group and hence have a Group Identity associated with them. In addition each PGK associated with a group has PGK Identity to identify it. This allows several PGKs for a group to be held simultaneously as each can be uniquely identified. This means that the combination of Group Identity and PGK identity uniquely identifies a PGK. The Group Identity is the Layer 2 destination identity of the group.
Each member of a group has a unique Group Members Identity. This is used a part of the PTK derivation to ensure each user generates unique PTKs for protecting the data that they send. The Group Members Identity is the Layer 2 source when the UE sends data.
It is necessary for each group member to be able to ensure keystream freshness or replay protection (if it is decided to have replay protection). This is done by a combination of a PTK identity and a Counter. 

Note: The PTK identity part is not needed to ensure freshness but does provide a way of limiting the amount of material protected directly by a specific key 

Taking all the above into account, a PTK is uniquely identified by the combination of Group Identity, PGK Identity, Group Member Identity and PTK identity. 

The Counter is used under a particular PTK to ensure keystream freshness and integrity protection (if used) in the same way that the PDCP Counter or NAS Counters are used in regular LTE.

Note: The exact size of the above parameters require further study to ensure that the fit with PS needs.

Key Derivation and Data Protection:

From a high level perspective, the functions to calculate PTK, the keystream and a MAC (given that integrityprotection is used) for a given Payload are as in the following (with || meaning concatenation):

PTK = F_1(PGK, Group Member Identity || PTK Identity) 

Key stream = F_2(PTK, Counter)

MAC = F_3(PTK, Counter|| Payload)

Note: Further work is needed to align these with the currently used 3GPP algorithms if possible

Packet Format:
In terms of signalling between the UEs, e.g. to indicate the correct PTK to use, the  header and payload of the PDCP packet will need to look similar to the below:
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Note that the Group ID and Group member ID are parameters present in the MAC header.

If integrity protection is to be used then, all of PGK Identity, PTK Identity and Counter are assumed to be increasing and that each UE keeps the largest value of a concatenation of PGK Identity || PTK identity || Counter  from each UE it has received traffic and rejects any data packets with a smaller value.
Proposal 

It is proposed that SA3 agree conclusion 1 from the discussion section.

Furthermore it is proposed that SA3 agree the inclusion of the below pCR in the TR

Proposed pCR

6.3.X
Solution #3.X: Security for one-to-many security 
6.3.X.1
General

This solution addresses key issue #3.2 in the current document and is the security part of solution in S2-140083.
6.3.X.2
Overveiw of solution
6.3.X.2.1
Solution description 

For this solution, it is assumed that all the UEs that will participate in one-to-many communications will all be provisioned with the relevant keys that they need while in network coverage. As part of this provisioning, the UEs also need to be provided with the algorithms that will be used with the keys and any other information that is needed to protect the data.

The following steps take place:

1x: Communication Configuration procedure: UEs fetch one-to-many communication parameters from the ProSe Function.

2x: Security configuration procedure: UEs fetch security keys from the ProSe Key Management Function.
Note: After completing step 2, the UE needs to have the Group Identity,  Group Member Identity, PGK and PGK identity associated with the group it wishes to communicate in. It is FFS whether the former two parameter are provided at steps 1 or 2. 
3x. UEs calculate session keys to protect the traffic they will send to the group

4x. UEs send encrypted traffic.
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Figure 6.3.X.2.1-1: One-to-many security flows
6.3.X.2.2
Security Keys

A UE needs to have a PGK (ProSe Group Key) provisioned for each group that they belong to. From this key, a UE that wishes to broadcast some encrypted data must first generate a PTK (ProSe Traffic Key). The parameters used in this generation ensure that PTKs are unique for each UE (see below for more information) and need to be transferred to the receiving UE in the header of the user data packet (see below for more information). 

The UE must then encrypt the data to be sent with the relevant PTK and algorithm etc. at the bearer level (see below for more details). A receiving UE would need to derive the PTK used to decrypt the data by using the information in the bearer header..

6.3.X.2.3
Identities
The PGKs are specific to a particular group and hence have a Group Identity associated with them. In addition each PGK associated with a group has PGK Identity to identify it. This allows several PGKs for a group to be held simultaneously as each can be uniquely identified. This means that the combination of Group Identity and PGK identity uniquely identifies a PGK. The Group Identity is the Layer 2 destination identity of the group.

Each member of a group has a unique Group Members Identity. This is used a part of the PTK derivation to ensure each user generates unique PTKs for protecting the data that they send. The Group Members Identity is the Layer 2 source when the UE sends data.

It is necessary for each group member to be able to ensure keystream freshness or replay protection (if it is decided to have replay protection). This is done by a combination of a PTK identity and a Counter. 

Note: The PTK identity part is not needed to ensure freshness but does provide a way of limiting the amount of material protected directly by a specific key 

Taking all the above into account, a PTK is uniquely identified by the combination of Group Identity, PGK Identity, Group Member Identity and PTK identity. 

The Counter is used under a particular PTK to ensure keystream freshness and integrity protection (if used) in the same way that the PDCP Counter or NAS Counters are used in regular LTE.

Note: The exact size of the above parameters require further study to ensure that the fit with PS needs.

6.3.X.2.4
Key Derivation and Data Protection
From a high level perspective, the functions to calculate PTK, the keystream and a MAC (given that integrity protection is used) for a given Payload are as in the following (with || meaning concatenation):

PTK = F_1(PGK, Group Member Identity of the transmitting UE || PTK Identity) 

Key stream = F_2(PTK, Counter)

MAC = F_3(PTK, Counter|| Payload)

Note: Further work is needed to align these with the currently used 3GPP algorithms if possible

6.3.X.2.5
Packet Format
In terms of signalling between the UEs, e.g. to indicate the correct PTK to use, the  header and payload of the PDCP packet will need to look similar to the below:
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Figure 6.3.X.2.5-1: Proposed PDCP packet format
Note that the Group ID and Group member ID are parameters present in the MAC header.

If integrity protection is to be used then, all of PGK Identity, PTK Identity and Counter are assumed to be increasing and that each UE keeps the largest value of a concatenation of PGK Identity || PTK identity || Counter  from each UE it has received traffic and reject any data packets with a smaller value.
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