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Abstract of the contribution: This contribution proposes a conclusion for the USIM-device binding issue. 
The present contribution provides comments on the Nokia Corporation, NSN contribution S3-140191.
The present comments by Nokia and NSN point out that the complexity of the second and third modules of the network-based solution proposed below seems to miss the point, for which the SA1 requirement on USIM-binding was introduced in the first place. 
We therefore point out where the complexity of this solution comes from and how it may become a burden for the operator to manage.
We also point out possibilities that allow circumvention of the proposed security measure.
We therefore propose to limit the network-based solution to the first module (simple check of IMEI-IMSI binding at the HSS).

Discussion 
When reflecting on the discussions for the problem of restricting a USIM to a device/ME over the last meetings, it is believed that the following approach would give a good balance:
· a combination of two solutions – one UE-based, and one network-based to be defined, and 
· both solutions need to be optional to implement, as they will not be needed for all terminals/subscriptions and deployments.
It seems that the main issues that have been preventing the discussion reaching a conclusion are the following:
· Perceived complexity of this feature regarding the expected level of security
· The desire to select a right combination of  solutions to address as much as possible MTC deployment scenarios
For the UE-based solution, we propose that the USAT application pairing is selected for standardization.
For the network based solution, the rationale for a recommendation is as follows: 
· If the Operator chooses to rely on a simple check of IMEI-IMSI binding at the HSS, without cryptographic verification of the IMEI reported by the UE, the Operator can use existing functionality in MMEs or the ADD feature in SGSNs and MSCs.
· If the Operator wants to verify that the IMEI reported by the UE is authentic, the Operator can enhance the simple check at the HSS by adding the KME provisioned at the ME and HSS, and issuing post-processed Authentication Vectors to the devices that require the binding. This solution offers cryptographic protection against ME’s reporting false IMEI.
· If the Operator wants to dynamically manage provisioning of the KME at the UE and HSS, the dynamic provisioning procedure can be added.
Hence we reiterate that there is really one network-based solution that consists of three optional building blocks which can be deployed in phases. Optional phases of this network-based solution can be deployed gradually, at Operator’s discretion, based on the Operator’s market and security requirements. 
Proposal 
Specifically, we propose that SA3 accept the following solutions as optional to implement:
· USAT application pairing solution defined in clause 5.4.4.1.2, and 
· the network-based solution defined in a combination of clauses 5.4.4.2.1, 5.4.4.2.3.2 and 5.4.4.2.3.3.1 for specification in Rel-12. 

Comments by Nokia and NSN:

1) The SA3 work on USIM-binding derives from the following SA1 re	quirement: 
“The network operator shall be able to restrict the use of a USIM to specific MEs/MTC Devices.” (cf. TS 22.368)
We believe it is useful to recall the context of this SA1 requirement. The context is explained in Annex A of TS 22.368. It is the ‘Access Control with billing plan Use Case’. It reads there: 
“In some configurations, it may be necessary to restrict the access of a UICC that is dedicated to be used only with machine type modules associated with a specific billing plan.”
The idea behind this specific billing plan is that MTC subscribers are offered cheaper rates in return for limitation of features, bulk subscriptions and other restrictions that make the handling for the operator cheaper. Then it obviously has to be prevented that a USIM associated with these cheaper rates can be used like a regular subscription allowing access to the full set of features.
But this idea does not harmonise well with security mechanisms that make the MTC devices and the network supporting them expensive. On the contrary, the MTC devices and network need to be low-cost. We therefore believe that the more complex network-based options miss the whole point of the USIM-binding feature (although they hold some attraction for engineers).  
ALU Comment: The previous two paragraphs make a lot of assumptions about the operating cost, deployment cost, expected cost, applied rates to specific services, billing plans, and service limitations associated with these applied billing plans. All these discussions are strictly prohibited in a standards-setting organization. 
In fact, neither of quoted requirements states that machine type communications should be less expensive, used in cheaper devices, or make operators serving practices less expensive. What it says, for sure, is that MTC-type service should be distinguished and sufficiently verified to apply specific restrictions.
The point NSN is missing is obvious: Without secure assurance of what is reported by the device, the Operator can not apply this reporting for a restriction decisions or e.g. to apply any plans, or otherwise be at fault for not providing specific service.
We show in the following where the complexity of the network-based options comes from.
2) Need for secure environment  in ME: MTC devices need to contain a secure environment to store the new key KME in a tamper-resistant way. If the KME can be read out, it can be used in other terminals, and the security of the new feature breaks down. But secure environments do not exist in mass-market terminals today, and their introduction for the purpose of USIM-binding may be costly. 
ALU comment: This is a misrepresentation based on outdated view at current capabilities of mobile platforms. In fact, practically all modern phone platforms already have secure execution environment, albeit relatively small. But storage of 128-bit KME and execution of one round of AES does not require much of an environment. 
By the way, many simple MTC devices will have to store operation-sensitive configuration parameters, and they use the secure storage for this. 
3) Need for secure channel: Even with a secure environment holding the KME in an enhanced MTC device, the proposed solution is not a hundred percent foolproof as the enhanced MTC device can be used as a blackbox decryption device: an attacker in legitimate possession of the MTC device can feed the authentication challenge with the encrypted RAND into the MTC device over the radio interface and obtain the decrypted RAND over the UICC interface. Preventing this type of attack would require a secure channel between UICC and secure environment, which is an even more complex solution. 
ALU Comment:
Let’s clarify the attack. The attacker has two devices and one UICC. One device (A) contains properly stored KME in secure memory and black box execution environment with AES. Another device (B) is not allowed to use this UICC, and does not have the proper KME. The attacker accesses the network from the Device_B but reports IMEI_A of the authorized Device_A. The Challenge with encrypted RAND comes to the device _B which forwards it to the Device_A. The Device_A black box decryptes the RAND and returns it to the Device_B. Device_B forwards decrypted RAND to the USIM and gets proper RES. 
This theoretical random oracle attack will not work in practice for a simple reason: In order to deliver the encrypted RAND to the black box in Device_A, the attacker needs to establish the access to network services from the Device_A in the first place. But if Device_A uses the UICC that requires binding, the HSS will issue for it the AV with encrypted RAND, and its initial authentication will fail. No radio connection will be established, and access to the black box from the radio interface will be prevented.
Alternative would be to associate the unauthorized Device_A with a USIM which does not require binding, establish a connection, and then feed it with the encrypted RAND from the AV received by the Device_B. It is still unclear how this input action into the secure execution environment would be accomplished apart from significantly modifying the operating system of the device.
It is not a matter of reading the output from the black box. It is a matter of accessing the Input of the black box in practical way. An contrary to NSN assumptions this is not too easy.
4) HSS and AuC impact: There will be significant impact on the HSS. Although, due to the failure of the UDC activity, the function split inside the HSS is not visible in the specs it can be concluded from the proposed mechanisms that the Authentication Centre part of the HSS will be affected. The task of the AuC currently is computing the authentication vectors. The AuC is generally realised in a trusted HW module inside the HSS whose modification is costly. 
ALU comment: The AuC will still compute the normal authentication vector with the AMF value supplied by the HSS. The AMF value may occasionally change, but normally it will be semi-static. Once the AV is received by the HSS front end, the post processing will be applied to it encryptting the RAND. Without getting into the HSS internal architecture, this would be functionally not different, and computationally much-much simpler, than applying e.g. the EAP post processing at the 3GPP AAA.
5) Increase of storage: There is likely to be a large increase in the number of keys to be stored in the HSS because now not only subscriptions, but MTC terminals will have keys (the KME keys and optionally public keys), and their number may become large. Providing authentication data into the HSS is an elaborate process between USIM provider and operator, and storing the new keys in the HSS and distributing them to the MEs may be quite a burden on operators. 
ALU comment: Unfortunately, no additional functionality comes for free. Expecting specific binding restrictions, the Operators would need to know what is bound to what, and unlike today, they will need to keep more than one identifier in the record. Obviously, additional storage comes with the cost. Storing the KME would require additional 16 Bytes of storage per device record. (As an example, at today’s prices one additional TerraByte of storage cost $40. Whether it is a lot or a little – let’s not decide at 3GPP)
6) Impact on the Attach procedure through dynamic KME provision: While the second module (pre-established KME) for the network-based solution impacts – as far as we can see – only the ME and the HSS, the third module (dynamic KME provision) has a huge impact on the Attach procedure and requires all MMEs/SGSNs/MSCs involved to be upgraded, as well as the introduction of new messages before the feature can become effective. Consequently, not only CT1 and CT4 would be affected (as claimed in the companion pCR S3-140120), but also SA2 with their 23.401 and 23.060. 
ALU Comment: Just to note that KME provisioning is a once-in-a-blue-moon process. In case the KME is provisioned at the factory, this process is not used at all. Otherwise, it would be used for a first initial access when binding is established, and from then on – likely only when the device owner changes. Therefore the procedure can be executed is within the coverage of supporting network.
7) Provision of asymmetric keys to terminals: The third module (dynamic KME provision) would also require the presence of a private key in the ME corresponding to a public key in the HSS. So far, SA3 has considered the provision of private keys to terminals a killing point for a solution, and we do not recall another 3GPP spec which calls for mass deployment of private keys to terminals. It is likely that the distribution of a private key to an ME is at least as complex for an operator as the distribution of the symmetric key KME. This questions the value of dynamic KME provision from an operator point of view. 
ALU Comment: The fact that SA3 has considered the provision or use of the public keys in the terminals a “killing point” of the solution is really nothing to be proud of. Most of today’s platforms can execute asymmetric cryptographic functions, and capability of platforms grows constantly towards cheaper and more powerful processors. 
Distribution of the Private Key to the terminal is a wrong statement based on misunderstanding. The Private key is not “distributed”. It is simply generated at the factory, together with the associated Public key. The Public key is exported from the generating process and is stored in an accessible database, while the Private key remains in the terminal, not shared with anyone, and never leaves the terminal. Simply it does not need to be recorded or distributed. 
8) Circumvention possibilities: We found two: 
a) Relating to EPS: The current version of TR 33.868 states in clause 5.4.4.2.3.4: 
“For normal operation of the binding feature the HSS has to clearly know whether or not the KME is established in the device associated with authenticated subscription. If this knowledge is uncertain, e.g. ... the HSS needs to obtain the device’ IMEI before selecting the KME, the HSS has to assume that KME is unknown. In such case the binding verification has to be omitted for the initial network entry,..”
When a UE attaches to EPS only the IMSI is known to the HSS at the time the authentication vectors are generated. The IMEI is allowed to be sent only after NAS security has been established (in contrast to 3G). But, in general, an MTC subscription, represented by an IMSI, will have to allow for a USIM to be used with more than just one terminal, i.e. with more than one IMEI, e.g. with all IMEIs from a group of terminals under control of the same MTC subscribers; otherwise the operations of the MTC subscriber would be severely restricted. If this is the case then the HSS will have to allow initial Attach without the binding feature. This could only be mitigated by enforcing a re-authentication immediately after the initial Attach. However, a re-authentication can only be initiated by the MME, not the HSS. But, in the second module of the network-based procedure, the USIM-binding feature is transparent to the MME. So, this does not work. And even if it did work it would add complexity. So, in order to prevent circumvention, a one-to-one relationship of IMSI and IMEI is required, or one KME would have to be associated with more than one IMEI and hence be present in more than one terminal (usually not a good design). 
ALU comment: To clarify, for the very first initial attachment, when HSS does not have any information about established bindings, the HSS truly assumes that binding is not yet established and IMEI / KME are anknown. So the initial attachment would be based on IMSI authentication without binding, i.e. with the un-processed AV. After the Attach completes, the IMEI will be delivered to the HSS. The HSS will recover associated KME and record the binding that will be expected from then on.  At this point the HSS will force the session termination. The device will generate the initial Attach again, for which the HSS will generate the post-processed AV using the current binding information.
As a consequence, the Re-authentication is not required.
Also, the notion of “sharing” the KME for multiple devices is incorrect. There is only and exclusively one KME per device and one device per KME.
b)  Relating to 3G: The companion pCR to TS 33.187 (S3-140128) states in clause 8.x.2.1:
“If the SGSN or MSC does not support the Automatic Device Detection mechanism which , as specified in TS 23.060 [x] and TS 23.012 [z], e.g., in a visited network, then it is a home operator choice whether to accept or reject the UE.”
A first remark is that an SGSN or MSC not supporting ADD may also reside in the home network as not all serving nodes may be upgraded to ADD. Suppose now that the home operator decides to accept the UE in case the serving node (in the home or visited network) does not support ADD. Then an attacker only needs to find a serving node not supporting ADD for circumventing the USIM-binding measure; and it would be easy for the attacker to find out about ADD support by simply trying and looking at the received authentication vectors. This is true for all variants of the network-based solution for USIM-binding, but the point is that even the more complex forms of binding do not prevent this circumvention. 
It seems that the only way to stop this circumvention attack is allowing the concerned MTC devices to only access the network via ADD-enabled serving nodes; but then the MTC devices could just as well be configured such that they only allow the enhanced authentication with the encrypted RAND.
ALU comment: This would be true if HSS was prepopulated with all necessary binding information in advance, and there will be a one USIM for one IMEI binding. No change of USIM or Device would ever be allowed. The HSS would know in advance that the AV issued for this device/IMSI must be post-processed, i.e. contain an encrypted RAND. This variation is obviously allowed by the proposal, and in many cases of operational environments it would be quite sufficient, restricting one UICC to one Device.
9) Value of indication in AMF field: The observation at the end of 8b) also puts into question the value of the indication, by means of a bit in the AMF field or otherwise, indicating whether the RAND in an authentication vector is encrypted or not.  
ALU coment: this bit is to accommodate other, not so simple, cases of operation when Operator does not know in advance which of approved devices is used by the UICC at the time.
