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1
Opening of the Meeting

The Chairman opened the meeting at 0900 Monday the 11th November 2013. Adrian Escott gave a few words on behalf of the host and welcomed the delegates to San Francisco.

2
Approval of Agenda and Meeting Objectives

The agenda was approved without comments.

S3-130900
Agenda





Source: WG Chairman

Discussion: 

The Chairman presented the agenda and his proposed schedule for the meeting. A few comments recommended efficient meeting procedures, avoiding representing proposals earlier presented. Evening session proposed, to be decided during the meeting.

Decision: 

The document was approved.



3
IPR Reminder

The Chairman presented the 3GPP IPR policy:
The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

· to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

· to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms

4
Meeting Reports

The report from previous meeting was approved without comments.

4.1
Approval of the Report from SA3 #72

S3-130903
Report from last SA3 meeting





Source: ETSI Secretariat

Discussion: 

Not presented. No comments.

Decision: 

The document was approved.



4.2
Report from SA #61

S3-130901
Report from last SA meeting





Source: WG Chairman

Discussion: 

Presented by the Chairman. For information. No comments.

Decision: 

The document was noted.



4.3
Report from SA3-LI 

Alex Leadbeater informed from SA3-LI.

Last SA3-LI meeting Burlington 22nd - 24th Oct. Important topic discussed included; Separated delivery of messaging (SMS and MMS), IMS IMEI, WebRTC/Joyn/VoLTE, and Packet header reporting.

CR approval deadline passed 8th Nov with no comments received.

SA3-LI intend to follow the stage 3 deadlines for 33.106,107,108 R12.

Next meeting 4th - 6th Feb ETSI.

5
Items for early consideration

S3-130950
LS to SA3 on security aspects of CMPv2 protocol used for certificate enrolment procedures in MvPnP





Source: S5-131458

Discussion: 

SA5 would like to get guidance on whether SA3 believes providing the possibility to protect the CA/RA server behind a SeGw would be worthwhile for less trusted networks.

Decision: 

The document was noted.



S3-131004
Deployment option for CA/RA





Source: Ericsson

Discussion: 

Document concludes that it  does seem worthwhile to allow the deployment option of using a SEG in front of the CA/RA when enrolling certificates to entities connected to an untrusted network such as the internet.

Decision: 

The document was noted.



S3-131005
Draft LS reply security aspects of CMPv2 protocol used for certificate enrolment procedures in MvPnP





Source: Ericsson

Discussion: 

Attack scenario where someone gets access to eNB with valid IPSec certificate to be clarified.

Decision: 

The document was revised to S3-131116.



S3-131116
Draft LS reply security aspects of CMPv2 protocol used for certificate enrolment procedures in MvPnP





Source: Ericsson

(Replaces S3-131005)

Decision: 

The document was approved.



S3-130952
LS to SA3 on necessary information for certificate enrolment procedures in MvPnP





Source: S5-131789

Discussion: 

SA5 would like to get guidance on whether SA3 believes it’s sufficient for eNB to know the IP address or the FQDN of the CA/RA in order to be able to perform the certificate enrolment. If any other additional information about CA/RA is needed at the eNB for certificate enrolment, SA5 kindly ask SA3 to list it

Decision: 

The document was replied-to.



S3-131071
Draft reply to SA5 on 'necessary information for certificate enrolment procedures in MvPnP'





Source: Nokia Corporation, NSN, Huawei, Hisilicon


Discussion: 

Presented by Guenter Horn, NSN.

A few clarifications were required.

Decision: 

The document was revised to S3-131118.



S3-131118
Draft reply to SA5 on 'necessary information for certificate enrolment procedures in MvPnP'





Source: Nokia Corporation, NSN, Huawei, Hisilicon


(Replaces S3-131071)

Discussion: 

SA3 would like to reply as follows: 

The following parameters are mandatory to provide to the eNB for performing an automated certificate enrolment:

1.
IP address or FQDN of the CA/RA

2.
Port number of the CA/RA 

3.
Path to the CA/RA directory

4.
Subject name of the CA/RA

The following parameter is optional to provide to the eNB:

5. An indication of the protocol (HTTP or HTTPS).

Approved with modification.

Decision: 

The document was approved.



S3-130940
LS on new work item on 'IMS support for RTP / RTCP transport multiplexing





Source: C4-131546

Discussion: 

CT4 has started work on the introduction of support for RTP / RTCP transport multiplexing, (i.e. using a single IP transport port for RTP and RTCP traffic). Usage of RTP / RTCP transport multiplexing allows to enhance NAT traversal (NAT-T) support. The number of underlying IP transport connections for RTP needed to traverse NAT/FW devices is reduced

Decision: 

The document was replied to.



S3-131133
Reply to: LS on new work item on 'IMS support for RTP / RTCP transport multiplexing





Source: Unknown

Discussion: 

Not available

Decision: 

The document was withdrawn.



S3-130948
Reply LS to CT WG4 LS on new work item on 'IMS support for RTP / RTCP transport multiplexing





Source: S2-133825

Discussion: 

3GPP SA WG2 would like to thank CT WG4 for the LS.  SA WG2 takes note of the start of the new work item and requests CT WG4 to keep SA WG2 informed on the progress of work in this area to ensure any stage 2 impacts are captured by SA WG2 appropriately.

Decision: 

The document was noted.



S3-131114
Reply LS on new work item on IMS support for RTP / RTCP transport multiplexing





Source: S4-131309

Discussion: 

Presented by Oscar/Ericsson.

For information only. No impact expected.

Decision: 

The document was noted.



S3-130943
LS on security aspects of protocol architectures for small cell enhancements





Source: R2-133018

Discussion: 

RAN2 is currently investigating the potential higher layer enhancements for small cell deployment scenarios according to Study Item description in RP-122033. This activity involves the Radio Access work area of the studies and has impacts both on the Mobile Equipment and Access Network of the 3GPP systems.

One area of study is the provision of dual connectivity to the UE. In dual connectivity, the UE consumes radio resources provided by at least two different network points (Master and Secondary eNBs) connected via a non-ideal backhaul. The Master eNB (MeNB) is the eNB which hosts the RRC layer, terminates S1-MME and therefore acts as mobility anchor towards the CN. The Secondary eNB (SeNB) is an eNB providing additional radio resources for the UE. The eNB configured as SeNB for a given UE could also be operated as a normal cell for standalone UEs.

RAN2 is currently working with the baseline assumption for C-plane architecture that there is no termination for the RRC protocol in the SeNB towards the UE with dual connectivity.

With regards to U-plane architecture, a number of protocol architecture options are under discussion for small cell higher layer enhancements and are captured in TR 36.842. They mainly differ in how S1-U terminates: at MeNB always (Option 2 and 3) or at SeNB for offloaded bearers (Option 1).

Decision: 

The document was noted.



S3-130944
Reply LS on security aspects of protocol architectures for small cell enhancements





Source: R2-133650

Decision: 

The document was noted.



S3-130945
Reply LS on security aspects of protocol architectures for small cell enhancements





Source: R3-131919

Decision: 

The document was noted.



S3-130956
Proposed Reply LS on security aspects of protocol architectures for small cell enhancements





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

SA3 response to the LSs (R2-133018, R2-133650) on requesting input on security aspects of protocol architecture alternatives 1A and 3C for small cell enhancements.

Discussion: 

Dealt with during offline drafting session.

Issue A: Both architectural alternatives 1A and 3C are technically feasible. Architecture 1A requires slight enhancement to the current security framework in terms of key management in the UE.

Option 3C imposes additional requirement on security of the Xn interface. This may add an IPSec processing and transport delays. Option 1A doesn’t have this latency issue on the Xn interface.

Based on the above, alternative 1A and 3C are technically feasible with different security impacts.

Issue B: In option 1A, user traffic doesn’t traverse Xn interface hence doesn’t add any transport and processing delay.  

In option 3C, when Xn interface is protected using the IPSec as specified in TS 33.210, additional transport and processing delays can be expected

Decision: 

The document was noted.



S3-131121
Merger contribution of S3-130965 and S3-131106, GCSE_LTE security architecture





TS 33.401 v..





Source: Huawei, HiSilicon, NSN

(Replaces S3-130965, S3-131106)

Discussion: 

Merger of 0965 and 1106.

Agreed for inclusion into draft TR.

Decision: 

The document was approved.



S3-130957
Discussion on security aspects of protocol architectures for small cell enhancements





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

RAN2 sent an LS (R2-133018) followed up with another LS (R2-133650) to SA3 informing SA3 about selection of architectures (architecture 1A and 3C) for small cell enhancements. This paper discusses potential security impact of these architectural enhancement
Discussion: 

Not presented. Dealt with during offline drafting session.

Decision: 

The document was noted.



S3-131017
Small cell enhancements security aspects





Source: NEC Corporation

Discussion: 

Not presented. Dealt with during offline drafting session.

Decision: 

The document was noted.



S3-131001
Draft reply LS on security aspects of protocol architectures for small cell enhancements





Source: NEC Corporation

Discussion: 

Not presented. Dealt with during offline drafting session.

Decision: 

The document was noted.



S3-130971
draft Response LS on security aspects of protocol architectures for small cell enhancements





Source: Huawei, HiSilicon

Discussion: 

Not presented. Dealt with during offline drafting session.

Decision: 

The document was noted.



S3-130989
Discussion on Security Aspects of SCE UP Architecture





Source: Samsung

Discussion: 

Not presented. Dealt with during offline drafting session.

Decision: 

The document was noted.



S3-130990
Discussion on Reply LS on Security Aspects of Protocol Architectures for SCE





Source: Samsung

Discussion: 

Not presented. Dealt with during offline drafting session.

Decision: 

The document was noted.



S3-131006
Security analysis of small cell split PDCP architectures





Source: Ericsson

Discussion: 

Not presented. Dealt with during offline drafting session.

Decision: 

The document was noted.



S3-131007
Draft LS reply on small cell split PDCP architectures





Source: Ericsson

Discussion: 

Not presented. Dealt with during offline drafting session.

Decision: 

The document was noted.



S3-131117
Reply LS on security aspects of protocol architectures for small cell enhancements





Source: SA3

Discussion: 

Reply to S3-130943.

Substantial debate on a draft version regarding phrasing along lines of "alternative 3C prohibits local break out..." and talk about no show stoppers. Multiple draft updates during the meeting.

Decision: 

The document was approved.



6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

S3-131000
Small cell enhancements security aspects





Source: NEC Corporation

Decision: 

The document was withdrawn.



S3-131169
Reply LS on FQDN formats used in MvPnC procedures





Source: C4

Discussion: 

Erroneously address to S3

Decision: 

The document was noted.



S3-131170
LS on FQDNs to support Multi-vendor Plug and Play (MvPnP) feature





Source: CT4

Discussion: 

Erroneously address to S3

Decision: 

The document was noted.



6.2
IETF

Chairman reported on the work in IETF. Tracking issues are ongoing, link to be provided. Discussion on contentious VO codec.

6.3
ETSI SAGE

6.4
GSMA

It was noted there was incoming LS.

6.5
3GPP2

The document S.S0152 (Security Framework for Binding of Access Subscription with Devices), available @ http://www.3gpp2.org/Public_html/Misc/SP0152v0.3-V&V-version-clean.pdff, that specifies a network based enforcement solution based on MEID authentication is currently undergoing V&V (verification & validation) process. The document is expected to be published at the 3GPP2 December 2013 meeting.   The necessary stage 3 enhancements for 1x air interface and network enhancements has also been base lined.

6.6
OMA

6.7
TCG

S3-130936
TCG progress report in the areas of TMS and MPWG





n/a v..





Source: Interdigital

Abstract: 

This contribution provides a brief summary of the progress in TCG Trusted Mobility Solutions (TMC) and Mobile Platform (MPWG) working groups.

Discussion: 

Approved for inclusion in meeting report

Decision: 

The document was approved.



6.8
oneM2M

6.9
Other Groups

7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

7.1.1
Media Plane Security

7.1.1.1
Study on Extended IMS media plane security features

7.1.1.2
Extended IMS media plane security features

S3-130938
LS on SIP/SDP Usage for TCP/TLS session establishment





Source: C4-131508

Discussion: 

Presented by Richard.

CT4 is currently specifying media security for MSRP and BFCP that use TCP transport. In preparation of the normative work, CT4 works on TR 29.828 (Study on Extended IMS media plane security features and TCP-related NAT traversal support; IMS H.248 profiles aspects).

CT4 identified that TLS endpoints require knowledge whether to act as TLS client or server and sees a need to clarify some related aspects.

Decision: 

The document was noted.



S3-130935
LS on TLS protocol profile for eMediasec





Source: C4-131868

Discussion: 

CT4 is progressing its study on the IMS H.248 profiles requirements and procedures to support the stage 2 requirements specified in 3GPP TS 33.328 for Extended IMS media plane security features. 

As part of this work, it has come to the attention of CT4 that while TS 33.328 specifies a TLS profile for the Mikey-Ticket case in Annex H, it does not contain a detailed description of the TLS profile for extended IMS media plane security in general (TLS versions, cipher suites, keys, compression methods, certificates, supported TLS procedures and extensions...).

CT4 kindly asks SA3 to consider updating their specification(s) with the description of the TLS profile applicable for extended IMS media plane security.

Decision: 

The document was noted.



S3-130928
Updated reference for secure fax





33.328
  CR-0056  (-) v..





Source: Ericsson

Discussion: 

Revised before presentation.

Decision: 

The document was revised to S3-131099.



S3-130951
Addition of TLS profile for eMediaSec





33.328
  CR-0057  (Rel-12) v..





Source: Alcatel-Lucent

Abstract: 

Missing TLS profile details in 33.328.  1) In 33.328 Sec 4.1.2.3 and 5.5.4 References to general TLS profile in 33.310 are added.  2) Annex H is expanded for TLS eMediaSec specific considerations

Discussion: 

Revised before presentation.

Decision: 

The document was revised to S3-131102.



S3-131099
Updated reference for secure fax





33.328
  CR-0056  rev 1 (Rel-12) v12.4.0





Source: Ericsson

(Replaces S3-130928)

Discussion: 

No comments.

Decision: 

The document was agreed.



S3-131102
Addition of TLS profile for eMediaSec





 33.328
  CR-0057  rev 1 (Rel-12) v..





Source: Alcatel-Lucent

(Replaces S3-130951)

Abstract: 

Updated CR S3-130951

Discussion: 

Revised before presentation.

Decision: 

The document was revised to S3-131127.



S3-131127
Addition of TLS profile for eMediaSec





33.328
  CR-0057  rev 2 (Rel-12) v12.4.0





Source: Alcatel-Lucent

(Replaces S3-131102)

Discussion: 

No comments. Auto agreed
Decision: 

The document was agreed.



7.1.2
  Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

S3-130979
Discussion: Work plan and prioritization for the WebRTC security work





Source: Ericsson

Discussion: 

Presented by Ericsson. Comment that of the three scenarios, one is scheduled for Rel-13 and two for Rel-12.

Decision: 

The document was noted.



S3-130980
Update of WebRTC WID





Source: Ericsson

Discussion: 

Comment that Rel-12 is an unrealistic release target for this WID.

Decision: 

The document was approved.



S3-130981
(Draft) LS on WebRTC Security Responsibility





Source: Ericsson

Discussion: 

According to the WebRTC IMS Client access to IMS WID (SP-130459), SA3 has the responsibility to drive the security aspects including:

•
WebRTC client authentication mechanisms

•
Control plane security aspects

•
Enhancements to IMS media plane security

For this reason SA3 has updated the WebRTC IMS Client access to IMS WID to include a new SA3 TR. The work will follow the architectural decisions made by SA2. As SA2 has already done some security related work, SA3 has incorporated the SA2 work into the SA3 TR.

Attachments:
S3-xxxx (Updated WebRTC WID)

S3-13xxxx (TR 33.abc)

Decision: 

The document was revised to S3-131193.



S3-131193
(Draft) LS on WebRTC Security Responsibility





Source: Ericsson

(Replaces S3-130981)

Discussion: 

According to the WebRTC IMS Client access to IMS WID (SP-130459), SA3 has the responsibility to drive the security aspects including:

•
WebRTC client authentication mechanisms

•
Control plane security aspects

•
Enhancements to IMS media plane security

For this reason SA3 has updated the WebRTC IMS Client access to IMS WID to include a new SA3 TR. The work will follow the architectural decisions made by SA2. As SA2 has already done some security related work, SA3 has incorporated the SA2 work into the SA3 TR.

Attachments:
S3-xxxx (Updated WebRTC WID)

S3-13xxxx (TR 33.abc)

Decision: 

The document was approved.



S3-130982
WebRTC TR 33.abc skeleton





Source: Ericsson

Discussion: 

Only outstanding issue is a comment that it was premature to include 6.1.3 in the skeleton. Alcatel-Lucent, China Mobile  prefers it to stay there. Telecom Italia suggest to make progress on technical contributions and decide the faith of 6.1.3 afterwards.

Decision: 

The document was revised to S3-131192.



S3-131192
WebRTC TR 33.abc skeleton





Source: Ericsson

(Replaces S3-130982)

Discussion: 

Updated skeleton. Approved as basis for further work.

Decision: 

The document was approved.



S3-131026
pCR 33.abc Overview





Source: Ericsson

Discussion: 


Comment that server function is missing from figure 2. Need to be aligned with outcome of SA2.

IETF references to be added to clarify bullets in 4.1.3.

Decision: 

The document was revised to S3-131122.



S3-131122
pCR 33.abc Overview





Source: Ericsson

(Replaces S3-131026)

Discussion: 

Presented as draft. Editorial comments.

Decision: 

The document was approved.



S3-131013
pCR to TR 33.abc: [Study on Security for WebRTC IMS Client access to IMS]





TR 33.abc: [Study on Security for WebRTC IMS Client access to IMS] v..





Source: Alcatel-Lucent

Abstract: 

This pCR proposes the addition of solution text for the three types of authentication in clause 6.1.

Discussion: 

Presented by 
Richard.
This pCR proposes the addition of solution text for the three types of authentication in clause 6.1.



To include 1027 and 1028 and notes reflecting the discussion.

Decision: 

The document was revised to S3-131123.



S3-131123
pCR to TR 33.abc: [Study on Security for WebRTC IMS Client access to IMS]





TR 33.abc: [Study on Security for WebRTC IMS Client access to IMS] v..





Source: Alcatel-Lucent

(Replaces S3-131013)

Discussion: 

Presented as draft. Discussion on editors note on SIP Digest. Approved with modifications.

Decision: 

The document was approved.



S3-131027
pCR 33.abc Authentication of WebRTC client re-using existing IMS authentication mechanisms





Source: Ericsson

Discussion: 

Presented by Oscar.

Decision: 

The document was revised to S3-131123.



S3-131028
pCR 33.abc Authentication of WebRTC client using web credentials





Source: Ericsson

Discussion: 

Presented by Oscar.

Decision: 

The document was revised to S3-131123.



S3-131029
pCR 33.abc Use of DTLS-SRTP for SRTP key management





Source: Ericsson

Discussion: 

Presented by Oscar.

Richard: flow figure need to be updated.

Rel-12 vs. Rel-13 doubts. So far go for Rel-12.

Discussion on exception sheet (align with SA2)

Decision: 

The document was revised to S3-131124.



S3-131124
pCR 33.abc Use of DTLS-SRTP for SRTP key management





Source: Ericsson

(Replaces S3-131029)

Abstract: 

Adds text to clause 6.2 Enhancements to IMS media plane security describing the use of DTLS-SRTP for SRTP key management

Decision: 

The document was approved.



S3-131125
Draft TR WebRTC security





Source: Rapporteur

Discussion: 

Study on Security for WebRTC IMS Client access to IMS.

Approved as basis for further work.

Decision: 

The document was approved.



S3-131126
Exception sheet for TR WebRTC security





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



7.1.3
Other Common IMS Issues

7.2
Network Domain Security

7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

S3-130921
CR to TR 33.823 Update of W3C references





33.823
  CR-0004  (Rel-12) v12.1.0





Source: Nokia Corporation, NSN

Abstract: 

Work in W3C has progressed and therefore the references in this TR have to be updated.

Discussion: 

No comments.

Decision: 

The document was agreed.



7.5.2 
GBA extensions for re-use of SIP Digest credentials

7.5.3
 Other GAA Issues

S3-130919
CR to TR 33.980 Correction of reference





33.980
  CR-0023  (-) v..





Source: Nokia Corporation, NSN

Abstract: 

For ID-WSF the version number is missing.

Discussion: 

Revised before presentation.

Decision: 

The document was revised to s3-131171.



S3-131171
CR to TR 33.980 Correction of reference





33.980
  CR-0023  rev 1 (Rel-11) v11.0.0





Source: Nokia Corporation, NSN

(Replaces S3-130919)

Decision: 

The document was agreed.



S3-130920
CR to TS 33.221 Correction of Reference





33.221
  CR-0012  (-) v..





Source: Nokia Corporation, NSN

Abstract: 

For PKCS#10 reference RFC number is missing.

Decision: 

The document was revised to S3-131172.



S3-131172
CR to TS 33.221 Correction of Reference





33.221
  CR-0012  rev 1 (Rel-11) v11.0.1





Source: Nokia Corporation, NSN

(Replaces S3-130920)

Abstract: 

For PKCS#10 reference RFC number is missing.

Decision: 

The document was agreed.



S3-131059
Clarification of NAF key negotiation on Ua





33.222
  CR-0050  (-) v..





Source: Ericsson, Nokia Corporation, Nokia Solutions and Networks

Abstract: 

A CR to CT1 TS 24.109  (C1-133912 and its mirrors) at CT#84bis identified that the negotiation of NAF keys over Ua in case of GBA_U is underspecified for "Shared key-based UE authentication with certificate-based NAF authentication". The CT1 CRs were postponed as guidance from SA3 was needed, but the SA3 TS 33.222 was referring back to CT4 TS saying that " The exact definition of header fields and key selection logic in case of GBA_U (i.e., whether Ks_ext_NAF or Ks_int_NAF shall be used) in the NAF is part of TS 29.109 [19] and TS 24.109 [18]". However, this mechanism should be specified in SA3 TS.

In addition, the term "GBA mode" was not clearly specified, and SA3 TS is not unambiguous whether the UE can indicate support for GBA Digest at the same time with AKA-based "GBA modes".

Discussion: 

Revised for minor editorials.

Decision: 

The document was revised to S3-131173.



S3-131173
Clarification of NAF key negotiation on Ua





33.222
  CR-0050  rev 1 (Rel-11) v11.2.2





Source: Ericsson, Nokia Corporation, Nokia Solutions and Networks

(Replaces S3-131059)

Abstract: 

A CR to CT1 TS 24.109  (C1-133912 and its mirrors) at CT#84bis identified that the negotiation of NAF keys over Ua in case of GBA_U is underspecified for "Shared key-based UE authentication with certificate-based NAF authentication". The CT1 CRs were postponed as guidance from SA3 was needed, but the SA3 TS 33.222 was referring back to CT4 TS saying that " The exact definition of header fields and key selection logic in case of GBA_U (i.e., whether Ks_ext_NAF or Ks_int_NAF shall be used) in the NAF is part of TS 29.109 [19] and TS 24.109 [18]". However, this mechanism should be specified in SA3 TS.

In addition, the term "GBA mode" was not clearly specified, and SA3 TS is not unambiguous whether the UE can indicate support for GBA Digest at the same time with AKA-based "GBA modes".

Discussion: 

No comments.

Decision: 

The document was agreed.



S3-131060
Clarification of NAF key negotiation on Ua





33.222
  CR-0051  (-) v..





Source: Ericsson, Nokia Corporation, Nokia Solutions and Networks

Discussion: 

Mirror to S3-131059. Revised for minor editorials.

Decision: 

The document was revised to S3-131174.



S3-131174
Clarification of NAF key negotiation on Ua





33.222
  CR-0051  rev 1 (Rel-12) v12.2.0





Source: Ericsson, Nokia Corporation, Nokia Solutions and Networks

(Replaces S3-131060)

Discussion: 

Mirror to S3-131059.

Decision: 

The document was agreed.



S3-131061
Checking that GBA types over Ua and Zn match





33.220
  CR-0178  (Rel-12) v12.1.0





Source: Ericsson

Abstract: 

The Ua application protocol may have a negotiation of the used GBA keys, especially referring to used GBA bootstrapping type. The NAF should check the negotiation over Ua matches the NAF key received over Zn. Otherwise a malicious UE could be able to downgrade the security of Ua application protocol.

Decision: 

The document was agreed.



S3-131064
Deletion of Ks in ME in GBA_ME





33.223
  CR-0023  (-) v..





Source: Ericsson

Abstract: 

GBAPush is using the Disposable-Ks model described in Annex A in TS 33.223:

‘GBA-Push utilizes the Disposable-Ks model in which a Ks is only used once to derive a single set of NAF-keys. This means that after a NAF-key derivation, the used Ks is erased or its further usage is blocked.’

In section 5.1.3 ‘BSF processing of NAF GPI request’, its explicitly stated that the BSF shall delete the Ks in step 8 after it has derived the NAF key and sent the response to the NAF,  but there is no corresponding requirement in GBA_ME on the ME in section 5.1.4 ‘UE processing of GPI’.

In GPI there is a NAF-key lifetime delivered to the UE but there is no Ks lifetime. This could imply that for GBA_ME, the ME stores the Ks until it powers off. If the network has pushed down several GPI’s to the UE while attached, then the ME has to store Ks’s keys (from GBAPush) which it is not allowed to re-use any longer if NAF keys have been derived from respectively Ks. Therefore in step 10 in section 5.1.4, it should be clarified for GBA_ME that the ME shall delete the Ks after it has derived and delivered the NAF keys to the application in the ME.

In addition, it has been clarified that when the UE checks if it has received the same GPI earlier, then this can be achieved by comparing the RAND value in the new GPI with the RAND value in an existing NAF SA.

Discussion: 

Nokia proposed add comment that GBA and GBA PUSH is not the same thing.

Decision: 

The document was revised to S3-131175.



S3-131175
Deletion of Ks in ME in GBA_ME





33.223
  CR-0023  rev 1 (Rel-12) v11.0.0





Source: Ericsson

(Replaces S3-131064)

Discussion: 

GBAPush is using the Disposable-Ks model described in Annex A in TS 33.223:

‘GBA-Push utilizes the Disposable-Ks model in which a Ks is only used once to derive a single set of NAF-keys. This means that after a NAF-key derivation, the used Ks is erased or its further usage is blocked.’

In section 5.1.3 ‘BSF processing of NAF GPI request’, its explicitly stated that the BSF shall delete the Ks in step 8 after it has derived the NAF key and sent the response to the NAF,  but there is no corresponding requirement in GBA_ME on the ME in section 5.1.4 ‘UE processing of GPI’.

In GPI there is a NAF-key lifetime delivered to the UE but there is no Ks lifetime. This could imply that for GBA_ME, the ME stores the Ks until it powers off. If the network has pushed down several GPI’s to the UE while attached, then the ME has to store Ks’s keys (from GBAPush) which it is not allowed to re-use any longer if NAF keys have been derived from respectively Ks. Therefore in step 10 in section 5.1.4, it should be clarified for GBA_ME that the ME shall delete the Ks after it has derived and delivered the NAF keys to the application in the ME.

In addition, it has been clarified that when the UE checks if it has received the same GPI earlier, then this can be achieved by comparing the RAND value in the new GPI with the RAND value in an existing NAF SA.

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

S3-130929
Work Item proposal: 3G Security: Specification of the TUAK algorithm set





Source: BlackBerry, China Mobile, Ericsson, Deutsche Telekom, Morpho Cards, Orange, Vodafone

Abstract: 

-

Decision: 

The document was withdrawn.



7.7.1
TS 33.401 Issues

S3-131018
Correction of a typo





33.401
  CR-0523  (Rel-12) v12.9.0





Source: Nokia Corporation, NSN, NEC Corporation

Abstract: 

There is a typo in 7.2.4.4.

Discussion: 

no comments

Decision: 

The document was agreed.



7.7.2
TS 33.402 Issues

S3-131176
User profile fetching before authentication in non3GPP access





33.402
  CR-0115  rev 1 (Rel-12) v12.1.0





Source: Ericsson, Nokia Corporation, Nokia Solutions and Networks

(Replaces S3-131062)

Discussion: 

no comments

Decision: 

The document was agreed.



S3-131062
User profile fetching before authentication in non3GPP access





33.402
  CR-0115  rev 2 (-) v..





Source: Ericsson, Nokia Corporation, Nokia Solutions and Networks

Discussion: 

Revised before presentation.

Decision: 

The document was revised to S3-131176.



S3-131063
User profile fetching before authentication in WLAN interworking





33.234
  CR-0122  (-) v..





Source: Ericsson, Nokia Corporation, Nokia Solutions and Networks

Abstract: 

-

Discussion: 

Related to 1063.

Decision: 

The document was revised to S3-131177.



S3-131177
User profile fetching before authentication in WLAN interworking





33.234
  CR-0122  rev 1 (Rel-12) v11.4.0





Source: Ericsson, Nokia Corporation, Nokia Solutions and Networks

(Replaces S3-131063)

Discussion: 

No comments

Decision: 

The document was agreed.



7.7.3
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects related to Machine-Type Communication

S3-130942
LS on interactions of oneM2M with Underlying Networks





Source: OneM2M

Abstract: 

-

Discussion: 

1.
An M2M Service provider may request broadcasting/multicasting to multiple devices in the Operator Network (e.g. addressing a group of devices within a specified area for broadcast/multicasting of identical M2M data).

2.
An M2M Service provider may request QoS and Prioritization for M2M communications to/from individual devices or groups of devices. A device may request QoS and Prioritization for M2M communications to/from the M2M Service Provider.

3.
An M2M Service provider and a Network Operator may exchange information related to characteristics of M2M Devices or M2M Gateways, such as indications for small data, transmission scheduling parameters, mobility characteristics, etc..

4.
A Network Operator may request the M2M Service Provider to schedule traffic via the Operator Network (e.g. to delay specific M2M traffic when the 3GPP Network experiences high traffic load). 

5.
It should be possible to dynamically (e.g. to enable plug and play) correlate the oneM2M Service Enablement Framework identifier of M2M Devices with the External Identifier used by the 3GPP network for the same MTC client.  

6.
It should be possible to provide the oneM2M Service Enablement Framework with information regarding whether a M2M Device is authorized to access the Operator Network. 

7.
An M2M Service provider and a Network Operator may exchange information on charging and subscriptions to support interworking with M2M Service providers.

8.
It should be possible to leverage on 3GPP security capabilities such as GBA for the benefit of oneM2M Services and Applications. Alternatively it could be possible to leverage oneM2M security capabilities for the benefit of Operator Network security.

9.
An M2M Service provider and a Network Operator may exchange information related to location information of M2M Devices or M2M Gateways.

Decision: 

The document was noted.



S3-131155
Reply to: LS on interactions of oneM2M with Underlying Networks





Source: Ericsson

Discussion: 

Offline session sorted out last details.

Decision: 

The document was approved.



S3-130946
Answer LS to oneM2M on interactions of oneM2M with Underlying Networks





Source: S1-134175

Abstract: 

-

Discussion: 

SA1 would like to thank oneM2M for their LS on interactions of oneM2M with Underlying Networks.

SA1 would like to answer the questions from oneM2M as follows:

1.
Are there plans to specify capabilities for the 3GPP MTC features to interwork with a oneM2M Service Enablement Framework?

2.
oneM2M requests that SA1 considers the features from the list in section 1 as it plans requirements for Rel-13. 

Answer to 1 and 2: SA1 has agreed a work item on “Service Exposure and Enablement Support” (attached to this LS) to create requirements for the scenarios indicated by oneM2M. Approval by SA plenary for this work item is pending but expected at SA#61 in September.

It should be noted that 

•
The first scenario (on broadcast/multicast) is not referenced in the new work item because related requirements already exist in TS 22.368, however stage 2/3 work has been stopped.

•
Other scenarios are partially addressed in current requirements in TS 22.368 and expected to be completed in future.

3.
Has SA1 considered requirements for features beyond the features from the list in section 1?

Answer to 3: Since M2M services and other Application services often have the same or similar requirements on the 3GPP System these are addressed jointly in the new work item. oneM2M may therefore be interested on this part of the new work item. 

General 3GPP requirements on M2M can be found in TS 22.368.

Decision: 

The document was noted.



S3-130930
Requirement of Network based filtering solution in SMS router





Source: ZTE Corporation, China Unicom

Abstract: 

In last meeting, S3-130863 which addressed the security requirement that operator can enforce filtering the trigger messages on the SMS router if SMS router has been deployed for TS23.682 has been approved. This contribution proposes to add same security requirement into the TS33.187.

Discussion: 

Some contradiction was noted between proposed inserted text and existing NOTE 2. To be reviewed until next meeting.

Decision: 

The document was noted.



S3-130931
Correction to network based solution for filtering SMS-delivered device trigger messages





Source: ZTE Corporation, China Unicom

Abstract: 

This document is associated with network based solution for filtering SMS-delivered device trigger messages described in Sec.6.1.1 of TS33.187. Two solutions have been analysed, and some modifications are presented.

Discussion: 

No support for the proposal.

Decision: 

The document was noted.



S3-130967
Device trigger over T5 interface





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

In TS33.187 the current device trigger solution is a SMS-based and uses a filtering infrastructure to block fake device trigger SMSs, but from the MTC-IWF point of view, the specification only covers the operation and security in T4 interface. However, as referred in SA2’s TS23.682, the device trigger can not only be delivered through T4 interface but  also through T5 interface, in order to make the device trigger solution complete and clear, it is necessary to add a description of device trigger over T5 interface in SA3’s TS33.187.

No support.

Decision: 

The document was noted.



S3-130998
MTC device triggering editors notes in solution 6





Source: NEC Corporation

Abstract: 

This document is to replace the editor’s note in TR 33.868, Section 5.1.4.2.7 “Solution 6: Secure Trigger Delivery with Security Association between MTC-IWF and UE” with clear text.

Discussion: 

Approved for inclusion in the draft TR.

Decision: 

The document was approved.



S3-130968
Deletion of editor notes





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Left for email approval

Decision: 

The document was revised to S3-131209.



S3-131209
Deletion of editor notes





Source: Huawei, HiSilicon

(Replaces S3-130968)

Decision: 

The document was approved.



S3-130969
Detail the description of partly ciphering SDT solution





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

left for email approval.

Decision: 

The document was revised to S3-131206.



S3-131206
Detail the description of partly ciphering SDT solution





Source: Huawei, HiSilicon

(Replaces S3-130969)

Decision: 

The document was approved.



S3-130997
MTC-IWF based solution editors notes





Source: NEC Corporation

Abstract: 

-

Discussion: 

Left for email approval.

Decision: 

The document was revised to S3-131210.



S3-131210
MTC-IWF based solution editors notes





Source: NEC Corporation

(Replaces S3-130997)

Decision: 

The document was approved.



S3-130970
Considerations on the MTC-IWF based SDT security solution





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Left for email approval.

Decision: 

The document was revised to S3-131207.



S3-131207
Considerations on the MTC-IWF based SDT security solution





Source: Huawei, HiSilicon

(Replaces S3-130970)

Decision: 

The document was approved.



S3-130985
Evaluation on Security of Small Data Transmission





Source: China Mobile

Abstract: 

-

Discussion: 

Left for email approval.

Decision: 

The document was revised to S3-131208.



S3-131208
Evaluation on Security of Small Data Transmission





Source: China Mobile

(Replaces S3-130985)

Decision: 

The document was approved.



S3-130962
Security for UE Power Consumption Optimisation (UEPCOP)





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

SA2#99 has approved UEPCOP CRs in S3-133647, 648, 649 of TS23.682, 23.401 and 23.060 with the description of UE Power Saving Mode (PSM). There is a conclusion for the feature of UE Power Consumption Optimisation in SA2. In this method, a UE may adopt a PSM. When the UE wants to use the PSM it shall request an Active Time and may request a Periodic TAU/RAU Timer value during every Attach and TAU procedures. When the Active timer expires the MME knows that the UE entered PSM and is not available for paging. The MME handles mobile reachable/Active timer and availability for paging. In PSM the UE is in ECM_IDLE. On UE side the PSM complies with some substates of EMM_REGISTERED. The MME considers the UE to be EMM_REGISTERED, but not reachable. The UE’s Access Stratum functions are considered as deactivated during PSM. The same is for UMTS system. 

As we analyzed in TR33.868v0.15.0 clause 5.6.4.1, there is no security impact of solution 3 which is as the same principle as PSM. The periodic timer value is protected by NAS security. No new security procedure is needed.

It was decided to remove the section instead.

Decision: 

The document was noted.



S3-131054
Secure Connection details on GBA based solutions





Source: Ericsson

Abstract: 

This contribution proposes to add more details to the GBA and GBAPush solutions for establishing key material for the Secure Connection between UE and SCS/MTC Application Server in TR 33.868 Rel-12.

Discussion: 

Approved for inclusion in the draft TR.

Decision: 

The document was approved.



S3-131056
GBA for constrained devices





Source: Ericsson

Abstract: 

Contribution S3-130658 raised concerns that using GBA requires the support of HTTP and TCP which may be problematic for constrained M2M devices. This contribution provides an analysis of protocol dependency aspects of GBA and constrained devices.

Discussion: 

Revision needed. Some parts of text not required.

Decision: 

The document was revised to S3-131158.



S3-131158
GBA for constrained devices





Source: Ericsson

(Replaces S3-131056)

Abstract: 

TS 22.368 state the following requirement on secure connection:

The network operator shall be able to efficiently provide network security for connection between MTC Device and a MTC Server or between MTC Device and a MTC Application Server in case there is a direct connection with the MTC Application Server. This applies even when some of the devices are roaming i.e. connected via a VPLMN.

This contribution provides more evaluation on EAP-AKA and GBA-based Secure connection proposals.

Discussion: 

No further comments.

Decision: 

The document was approved.



S3-131065
Evaluation of secure connection proposals





Source: Ericsson

Abstract: 

TS 22.368 state the following requirement on secure connection:

The network operator shall be able to efficiently provide network security for connection between MTC Device and a MTC Server or between MTC Device and a MTC Application Server in case there is a direct connection with the MTC Application Server. This applies even when some of the devices are roaming i.e. connected via a VPLMN.

This contribution provides more evaluation on EAP-AKA and GBA-based Secure connection proposals.

Discussion: 

Update required. Table to be removed. Further offline discussion required.

Decision: 

The document was revised to S3-131159.



S3-131159
Evaluation of secure connection proposals





Source: Ericsson,China Mobile

(Replaces S3-131065)

Abstract: 

TS 22.368 state the following requirement on secure connection:

The network operator shall be able to efficiently provide network security for connection between MTC Device and a MTC Server or between MTC Device and a MTC Application Server in case there is a direct connection with the MTC Application Server. This applies even when some of the devices are roaming i.e. connected via a VPLMN.

This contribution provides more evaluation on EAP-AKA and GBA-based Secure connection proposals.

Discussion: 

Approved with modification for inclusion in draft TR.

Decision: 

The document was approved.



S3-131020
pCR on the evaluation of MTC Secure Connection solutions





Source: Nokia Corporation, NSN

Abstract: 

-

Discussion: 

Not presented, no longer relevant.

Decision: 

The document was noted.



S3-131055
Solution for Secure Connection in draft TS 33.187





Source: Ericsson

Abstract: 

This contribution proposes that the GBA and GBAPush solutions are agreed to be incorporated into the draft TS 33.187 for the MTC Feature Secure Connection.

Discussion: 

Offline work required to get phrasing right.

Decision: 

The document was revised to S3-131160.



S3-131160
Solution for Secure Connection in draft TS 33.187





Source: Ericsson

(Replaces S3-131055)

Abstract: 

This contribution proposes that the GBA and GBAPush solutions are agreed to be incorporated into the draft TS 33.187 for the MTC Feature Secure Connection.

Discussion: 

No further comments

Decision: 

The document was approved.



S3-131069
Solution of restricting the USIM to specific UEs





Source: Nokia, NSN, Ericsson, ST-Ericsson, Samsung

Abstract: 

-

Discussion: 

Revised before presentation

Decision: 

The document was revised to S3-131146.



S3-131146
Solution of restricting the USIM to specific UEs





Source: Nokia, NSN, Ericsson, ST-Ericsson, Samsung

(Replaces S3-131069)

Abstract: 

As analyzed in TR33.868 the solution of IMSI-IMEI binding in HSS can fulfil the SA1’s requirements, doesn’t require new functionality on the UE, doesn’t require new UICCs, and requires minimal new functionality in the network. So it’s the feasible solution of restricting the USIM to specific UEs.

The current contribution proposes the needed functionality in draft TS 33.187. 

Accompanying contributions S3-131058 and S3-131057 show the needed changes as SA2 CRs for TS 23.060 and 23.401.  Contributions S3-131058 and S3-131057 are submitted for information to SA3. Respective CRs have also been submitted to SA2 meeting #100 (11-15 November). 

If SA3 agrees on the solution in the current contribution, it is proposed to send an LS to SA2 so that SA2 could agree on the respective CRs to TS 23.060 and 23.401 at SA2 #100.

The supporting companies believe that the current proposed solution should be agreed in SA3 as a first step.

Discussion: 

Available as draft.

Decision: 

The document was noted.



S3-131057
pCR to 23.401: Solution of restricting the USIM to specific UEs






Source: Ericsson

Abstract: 

This contribution shows the impacts the solution described in S3-131069 for IMSI-IMEI binding in HSS would have on SA2 TS 23.401 v. 12.2.0.

Discussion: 

Await outcome on 1146.

Decision: 

The document was noted.



S3-131058
pCR to 23.060: Solution of restricting the USIM to specific UEs





Source: Ericsson

Abstract: 

This contribution shows the impacts the solution described in S3-131069 for IMSI-IMEI binding in HSS would have on SA2 TS 23.060 v12.2.0.

Discussion: 

Await outcome on 1146.

Decision: 

The document was noted.



S3-131090
Updating the proposed KME management procedures





Source: Qualcomm Incorporated, Alcatel-Lucent

Abstract: 

This contribution proposes a couple of enhancements to the KME provisioning described in clause 5.4.4.2.3.3.1.

Discussion: 

Approved for inclusion into the draft TR.

Decision: 

The document was approved.



S3-131091
Propose pCR to add symmetric key based solution to the MTC TS





Source: Qualcomm Incorporated, Alcatel-Lucent

Abstract: 

This contribution is a companion contribution to S3-131089 and contain a pCR in to implement the conclusion proposed in that document.

Discussion: 

Proposal for inclusion in the MTC TS.

Decision: 

The document was noted.



S3-130986
Working way and evaluation on restricting the USIM to specific MEs/MTC Devices





Source: China Mobile, TeliaSonera

Abstract: 

Abstract of the contribution: this contribution discusses the working way and evaluation on restricting the USIM to specific MEs/MTC Devices and gives a way forward.

Discussion: 

In order to help the selection of the binding method, we think first of all we need to decide the working way and then compare the evaluation result and the last select the appropriate solution. This contribution discusses the working way based on s3-120408 in 67 meeting and integrates the previous evaluation results. We kindly propose we consider this contribution and give the appropriate working way and select the appropriate solution.

Decision: 

The document was noted.



S3-131107
Comments on S3-130986





Source: Orange

Abstract: 

-

Decision: 

The document was noted.



S3-131085
Conclusion for USIM restriction to specific MTC Devices





3GPP TR 33.868 v..





Source: Morpho Cards, Gemalto, Vodafone

Abstract: 

Conclusion for USIM restriction to specific MTC Devices

Decision: 

The document was revised to S3-131115.



S3-131115
Conclusion for USIM restriction to specific MTC Devices





3GPP TR 33.868 v..





Source: Morpho Cards, Gemalto, Vodafone

(Replaces S3-131085)

Abstract: 

This contribution proposes the Conclusion on Solution choice for USIM restriction to specific MTC Devices

Discussion: 

Following the decision of SA3#71 and the conclusion of the discussion at SA3#72, this contribution aims to finalize the selection of a solution for UICC pairing with specific MTC Devices. 

The discussion at SA3#72 has arrived to the point that each solution described in the TR provides a specific solution addressing the sub-set of requirements and depends on the deployment context. Due to the fact that selecting one solution is not possible, the best way forward is to select one UE-based solution and one network-based solution to address as much as possible MTC scenarios.

Supported by BT as well

Decision: 

The document was withdrawn.



S3-131089
Proposed conclusion for restricting USIM to specific UEs





Source: Qualcomm Incorporated, Alcatel-Lucent

Abstract: 

-

Discussion: 

There are several proposed solutions to satisfy the requirements for restricting the use of a USIM to specific devices. When reflecting on the discussion for this problem over the last meetings, it seems that the main issues that have been preventing the discussion reaching a conclusion are the following:

•
The level of security that needs to be achieved by this feature

•
The ability to manage this feature when it is deployed

•
Getting a suitable amount of benefit from the implementation effort

•
The desire to select only one solution

Discussion on the group of related documents showed that there is no consensus on the preferred way forward. There are four solutions on the table (plus their combinations), and most companies indicated they were looking towards bundled solutions, though not necessarily the same bundle. An informal show of hands was proposed, but even the way to do that was fiercely discussed.

10 companies prefer two solutions.

7 companies prefer one solution.

This result did not resolve the issue.

Decision: 

The document was noted.



S3-131105
conditional pCR TS 33.187: USAT-based pairing for USIM restriction





TS 33.187 v..





Source: Gemalto

Abstract: 

pseudo-CR to TS 33.187 on USAT-based pairing description under condition that SA3 would conclude to specify this solution.

Discussion: 

Not agreed, further work until later meeting.

Decision: 

The document was noted.



S3-131108
Comments on S3-130986





Source: Orange

Abstract: 

-

Decision: 

The document was withdrawn.



S3-131112
Comments on S3-130985





Source: NEC Corporation

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and noted



S3-131144
S2MTC





Source: Unknown

Decision: 

The document was withdrawn.



S3-131156
Draft TR 33.868





Source: Rapporteur

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved.



S3-131157
Draft TS 33.187





Source: Rapporteur

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved.



S3-131199
Exception sheet for MTC





Source: Rapporteur

Discussion: 

Three solutions are on the table. The companies supported different packs as follows:

Simple check in the HSS plus pin pairing
China mobile, TeliaSonera, NSN, Nokia, China Unicom

Simple check plus USAT pairing
BT, Samsung, Huawei, Orange, Telecom Italia

Full check on Pairing based on symmetric shared secret on network side plus USAT pairing
Ericsson, Deutche Telecom, Qualcomm, Vodafone, Morpho, Gemalto, Alcatel-Lucent

SA3 is nowhere near consensus on this issue. Decision is urgently needed if this shall be released in Rel-12 (and exception sheet will be required). The Chairman noted there opinions appear to be too spread for a technical voting to make sense, as 71% will obviously not be met by any proposal. Issue was postponed until next meeting with companies being urged to do their homework and lobbying until then, to allow the open question reach final decision at next meeting. The possibility of a vote was NOT excluded, but the Chairman recommended to reach agreement without vote at next meeting.

Email approval.

Decision: 

The document was left for email approval and approved.



7.10 
Security Aspects of Public Warning System

Way forward: to clean up the 800 series TR and upgrade it to become  a 900 series TR. First draft 900 should be available at next meeting. SA3 agreed that no conclusion will be contained in the TR 900 that aims to either already recommend or rule out a particular solution
S3-130963
Solving EN for terminology used to identify keys





Source: Huawei, HiSilicon

Abstract: 

SA3 made agreement that PKID is an identifier to distinguish public keys for PWS. So the editor’s note in section 6.2.8 for terminology used to identify keys should be deleted.

Discussion: 

Approved for inclusion in draft TR PWS.

Decision: 

The document was approved.



S3-130964
Corrections on NAS based solution





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Approved for inclusion in draft TR PWS.

Decision: 

The document was approved.



S3-131022
pCR: Clarifications on Implicit Certificate approach





Source: BlackBerry UK Ltd.

Abstract: 

The current PWS study details on the implicit certificate approach as a means of providing security for PWS. This pCR proposes several editorial corrections to the current text on the implicit certificate approach in addition to adding details on using the PWS CA update message to revoke an existing CA.

Discussion: 

Approved for inclusion in draft TR PWS with two modified editors notes.

Decision: 

The document was approved.



S3-130932
Restrictions on signature length in PWS security





33.869 v..





Source: Ericsson, Nokia Corporation, NSN

Abstract: 

This pCR proposes to add a section in the TR which captures the information received in the LS replies. The new text makes Clause 6.2.6 redundant and it is therefore removed/voided.

Decision: 

The document was noted.



S3-131189
Restrictions on signature length in PWS security





33.869 v..





Source: Ericsson, Nokia Corporation, NSN

(Replaces S3-130932)

Decision: 

The document was noted.



S3-131072
PWS security: notes on PWS signing proxies





Source: Nokia Corporation, NSN

Abstract: 

A PWS signing proxy is an entity in the domain of a PWS regulator that signs PWS warning messages on behalf of CBEs. Signing proxies were first described, without much detail, in the context of the NAS-based solution.  The present discussion paper motivates two companion pCRs in S3-131073 and S3-131074. These pCRs describe the use of signing proxies independent of the root key distribution scheme and compare it to the use of implicit certificates, respectively.

Decision: 

The document was noted.



S3-131073
PWS security: The use of signing proxies





Source: Nokia Corporation, NSN, TeliaSonera

Abstract: 

This contribution elaborates on the use of signing proxies. This is not a new solution, rather the use of signing proxies was first described when evaluating the NAS-based solution, cf. clause 8.3.4. In other parts of the TR, the possibility of their use is only briefly mentioned in clauses 6.1, 6.2, and Annex B. It is, however, important to understand that the use of signing proxies is by no means limited to a particular root key distribution solution. Signing proxies are therefore described in more detail, and in a way independent of the root key distribution solution, below. The companion pCR in S3-131074 compares their use to the implicit certificate approach in solution 6.

Decision: 

The document was revised to S3-131190.



S3-131190
PWS security: The use of signing proxies





Source: Nokia Corporation, NSN, TeliaSonera

(Replaces S3-131073)

Abstract: 

This contribution elaborates on the use of signing proxies. This is not a new solution, rather the use of signing proxies was first described when evaluating the NAS-based solution, cf. clause 8.3.4. In other parts of the TR, the possibility of their use is only briefly mentioned in clauses 6.1, 6.2, and Annex B. It is, however, important to understand that the use of signing proxies is by no means limited to a particular root key distribution solution. Signing proxies are therefore described in more detail, and in a way independent of the root key distribution solution, below. The companion pCR in S3-131074 compares their use to the implicit certificate approach in solution 6.

Discussion: 

Almost consensus, however one editors note might be subject to further discussion at future meetings.

Decision: 

The document was approved.



S3-131074
PWS security: Comparison of the use of signing proxies and implicit certificates





Source: Nokia Corporation, NSN, TeliaSonera

Abstract: 

This contribution complements the companion pCR in S3-131073 that gave an overview of the use of signing proxies. Here, we compare the use of signing proxies with that of implicit certificates as both approaches are suitable to satisfy the most stringent length requirements.

Decision: 

The document was revised to S3-131191.



S3-131191
PWS security: Comparison of the use of signing proxies and implicit certificates





Source: Nokia Corporation, NSN, TeliaSonera

(Replaces S3-131074)

Decision: 

The document was withdrawn.



S3-131075
PWS security: review of solution 7 (generalised certificate-based approach)





Source: Nokia Corporation, NSN

Abstract: 

This contribution resolves Editor’s notes and makes an update to the introduction. The first Editor’s note is resolved through additional text in clause 7.7.4. Three more Editor’s notes are resolved by text close to the location of the Editor’s notes. The update to the introduction takes into account the working assumption that 2G subscriber need not be supported.

Decision: 

The document was approved.



S3-131076
PWS security: proposed skeleton for clause 9 'Conclusions'





Source: Nokia Corporation, NSN, Ericsson

Abstract: 

PWS security has been studied in SA3 in TR 33.869. It is about time to draw conclusions from the study. This contribution proposes a skeleton for the clause ‘Conclusions’ in the TR. Editor’s notes show the expected content for each sub clause. In a few instances, regular text has been provided instead of Editor’s notes when it was felt that agreement had already been reached on the issue. By providing this skeleton, the contribution also shows what decisions need to be taken on which issues.

Discussion: 

Not yet agreed.

Decision: 

The document was noted.



S3-131077
PWS security: conclusions on Public Key Infrastructure





Source: Nokia Corporation, NSN

Abstract: 

A skeleton for clause 9 on Conclusions was provided in S3-131076. The present contribution proposes text for clause 9.3.3 from S3-131076 on digital signature schemes.

Discussion: 

Not yet agreed.

Decision: 

The document was noted.



S3-131078
PWS security: conclusions on Public Key Infrastructure





Source: Nokia Corporation, NSN

Abstract: 

A skeleton for clause 9 on Conclusions was provided in S3-131076. The present contribution proposes text for clause 9.3.4 from S3-131076 on public key infrastructure issues to enable digital signature verification by UEs. We believe it makes sense to leave the decision between the implicit certificate approach and the signing proxy approach currently open in 3GPP because

•
the differences between the two approaches largely affect the regulator’s domain and not the operator’s domain; 

•
there are no requirements for the regulator’s domain today;

•
different regulators may want to make different choices in the future.

Discussion: 

Not yet agreed.

Decision: 

The document was noted.



S3-131079
PWS security: High-level conclusion on PWS root key distribution





Source: Nokia Corporation, NSN

Abstract: 

A skeleton for clause 9 on Conclusions was provided in S3-131076. The present contribution proposes text for clause 9.4 from S3-131076 on mechanism for distributing PWS root keys to UEs. The text does not make a final selection among the mechanisms that were studied in the present TR. It only proposes to restrict the selection to those mechanisms that do not place root key distribution functionality in the core network.

Discussion: 

Not yet agreed.

Competitive conclusion to the one in 0959.

Decision: 

The document was noted.



S3-130959
pCR: Conclusion section of TR 33.869





Source: BlackBerry, BT, Huawei, Vodafone

Abstract: 

TR33.869 discusses several potential approaches for adding security to PWS including NAS-based solution, Implicit Certificate, GBA, Generalised Certificate and UICC OTA based approaches. 

Given the advantages already highlighted in this contribution, and the limited time remaining in Rel’12, it is proposed SA3 conclude to proceed with the implicit certificate approach and agree to include the following in the conclusion section of  TR 33.869.

Discussion: 

Not yet agreed.

Competitive conclusion to the one in 1079.

The two conclusions differ significantly. It was emphasized that in the PWS case, the regulator alone decide when it is to be used. Level of protection unclear, ranging from protecting of individuals against advertisements to protection against nation scale cyber attacks.

A large minority of companies indicated they preferred a normative solution. Thus no consensus so far.

Decision: 

The document was noted.



S3-131025
Solution for PWS TS





Source: Blackberry,Huawei, HiSilicon,Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-131188
Draft TR  on PWS





Source: Rapporteur

Decision: 

The document was left for email approval and approved



7.11
Firewall Traversal

7.11.1
Study on Firewall Traversal

S3-131019
Proposed the solution of media over TCP based on ICE  for TR 33.830





Source: participant

Abstract: 

-

Decision: 

The document was withdrawn.



S3-131024
Proposed the solution of media over TCP based on ICE for TR 33.830





Source: Huawei, Hisilicon

Abstract: 

-

Decision: 

The document was withdrawn.



S3-131096
PCR_TR33.830Firewall traversal for IMS media plane using





TR33.830 v..





Source: Huawei

Abstract: 

-

Discussion: 

Revised before presentation.

Decision: 

The document was revised to S3-131154.



S3-131154
PCR_TR33.830Firewall traversal for IMS media plane using





TR33.830 v..





Source: Huawei

(Replaces S3-131096)

Abstract: 

TR33.803 has concluded that the existing ICE/TURN/STUN solution for NAT traversal can be reused for IMS firewall traversal.   In SA3 #72 meeting, Huawei proposed an IMS media traversal solution based on ICE/STUN and media over TCP for TS 33.203(S3-130725).   The SA3 suggested that this solution should be submitted to TR 33.830 first.  This pCR follows the discussion in SA3 #72 meeting and proposes to add the ICE/STUN solution to TR 33.830 for more study.

Discussion: 

Approved for inclusion into the draft TR.

Decision: 

The document was approved.



S3-131181
Draft TR33.830 Firewall traversal





Source: Rapporteur

Decision: 

The document was approved.



7.11.2
Tunnelling of UE Services over Restrictive Access Networks

S3-130927
Incorrect reference for keep-alive mechanism





33.203
  CR-0204  (-) v..





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-131098.



S3-131098
Incorrect reference for keep-alive mechanism





33.203
  CR-0204  rev 1 (Rel-12) v12.3.0





Source: Ericsson

(Replaces S3-130927)

Abstract: 

The reference to RFC 5626 (Outbound) in the ICE based firewall traversal solution is incorrect. The correct reference is RFC 6223.

Decision: 

The document was agreed.



7.12 
Security Aspects of WLAN Network Selection for 3GPP Terminals

S3-130975
Correction and Deletion of the Editor notes





Source: Huawei, HiSilicon

Abstract: 

There are some inaccurate details and editor’ notes in TR33.865. So it is necessary to clarify the problems and deletes the corresponding content.

Decision: 

The document was approved.



S3-130976
Details of solution 2 supporting security parameters of selection policies





Source: Huawei, HiSilicon

Abstract: 

This contribution provides more details for the solution 2 of clause 5.2 in TR33.865 and solves the following editor’s note.

Discussion: 

Add reference pointing to SA2 spec.

Approved with modifications

Decision: 

The document was approved.



S3-131080
WLAN  Proposal for clause 6 Framework for Analysis of Solutions.doc





3GPP TR 33.865 Security aspects of WLAN network selection for 3GPP terminals v..





Source: BT Group

Abstract: 

It had previously been agreed that due to the clear text transmission between WLAN selection information and UE, this information can be used by the attackers/malicious WLAN networks to attract user join in their WLAN network.   
Discussion: 

The importance of this was clarified, and also the key issue, which is how to communicate availability of secure, authenticated access points to UEs in an efficient manner (think very crowded environment). Doing things over TCP is too slow.

Decision: 

The document was noted.



S3-131179
Draft TR 33.865; Security aspects of WLAN network selection for 3GPP terminals





3GPP TR 33.865 Security aspects of WLAN network selection for 3GPP terminals v..





Source: Rapporteur
Discussion: 

Approved as basis for further work.

Decision: 

The document was approved.



S3-131180
Exception sheet for WLAN Network Selection for 3GPP Terminals





Source: Rapporteur

Discussion: 

Email approval

Decision: 

The document was left for email approval and approved.



7.13
Security Aspects of Proximity-based Services

S3-130905
Proposed changes to the Definitions section for ProSe





Source: Telecom Italia, Orange

Abstract: 

In order to avoid possible misunderstandings due to different terminology adopted across SA WGs, this contribution proposes to align and complete the definitions in the SA3 ProSe TR to those already agreed within SA1.

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-131081
Security architecture and requirements for proximity based services





Source: samsung

Abstract: 

-

Discussion: 

Added sentence ''interface..'' after Figure X to be removed. For PC7 and PC8, we should have exact copy from SA2.

Approved with modifications.

Decision: 

The document was approved.



S3-131095
Alignment and editorial changes to the ProSe TR





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Discussion if definitions from SA1/2 and TR21.905 should be copied or referred. Decision to copy, and add note explaining need to constantly check if source definitions change.

approved for inclusion in TR.

With these changes, approved for inclusion in TR.

Decision: 

The document was approved.



S3-130907
Proposed changes to Clause 4





Source: Telecom Italia

Abstract: 

This pseudo-CR proposes some changes to Clause 4 Proximity Services of SA3 draft-TR on ProSe.

Discussion: 

It was checked that the proposal was in line with SA2.

Decision: 

The document was approved.



S3-130906
Adding General Requirements on ProSe Security, Authorization and Privacy





Source: Telecom Italia

Abstract: 

This pseudo-CR proposes to add a new clause to the SA3 draft-TR on ProSe on General Requirements on ProSe Security, Authorization and Privacy.

Discussion: 

Proposal to refer to 22.278 instead of copying. Decision to replace with reference. It was noted that SA1 should not make security requirements, and better would be to remove such requirements from SA1 documents and only have them in SA3. To be investigated if the SA1 security requirements be moved to SA3 documents.

Decision: 

The document was revised to S3-131194.



S3-131194
Adding General Requirements on ProSe Security, Authorization and Privacy





Source: Telecom Italia

(Replaces S3-130906)

Abstract: 

This pseudo-CR against the SA3 draft-TR on ProSe implements the compromise agreed offline after the plenary discussion of TD S3-130906

Decision: 

The document was approved.



S3-131012
ProSe security using a combination of LTE security and an overlay





Source: Ericsson

Abstract: 

There are two layers in the ProSe architecture, application layer and connectivity layer. Regular users should be able to expect the same level of security from the connectivity layer as in normal LTE. NSPS organizations may, on the other hand, have stronger requirements. To ensure that the connectivity layer does not become unnecessarily complex, this pCR proposes that the stronger security requirements are resolved by the ProSe application layer. This results in a more modular design which will reduce needed standardization work, and may reduce the complexity of the design.

Discussion: 

UE-UE is not rel-12

Decision: 

The document was revised to S3-131134.



S3-131134
ProSe security using a combination of LTE security and an overlay





Source: Ericsson

(Replaces S3-131012)

Abstract: 

There are two layers in the ProSe architecture, application layer and connectivity layer. Regular users should be able to expect the same level of security from the connectivity layer as in normal LTE. NSPS organizations may, on the other hand, have stronger requirements. To ensure that the connectivity layer does not become unnecessarily complex, this pCR proposes that the stronger security requirements are resolved by the ProSe application layer. This results in a more modular design which will reduce needed standardization work, and may reduce the complexity of the design.

Discussion: 

Approved for inclusion in draft TR.

Decision: 

The document was approved.



S3-130955
LS on Group Communication Security in LTE





Source: ETSI TC TCCE

Abstract: 

-

Discussion: 

The TETRA LS summarises to the following points:

- 
The scope of the new TR on GCSE security should cover modifications of the existing key management for IMS and MBMS media security and the addition of new key management mechanisms independent of IMS and MBMS.

- 
The existing key management options for IMS media security may not be appropriate for large groups when used with bilateral or group keys.

- 
The current key management in MBMS may not offer a sufficient level of security for public safety users.

- 
The best solution may be to introduce a new key management option that is suitable for use in both IMS and MBMS media plane security.

Decision: 

The document was replied to in S3-131128.



S3-131128
Reply to: LS on Group Communication Security in LTE





Source: EADS

Discussion: 

Reply to S3-130995.

Decision: 

The document was approved.



S3-130933
ProSe: Key issues on Group Communications





Source: Home Office (UK)

Abstract: 

Aspects of ProSe relevant to security for group communications, especially for public safety usage, are highlighted as key issues for SA3 to consider.

Decision: 

The document was revised to S3-131137.



S3-131137
ProSe: Key issues on Group Communications





Source: Home Office (UK)

(Replaces S3-130933)

Decision: 

The document was approved.



S3-130972
key issue for ProSe communications in Group Owner mode





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-131138.



S3-131138
key issue for ProSe communications in Group Owner mode





Source: Huawei, HiSilicon

(Replaces S3-130972)

Decision: 

The document was approved.



S3-131087
ProSe: new key Issue on key establishment





3GPP TR 33.cde on Security Aspects of ProSe v..





Source: Gemalto, Morpho Cards

Abstract: 

Addition of key issue related to key establishment
Discussion: 

Several scenarios of SA2 TR 23.703, e.g. solutions C1 and C2, require the presence of a security mechanism to generate and distribute a key that could be shared by different members of a ProSe Group. This shared key could be used for one-to-many communication when the ProSe-enabled UEs are in or out of network coverage. This key establishment has to be secure and represents a Key Issue to be described in 3GPP TR on security issues to support ProSe.

Decision: 

The document was revised to S3-131142.



S3-131142
ProSe: new key Issue on key establishment





3GPP TR 33.cde on Security Aspects of ProSe v..





Source: Gemalto, Morpho Cards

(Replaces S3-131087)

Decision: 

The document was approved.



S3-131094
Proposed key issue on one-to-many communication for ProSe





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Debate on details attempting to debug for ambiguities.

Offline studies. To be merged into 1137.

Decision: 

The document was revised to S3-131137.



S3-130973
Security for PrSe UE communication in group owner mode





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-131143.



S3-131143
Security for PrSe UE communication in group owner mode





Source: Huawei, HiSilicon

(Replaces S3-130973)

Decision: 

The document was approved.



S3-131010
IDENTITY Solution for Public Safety ProSe





Source: CESG (UK)

Abstract: 

A presentation introducing the IDENTITY solution.

Decision: 

The document was noted.



S3-131034
IDENTITY Solution for ProSe group communications





Source: CESG (UK)

Abstract: 

This contribution contains a proposed solution for security for ProSe group communications.

Discussion: 

It was found that some description or explanation is required. Details on options on key management are needed. Editors note to be inserted.

Decision: 

The document was approved.



S3-131088
ProSe: solution for key issue on key establishment





3GPP TR 33.cde on Security Aspects of ProSe v..





Source: Gemalto, Morpho Cards

Abstract: 

ProSe: Solution for key issue on key establishment

Discussion: 

Add editors note explaining incompleteness of procedures. 

Approved with modifications

Decision: 

The document was approved.



S3-130961
pCR to TR 33.cde Sec.6.3.4.3.2





TR 33.cde [ProSe] v..





Source: Alcatel-Lucent

Abstract: 

This pCR proposes descriptive changes to sec 6.3.4.3.2 of TR 33.cde to accommodate key establishment schemes pending their approval.

Discussion: 

This pCR proposes descriptive changes to sec 6.3.4.3.2 of TR 33.cde.

In sec.6.3.4.3.2 the UE-to-UE key exchange protocol for the KD is described for the Network-assisted direct communications use case.

The proposed change makes the text in the section sufficiently general pending acceptance of the specific key establishment scheme. 

Approved for inclusion

Decision: 

The document was approved.



S3-131008
Using IMS e2e solutions for direct one-to-one communications





Source: CESG (UK)

Abstract: 

This contribution contains a solution for 1-1 communication security.

Discussion: 

This contribution contains a solution for direct one-to-one communication security in a commercial context.

The intention of the proposal is to demonstrate that security solutions that have already been standardised to provide end-to-end security for the IMS media plane can be simply adapted to meet the commercial requirement for direct one-to-one communications.

Though it is not a requirement, it is noted that having a similar approach to e2e security across IMS and ProSe may be beneficial. By minimising the number of security solutions, the number of network elements and protocols involved in securing UE connections will be reduced. The advantages will be particularly evident should SA2 decide to use IMS as part of the ProSe architecture.

Approved for inclusion in the TR.

Decision: 

The document was approved.



S3-131009
A security context for direct one-to-one communications





Source: CESG (UK)

Abstract: 

This contribution contains a mechanism for deriving traffic keys to create a security context for 1-1 communication security.

Discussion: 

Relate to S3-131008.

Decision: 

The document was noted.



S3-131011
IDENTITY Solution for ProSe one-to-one communications





Source: CESG (UK)

Abstract: 

This contribution contains a proposed solution for security for ProSe 1-to-1 communications.

Discussion: 

Relate to S3-131008.

It was decided to add necessary definitions.

Approved for inclusion in the draft TR.

Decision: 

The document was approved.



S3-130974
Security for ProSe communication through UE-to-Network relay with network authorization





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 


Security for ProSe communication through UE-to-Network relay with network authorization
Huawei, HiSilicon
-
-
-
-
-
"SA2 has defined the ProSe relay solutions for public safety use case. This solution is the security part of solution 12 of ProSe Relay in TR23.703.

More editors notes added.

Decision: 

The document was revised to S3-131147.



S3-131147
Security for ProSe communication through UE-to-Network relay with network authorization





Source: Huawei, HiSilicon

(Replaces S3-130974)

Abstract: 

This solution is the security part of solution 12 of ProSe Relay in TR23.703.

Decision: 

The document was approved.



S3-130908
Proposed changes on Key Issue #1





Source: Telecom Italia

Abstract: 

This pseudo-CR proposes some changes to the Key Issue #1: Configuration of ProSe-enabled UEs of SA3 draft-TR on ProSe

Discussion: 

Configuration data may include e.g. proximity criteria as well as PLMN sensitive radio resource configuration. For this reason the server sending the configuration needs to be part of the HPLMN/VPLMN offering the ProSe service. Configuration data impacting the network operations shall be provided only by Operators (either HPLMN or VPLMN). 3rd party are not allowed to provide such parameters. 

Moreover, it is crucial that configuration data are not prone to modification/eavesdropping also when stored on the UE.

Decision: 

The document was revised to S3-131145.



S3-131145
Proposed changes on Key Issue #1





Source: Telecom Italia

(Replaces S3-130908)

Abstract: 

This is a proposed merge of TD S3-130908 and TD S3-130960, both pseudo-CRs related to the Key Issue #1: Configuration of ProSe-enabled UEs of SA3 draft-TR on ProSe.

Discussion: 

Merger of 908 and 960.

Decision: 

The document was approved.



S3-130960
pCR to TR 33.cde: [Study on security issues to support Proximity Services]





TR 33.cde v..





Source: Alcatel-Lucent

Abstract: 

This pCR proposes descriptive changes to sec 5.1 of TR 33.cde

Decision: 

The document was revised to S3-131145.



S3-131083
security solution for configuration data transfer





Source: Samsung

Abstract: 

-

Discussion: 

The several security solutions for Proximity based Services are discussed in SA3 72 meeting. Among security solutions, the security for configuration of ProSe enabled UE is important to protect UEs and ProSe Function. However, the security solution for protect PC3 or PC8 is not sufficient and has limited assumptions. Therefore, in this contribution security solution is suggested to protect configuration data for UE.

Approved for inclusion in TR.

Decision: 

The document was approved.



S3-131084
security solution for prose service





Source: Samsung

Abstract: 

-

Discussion: 

The following text is proposed for inclusion in the TR 33.cde to support security protection for Proximity based Services.   Alternative solution one and two are available, and after SA3 discussion, one of them will be selected as proposed solution.  

Alternative Solution 1)  

Between UE and Application server can be protected by the derived Key which is derived from IK, CK or KASME.   

Alternative Solution 2) 

 Between UE and Application server can be protected using GBA/GAA mechanism and the Prose Function can support verification.

Phrasing need to be improved. 

More work required. Not ready for inclusion in the TR.

Decision: 

The document was noted.



S3-131086
ProSe: new solution to address key issue 1





3GPP TR 33.cde on ProSe v..





Source: Gemalto, Morpho Cards, Orange

Abstract: 

New solution to address key issue 1

Discussion: 


Nokia expressed concern that this is not needed for interworking. Questioned the need to support all of the four reference specifications.

New solution to address key issue

Decision: 

The document was revised to S3-131148.



S3-131148
ProSe: new solution to address key issue 1





3GPP TR 33.cde on ProSe v..





Source: Gemalto, Morpho Cards, Orange

(Replaces S3-131086)

Discussion: 

Approved for inclusion in draft TR,.

Decision: 

The document was approved.



S3-130909
Proposed changes on Key Issue #2





Source: Telecom Italia

Abstract: 

This pseudo-CR proposes some changes to the Key Issue #2: Security analysis for restricted ProSe discovery of SA3 draft-TR on ProSe.

Discussion: 

No support for the proposed change. However, the underlying issue was found to be a Rel-12/13 issue, which might be resolved by modifying the editors note.

Update expected.

Decision: 

The document was noted.



S3-130910
Proposed change on Security requirements drawn for the Key Issue #3





Source: Telecom Italia

Abstract: 

This pseudo-CR proposes a change to the security requirements drawn for the Key Issue #3.

Discussion: 

Comment that absolute prevention might not be possible, and that was the reason for the original "minimal" wording. Discussion led to new, more accurate, phrasing.

Approved with modification for inclusion in the draft TR.

Decision: 

The document was approved.



S3-130999
Security in ProSe Discovery





Source: NEC Corporation

Abstract: 

The key issue and solution of ProSe discovery has been studied in SA2 TR 23.703 v070. This document studies threats, security requirements and potential security solutions for ProSe discovery.

Discussion: 

Clarified that in case on network interaction, UE ID forms part of its unauthenticated initial message. Heading to be modified. Editors notes to be added. 

Approved with modifications.

Decision: 

The document was approved.



S3-131041
Security Aspects of ProSe Direct Discovery





Source: Samsung

Abstract: 

SA#66 endorsed the SA2 Prioritization Output in SP-130506, which includes ProSe Direct E-UTRA Discovery (Direct Discovery) as one of the component and mentioned that this component has SA3 dependency. SA2 is working on the solutions for Direct discovery in SA2 TR 23.703. This contribution discusses the security threats and detailed the security requirements and relevant solutions for Open discovery.

Discussion: 

Clarifications and few additions needed.

Decision: 

The document was approved.



S3-130984
[ProSe]Security analysis for registration in Network based ProSe discovery





Source: China Mobile, Intel

Abstract: 

This document analysis the security threats in the registration process of ProSe, and gives the security requirement of the registration process in ProSe discovery.

Discussion: 

Approved with clarifications for inclusion in the draft TR.

Decision: 

The document was approved.



S3-131030
[ProSe] Additional ProSe key issue





Source: Intel

Abstract: 

A key issue for Proximity Registration Procedure is added to the TR.

Discussion: 

Some update required.

Decision: 

The document was revised to S3-131150.



S3-131150
[ProSe] Additional ProSe key issue





Source: Intel

(Replaces S3-131030)

Discussion: 

Approved with editorial modification.

Decision: 

The document was approved.



S3-131092
Updates to solution 2 on protection for restricted discovery information





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 


Lots of clarifications. Some defacto requirements were identified and shall be stripped of any options. Extended discussion. Offline discussion required.

Decision: 

The document was revised to S3-131151.



S3-131151
Updates to solution 2 on protection for restricted discovery information





Source: Qualcomm Incorporated

(Replaces S3-131092)

Decision: 

The document was approved.



S3-131093
[DRAFT] LS on timing synchronization





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Questions need to be rephrased.

Decision: 

The document was revised to S3-131152.



S3-131152
 LS on timing synchronization





Source: Qualcomm Incorporated

(Replaces S3-131093)

Decision: 

The document was approved.



S3-130911
Adding a new Key Issue on Ensuring a trusted and reliable accounting





Source: Telecom Italia

Abstract: 

This pseudo-CR proposes to add a new Key Issue on Ensuring a trusted and reliable accounting to the SA3 draft-TR on ProSe

Discussion: 

Work in progress, open issues.

Decision: 

The document was revised to S3-131153.



S3-131153
Adding a new Key Issue on Ensuring a trusted and reliable accounting





Source: Telecom Italia

(Replaces S3-130911)

Abstract: 

This is a proposed merge of TD S3-130911 and TD S3-131042, both pseudo-CRs related to add a new key Issue on the same aspect to the SA3 draft-TR on ProSe.

Decision: 

The document was approved.



S3-131042
Security Aspects of charging in ProSe Direct communication





Source: Samsung

Abstract: 

-

Decision: 

The document was revised to S3-131153.



S3-130912
Adding a new Key Issue on Enforcing proper behaviour for non-Public Safety ProSe UEs





Source: Telecom Italia

Abstract: 

This pseudo-CR proposes to add a new Key Issue on Enforcing proper behaviour for non-Public Safety ProSe UEs to the SA3 draft-TR on ProSe.

Discussion: 

Nokia: problematic to make normative something which cannot be tested. Key issue is that only authorized and non-compromised UEs shall be able to use ProSe feature. Particular concern that one-to-many communication is used in a fraudulent manner.

Decision: 

The document was noted.



S3-130913
Adding a new Key Issue on ProSe enabled UE security aspects





Source: Telecom Italia

Abstract: 

This pseudo-CR proposes to add a new Key Issue on ProSe enabled UE security aspects to the SA3 draft-TR on ProSe.

Discussion: 

Debate on what requirements to add. Should a requirement be left out because it is unlikely that SA3 will find a solution? ADRIAN COMMENT? Support for the view that not all security issues need to be addressed with solutions, but risk assessment need to be done before neglecting a security issue.

More focused on the actual paper, the first threat listed were questioned and in open discovery not be threat at all.

Key issue details were accepted for inclusion.

Security threats need further discussion.

Security requirements are not yet agreed for inclusion.

Partially approved for inclusion in the draft TR.

Decision: 

The document was approved.



S3-131135
Draft TR ProSe





Source: Rapporteur

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved.



S3-131136
Exception sheet DraftTS ProSe





Source: Rapporteur

Discussion: 

Email approval

Decision: 

The document was left for email approval and approved.



S3-131195
Updated WID for ProSE





Source: Rapporteur

Decision: 

The document was approved.



7.14
Security Aspects of Group Communication System Enablers for LTE

S3-131043
pCR GCSE skeleton





Source: NSN

Abstract: 

-

Discussion: 

Agreed as foundation for the draft TR.

Decision: 

The document was approved.



S3-131044
pCR GCSE references





Source: NSN

Abstract: 

-

Discussion: 

Agreed for inclusion in the draft TR.

Decision: 

The document was approved.



S3-131045
pCR GCSE Scope





Source: NSN

Abstract: 

-

Discussion: 

Agreed for inclusion in the draft TR.

Suggestion to weaken the statement on what will be included in Rel-12. Anja: not all the solutions are to be included in the normative work.

This TR will look at security from system perspective and define functional security requirements for all entities. It should be noted that not all will be covered in Rel.12.

Decision: 

The document was approved.



S3-131046
pCR GCSE introduction





Source: NSN

Abstract: 

-

Discussion: 

Agreed for inclusion in the draft TR.

Decision: 

The document was approved.



S3-131047
pCR GCSE architecture intro





Source: NSN

Abstract: 

-

Discussion: 

Agreed for inclusion in the draft TR.

Decision: 

The document was approved.



S3-130965
GCSE_LTE security architecture





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Merged into 1121.

Decision: 

The document was revised to S3-131121.



S3-131106
Comment on S3-130965-GCSE_LTE security architecture





Source: NSN

Abstract: 

-

Discussion: 

merged into 1121.

Decision: 

The document was revised to S3-131121.



S3-130966
Security requirements for GCSE_LTE





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-131120.



S3-131120
Merger of S3-130966 and S3-131052, GCSE Key issue – GC2 interface





Source: Huawei, HiSilicon, NSN

(Replaces S3-130966)

Abstract: 

Communication between GCSE AS and BM-SC needs to be secured.

Discussion: 

Merger of 0966 and 1052.

Decision: 

The document was approved.



S3-131052
pCR GCSE key issue - GC2 interface





Source: NSN

Abstract: 

-

Discussion: 

Merged into 1120

Decision: 

The document was revised to S3-131120.



S3-130994
GCSE_LTE: Key issue on performance and scalability





Source: Home Office (UK)

Abstract: 

Public safety usage of GCSE_LTE enabled group communications will require high levels of call setup performance, and potentially very large group sizes.  A key issue is proposed to highlight the relevance of this to the design of security mechanisms.

Discussion: 

Three bullets under 5X3 to be replaced by a reference to SA requirements.

With these modification, the proposal is agreed.

Decision: 

The document was approved.



S3-130995
GCSE_LTE: Key issue on unicast/multicast modes





Source: Home Office (UK)

Abstract: 

Group communications are likely to be delivered over a mix of unicast and multicast bearers.  A key issue is proposed to highlight the importance of a consistent set of security mechanisms across the two modes.

Discussion: 

Alex: interception might breach security for all members of a multicast community. The key mechanism need to allow security to be restored after lawful interception.

With modifications, the proposal is agreed for inclusion in the draft TR.

Decision: 

The document was approved.



S3-131038
GCSE: Key issue- Decision point for using PtP and/or PtM





Source: China Unicom, Ericsson

Abstract: 

-

Discussion: 

Separate authentication and privacy issues. Some editorial modifications too. Clarify bullets are copied text. Agreed for inclusion into the draft TR.

Decision: 

The document was approved.



S3-131039
GCSE: Key issue- Enhanced Security in Critical Scenarios





Source: China Unicom, Ericsson

Abstract: 

-

Discussion: 

X3 requirements to be replaced with "ffs" in some form. Title of section to be changed. Suggestion to clarify transmitting group members. Consensus that integrity is essential.

Decision: 

The document was approved.



S3-130996
GCSE_LTE: Key issue on calling party authentication





Source: Home Office (UK)

Abstract: 

There is a need in some forms of GCSE-based communication to be able to identify the transmitting party.  A key issue is proposed to highlight this.

Decision: 

The document was revised to S3-131131.



S3-131131
GCSE_LTE: Key issue on calling party authentication





Source: Home Office (UK)

(Replaces S3-130996)

Abstract: 

There is a need in some forms of GCSE-based communication to be able to identify the transmitting party.  A key issue is proposed to highlight this.

Discussion: 

No further comments.

Decision: 

The document was approved.



S3-131049
pCR GSCE key issue - compromised UE





Source: NSN

Abstract: 

-

Discussion: 

List of threats to be added to the draft TR. Tiny modifications agreed. Much longer debate about the type of threats to include in the list.

Decision: 

The document was revised to S3-131132.



S3-131132
pCR GSCE key issue - compromised UE





Source: NSN

(Replaces S3-131049)

Abstract: 

A Public Safety UE is illegitimately used. Threats are listed for this key issue.

Discussion: 

No further comments.

Decision: 

The document was approved.



S3-131051
pCR GCSE key issue - securing keys in UE





Source: NSN

Abstract: 

-

Discussion: 

Copied text from old specs appear a bit outdated. It was clarified that the references to MBMS serve to highlight existing security solutions which might be updated/reused. Agreed for inclusion in the draft TR.

Decision: 

The document was approved.



S3-131053
pCR GCSE key issue - join and leave





Source: NSN

Abstract: 

-

Discussion: 

Merged into S3-131119

Decision: 

The document was revised to S3-131119.



S3-130934
GCSE: Key issues for public safety usage





Source: Home Office (UK)

Abstract: 

Aspects of the Stage 1 requirements for GCSE_LTE relevant to security for public safety issues are highlighted as key issues for SA3 to consider.

Discussion: 

Includes 1053.

Decision: 

The document was revised to S3-131119.



S3-131119
GCSE_LTE: Key issue on adding/removing group members





Source: Home Office (UK)

(Replaces S3-130934)

Discussion: 

Merger of 0934 and 1053.

Agreed for inclusion in draft TR.

Decision: 

The document was approved.



S3-130993
GCSE_LTE: Key issue on interaction with ProSe security





Source: Home Office (UK)

Abstract: 

Public safety users of GCSE-enabled Group Communications are likely to also be using ProSe Group Communications.  A key issue is proposed to highlight the importance of considering this interaction in the design of security mechanisms.

Discussion: 

Colin: does this accommodate use of same key, a master? That might require enhancements; foreseen for revision at next meeting.

Approved for inclusion in the draft TR.

Decision: 

The document was approved.



S3-131050
pCR GCSE key issue - MBMS security





Source: NSN

Abstract: 

Abstract of the contribution: 

It needs to be analysed whether GCSE risks can be addressed by the mechanisms of MBMS security or whether additional mechanisms are needed.

Discussion: 

Clarification that this is for SA3 to check the level of security for applying mitigation.

Approved for inclusion in draft TR.

Decision: 

The document was approved.



S3-131023
GCSE discussion paper on the way forward for eMBMS security





Source: Intel

Abstract: 

Regarding a way forward with eMBMS security for GCSE_LTE three possible options have been indentified.

Discussion: 

Regarding a way forward with eMBMS security for GCSE_LTE we indentified three possible options:

1.  Do nothing at eMBMS level, since all confidentiality and integrity protection could be provided at the application layer (e.g. via SRTP).

2.  Use eMBMS security as defined in 33.246 (GBA + MSK distribution via HTTP/MIKEY).

3.  Use a subset of 33.246 (GBA for bootstrapping of MUK), plus MSK distribution via GC1. This is the current approach in OMA PoC.

GC2 is impacted only in the latter case.

Further analysis required. Subject partly beyond  the scope of Rel-12. Comment that unless this is done in Rel-12, it will be done by other organisation before 3GPP turns out Rel-13. Outgoing LS shall await further analysis.

Decision: 

The document was noted.



S3-131129
TR System Enablers for LTE





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-131130
Exception sheet for GCSE_LTE





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



7.15
Other areas

S3-130949
LS on DASH Authentication





Source: S4-130867

Abstract: 

-

Decision: 

The document was replied to in S3-131187.



S3-130987
[DRAFT] Reply LS on DASH Authentication





Source: Intel, Huawei

Abstract: 

-

Discussion: 

Numerous comments. Offline drafting required.

Decision: 

The document was revised to S3-131187.



S3-131187
Reply LS on DASH Authentication





Source: Intel, Huawei

(Replaces S3-130987)

Discussion: 

No further comments.

Decision: 

The document was approved.



S3-130947
Wi-Fi Roaming Task Force Signalling Optimisation (forwarded by SA2)





Source: GSMA Wi-Fi Roaming Task Force

Abstract: 

The Task Force concluded that one approach to control WLAN authentication signalling is for the operator to be able to set the aggressiveness of the authentication/association attempts of the UE to operator controlled AP/networks or AP/networks of roaming partners with operator policies e.g. provisioned from an ANDSF server. The task force further recognised the need for operators to be able to control WLAN authentication signalling more dynamically (depending on the WLAN signalling load situation) and for specific areas generating WLAN signalling load (e.g. signalling ‘hotspots’).

Discussion: 

It was pointed out that only issue 2 and 3 in this documents appear to be in the scope of SA3 work.

Decision: 

The document was noted.



S3-130953
LS Announcing TUAK, an alternative to Milenage





Source: SAGE (13) 08

Abstract: 

-

Discussion: 

A SAGE developed new 3G authentication and key agreement algorithm has been completed.  This new algorithm can be used by any operator, but is aimed particularly at the embedded UICC, where it may be sensible to have two strong algorithms installed on the platform and available for selection by subsequently loaded USIM applications.  This provides choice to operators; it also provides resilience against future cryptanalysis of either algorithm.

At the end of the handling of the TUAK documents, TeliaSonera commented that no design rationale had been provided by ETSI SAGE this time and that this felt somewhat unsatisfactory. NSN agreed that an Evaluation Report (or similar) would have been good to have available, also for the public. Vodafone replied that this request will asap be brought to ETSI SAGE chair attention

Decision: 

The document was noted.



S3-130954
LS on Full specification set for TUAK, an alternative to Milenage





Source: SAGE (13) 09

Abstract: 

-

Discussion: 

For information.

Decision: 

The document was noted.



S3-130958
Work Item proposal: 3G Security: Specification of the TUAK algorithm set





Source: AT&T, BlackBerry, China Mobile, Ericsson, Deutsche Telekom, Morpho Cards, NTT DOCOMO, Orange, Vodafone

Abstract: 

-

Discussion: 

Revised to include changes proposed in 1103 and offline comments.

Decision: 

The document was revised to S3-131182.



S3-131182
Work Item proposal: 3G Security: Specification of the TUAK algorithm set





Source: AT&T, BlackBerry, China Mobile, Ericsson, Deutsche Telekom, Morpho Cards, NTT DOCOMO, Orange, Vodafone

(Replaces S3-130958)

Decision: 

The document was approved.



S3-131066
DRAFT TS: Specification of the TUAK Algorithm Set Document 1: Algorithm Specification





Source: Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-131139.



S3-131139
DRAFT TS: Specification of the TUAK Algorithm Set Document 1: Algorithm Specification





Source: Vodafone

(Replaces S3-131066)

Abstract: 

The enclosed document 35.xxx is a first draft TS that copies of the Document 1 Algorithm Specification of the ETSI SAGE technical specification of the TUAK Algorithm Set into the 3GPP Technical Specification Template.

Discussion: 

Improved Note 1 text proposed and accepted). Concern that method for switching between multiple security mechanisms will need to be defined, likely left proprietary.

Decision: 

The document was revised to S3-131196.



S3-131196
DRAFT TS: Specification of the TUAK Algorithm Set Document 1: Algorithm Specification





Source: Vodafone

(Replaces S3-131139)

Discussion: 

Agreed as basis for further work.

Decision: 

The document was revised to S3-131203.



S3-131203
DRAFT TS: Specification of the TUAK Algorithm Set Document 1: Algorithm Specification





Source: Vodafone

(Replaces S3-131196)

Discussion: 

revised to include changes agreed during the email approval

Decision: 

The document was left for email approval and approved.



S3-131067
DRAFT TS: Specification of the TUAK Algorithm Set, Document 2: Implementers Test Data





Source: Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-131140.



S3-131140
DRAFT TS: Specification of the TUAK Algorithm Set, Document 2: Implementers Test Data





Source: Vodafone

(Replaces S3-131067)

Decision: 

The document was revised to S3-131197.



S3-131197
DRAFT TS: Specification of the TUAK Algorithm Set, Document 2: Implementers Test Data





Source: Vodafone

(Replaces S3-131140)

Discussion: 

Agreed as basis for further work.

Decision: 

The document was agreed.



S3-131068
DRAFT TS: Specification of the TUAK Algorithm Set, Document 3: Design Conformance Test Data





Source: Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-131141.



S3-131141
DRAFT TS: Specification of the TUAK Algorithm Set, Document 3: Design Conformance Test Data





Source: Vodafone

(Replaces S3-131068)

Decision: 

The document was revised to S3-131198.



S3-131198
DRAFT TS: Specification of the TUAK Algorithm Set, Document 3: Design Conformance Test Data





Source: Vodafone

(Replaces S3-131141)

Discussion: 

Agreed as basis for further work.

Decision: 

The document was agreed.



S3-130941
LS/o on draft Recommendation ITU-T X.sap-8, Efficient multi-factor authentication mechanisms using mobile devices [to ISO/IEC JTC1 SC27/WG2 and 3GPP SA3]





Source: ITU-T Study Group 17

Abstract: 

-

Discussion: 

BT noted that some comments sent to them a year ago has not been taken into account (a.o. virtual SIM card).

Does not seem to refer sufficiently to existing SA3 work.

Decision: 

The document was noted.



S3-131103
Comments on S3-130958, Work Item proposal: 3G Security: Specification of the TUAK algorithm set





Source: Nokia, NSN

Abstract: 

-

Discussion: 

Justification section of the WID made more detailed. Additional rephrasing proposed. Add ISIM.

Decision: 

The document was noted.



S3-131104
Comments on S3-131066 (attachment), TUAK algorithm set, Document 1: Algorithm Specification





Source: Nokia, NSN

Abstract: 

-

Discussion: 

Taken into account in the new version.

Decision: 

The document was noted.



S3-131186
Exception sheet for TS: Specification of the TUAK





Source: SA3

Discussion: 

Email approval

Decision: 

The document was left for email approval and approved.



8
Studies

8.1 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-130939
PCR to 33.895 - Sections 3 and  8.3.X





TR 33.895 v..





Source: Interdigital

Abstract: 

This PCR proposes additional definitions in Section 3 as well as a new text in Section 8.3.X with considerations on multi-factor and multi-step authentication

Discussion: 

Email approval.

Decision: 

The document was revised to S3-131205.



S3-131205
PCR to 33.895 - Sections 3 and  8.3.X





TR 33.895 v..





Source: Interdigital

(Replaces S3-130939)

Decision: 

The document was approved.



S3-130937
PCR to 33.895: Section 8.4.2.2  generalization of local authentication





TR 33.895 v..





Source: Interdigital

Abstract: 

This PCR proposes modifications in Section 8.4.2.2  to allow generalized local user authentication and authorization

Discussion: 

Left for Email approval.

Decision: 

The document was revised to S3-131204.



S3-131204
PCR to 33.895: Section 8.4.2.2  generalization of local authentication





TR 33.895 v..





Source: Interdigital

(Replaces S3-130937)

Decision: 

The document was approved.



S3-131031
pCR TR 33.895: Terminology correction





Source: Ericsson

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved.



S3-131082
pCR TR33.895: GBA_U with user consent





3GPP TR 33.895 v..





Source: Gemalto, Ericsson, Morpho Cards

Abstract: 

pCR to TR 33.895: GBA_U with user consent

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved



S3-131200
Draft TR SSO study





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.2 
Security Study on Spoofed Call Detection and Prevention

S3-131109
Information of spoof call in real networks





Source: China Mobile

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and noted.



S3-131110
Conclusion of FS_SPOOF





Source: China Mobile

Abstract: 

-

Discussion: 

Revised following offline discussion.

Decision: 

The document was revised to S3-131149.



S3-131149
Conclusion of FS_SPOOF





Source: China Mobile

(Replaces S3-131110)

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved.



S3-131111
Information of spoof call in real networks





Source: China Mobile

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and noted.



S3-131201
Draft TR spoofed call study





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.3 
Study Item on Security Assurance Methodology for 3GPP Network Elements

S3-131048
LS on Security Assurance Methodology for 3GPP Network Products





Source: GSMA Security Group

Abstract: 

-

Discussion: 

SG would like to inform SA3 of the creation of a new subgroup called NESAG (Network Equipment Security Assurance Group) with the intention of contributing to the standardisation effort led by SA3 on the security assurance work (SECAM), particularly on the administrative framework and Accreditation Body aspects. SG proposes that NESAG defines the administrative framework to implement in practice the SECAM methodology chosen by SA3 in TR33.805 v1.2.1.

SG proposes that the administrative framework should study the following aspects:

•
administrative structure and organisation

•
accreditation process including scheduling, criteria and associated acceptable evidences to obtain accreditation (for development process and for testing labs)

•
selection of partners and running of trials 

•
dispute resolution process

•
funding, operational capabilities and resources to maintain the related documentation 

NESAG will be open to both GSMA and 3GPP members. 3GPP members who are not members of the GSMA will be accepted but strongly encouraged to become GSMA members. NESAG will follow the GSMA working group rules: it will have an interim chair and elections will be organised to choose a chair.

Decision: 

The document was noted.



S3-130983
[SECAM] Discussion on pilot node selection





Source: China Mobile, BT Group,TeliaSonera,Orange, Telecom Italia, China Unicom

Abstract: 

-

Discussion: 

It is understood from discussion that most companies favour to look at the MME pro’s arguments - that speak for working on the MME as SECAM pilot.

The SA3 decided to take MME as the SECAM pilot.

Decision: 

The document was noted.



S3-130918
[SECAM] Normative WID for SECAM





Source: Orange, NTT DOCOMO, Deutsche Telekom, Telecom Italia, BT, China Mobile, China Unicom, TeliaSonera, Vodafone, NSN, Juniper Networks, NEC, Huawei, Ericsson

Abstract: 

-

Discussion: 

Revised before presentation.

Decision: 

The document was revised to S3-130961.



S3-131161
[SECAM] Normative WID for SECAM





Source: Orange, NTT DOCOMO, Deutsche Telekom, Telecom Italia, BT, China Mobile, China Unicom, TeliaSonera, Vodafone, NSN, Juniper Networks, NEC, Huawei, Ericsson

(Replaces S3-130918)

Discussion: 

Change of "will" to "can" in added text regarding potential regulatory requirements.

Decision: 

The document was approved.



S3-131070
First outline version of 900 series TR describing the general SECAM scheme





Source: NSN, Orange

Abstract: 

-

Discussion: 

Revised before presentation.

Decision: 

The document was revised to S3-131162.



S3-131162
First outline version of 900 series TR describing the general SECAM scheme





Source: NSN, Orange

(Replaces S3-131070)

Discussion: 

Approved as baseline for further work.

Decision: 

The document was approved.



S3-130926
[SECAM] LS to GSMA SG





Source: Orange

Abstract: 

-

Discussion: 

Revised before presentation.

Decision: 

The document was revised to S3-131163.



S3-131163
[SECAM] LS to GSMA SG





Source: Orange

(Replaces S3-130926)

Discussion: 

No further comments.

Decision: 

The document was approved.



S3-130923
[SECAM] Conclusion section - editorials





Source: Orange, NSN, Telecom Italia

Abstract: 

-

Discussion: 

Approved for inclusion in draft TR.

Decision: 

The document was approved.



S3-130922
[SECAM] Conclusion section - comparison table M2/CC





Source: Orange, NSN, Telecom Italia

Abstract: 

-

Discussion: 

Merged into 1164

Decision: 

The document was revised to S3-131164.



S3-131164
[SECAM] Conclusion section - comparison table M2/CC





Source: Orange, NSN, Telecom Italia, Huawei, Hisilicon, China Mobile

(Replaces S3-130922)

Discussion: 

Merger of 922, 1021 and 1100.

Approved for inclusion in draft TR.

Decision: 

The document was approved.



S3-131021
comments on S3-130922





Source: Huawei, Hisilicon

Abstract: 

-

Discussion: 

Merged into 1164

Decision: 

The document was revised to S3-131164.



S3-131100
comments on S3-130922





Source: China Mobile

Abstract: 

-

Discussion: 

Merged into 1164

Decision: 

The document was revised to S3-131164.



S3-130924
[SECAM] TOE/TSF section - clarifications





Source: Orange

Abstract: 

-

Discussion: 

Debate on need for and proposals for new definitions.

Approved with modification.

Decision: 

The document was approved with modifications.



S3-131014
[SECAM] Accreditation Validity





Source: China Mobile

Abstract: 

-

Discussion: 

No comments.

Decision: 

The document was approved.



S3-131016
[SECAM] Information needed to execute the required tests for the Basic Vulnerability Testing





Source: China Mobile,Orange,NSN

Abstract: 

-

Discussion: 

Merged into 1165

Decision: 

The document was revised to S3-131165.



S3-131165
[SECAM] Information needed to execute the required tests for the Basic Vulnerability Testing





Source: China Mobile,Orange,NSN

(Replaces S3-131016)

Discussion: 

Merger of 1016 and 1101.

Decision: 

The document was approved.



S3-131101
[SECAM] Comments on S3-13016





Source: China Mobile, Orange, NSN

Abstract: 

-

Discussion: 

Merged into 1165

Decision: 

The document was revised to S3-131165.



S3-131032
clarification on mandatory requirements





Source: Huawei, Hisilicon, China Unicom

Abstract: 

This contribution propose to clarify the meaning of the “mandatory” requirements. The mandatory requirements don’t mean the network product has to fulfil the requirements and pass the test. they just mean the requirements have to be tested. They are different with the “conditional” requirements which are just needed to be tested under certain conditions. so we add the “for testing” after the mandatory and conditional requirements phrase to express it more clear.

Discussion: 

Approved with modification

Decision: 

The document was approved.



S3-131015
[SECAM] New security requirements





Source: China Mobile

Abstract: 

-

Discussion: 

Approved with modification for inclusion in new TR

Decision: 

The document was approved.



S3-131113
SECAM practice in China Mobile





Source: China Mobile

Abstract: 

This contribution introduces China Mobile’s methodology in security assurance. The assessment path and some analysis are provided according to real network practice.

Discussion: 

For information only.

Decision: 

The document was noted.



S3-130925
[SECAM] coversheet for presentation of TR 33.805 to SA





Source: Orange, Telecom Italia

Abstract: 

-

Discussion: 

Revised due to editorials.

Decision: 

The document was approved.



S3-131178
[SECAM] coversheet for presentation of TR 33.805 to SA





Source: Orange, Telecom Italia

(Replaces S3-130925)

Discussion: 

No further comments.

Decision: 

The document was approved.



S3-130914
Accreditation Validity





Source: delegate

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130915
New security requirements





Source: delegate

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130916
New security requirements





Source: delegate

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130917
Information needed to execute the required tests for the Basic Vulnerability Testing





Source: delegate

Abstract: 

-

Decision: 

The document was withdrawn.



S3-130988
clarification on mandatory requirements





Source: Huawei, Hisilicon, China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-131097
comments on S3-130922





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-131166
Outcome of evening session.





Source: Rapperteur

Discussion: 

It was requested to have minuted this text:

“In the SECAM normative WID, SA3 will start with a 9xx series TR for the third output document “Security Assurance scheme for 3GPP Network Products”. This document might be upgraded to a TS as needed if the use of normative language becomes necessary”

Decision: 

The document was noted.



S3-131167
Development requirements





Source: Orange

Discussion: 

Approved for inclusion in the draft TR.

Decision: 

The document was approved.



S3-131168
Draft TR on SECAM





Source: Rapporteur

Discussion: 

Presented for approval as draft.

Decision: 

The document was approved.



8.4 
Study on Subscriber Privacy Impact in 3GPP

S3-131033
Skeleton of SPI TR





Source: China Unicom

Abstract: 

-

Discussion: 

Left for email approval.

Decision: 

The document was revised to S3-131211.



S3-131211
Skeleton of SPI TR





Source: China Unicom

(Replaces S3-131033)

Discussion: 

Merge of 1033 and 992

Decision: 

The document was approved.



S3-130991
Structure of a Privacy Report





Source: Nokia Corporation, NSN

Abstract: 

-

Discussion: 

This is a discussion paper motivating 992. 992 was then merged with 1033 into S3-131211
Decision: 

The document was left for email approval and noted.



S3-130992
Draft Skeleton for TR on Study on Subscriber Privacy Impact in 3GPP





Source: Nokia Corporation, NSN

Abstract: 

-

Discussion: 

Left for email approval.

Decision: 

The document was revised to S3-131211.



S3-131036
Reference for SPI





Source: China Unicom

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved.



S3-131040
Scope of SPI TR





Source: China Unicom, Ericsson

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved.



S3-131003
Privacy study purpose





Source: Ericsson, China Unicom

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and revised.
S3-131212
Privacy study purpose





Source: Ericsson, China Unicom

(Replaces S3-131003)

Discussion: 

Email approval.

Decision: 

The document was approved.

S3-130977
PII Privacy





Source: Huawei, HiSilicon,CATR

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved



S3-130978
User and UE Identity Privacy





Source: Huawei, HiSilicon,CATR, China Unicom

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved.



S3-131002
Inclusion of the OECD privacy principles





Source: Ericsson, China Unicom

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and approved.



S3-131037
Key issue- Privacy vs. System Functionality and Availability





Source: China Unicom

Abstract: 

-

Discussion: 

Email approval.

Decision: 

The document was left for email approval and noted
S3-131035
Scope of SPI TR





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-131202
Draft TR on privacy (study)





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.5
Other Study Areas

10
Elections

Chairman's election:

Dr. Anand PRASAD, NEC Corporation, TTC, 44 votes, 70,97%

Mr. Marcus WONG, HUAWEI TECHNOLOGIES Co. Ltd., 18 votes, 29,03%

Following presentation of this result, Mr. Marcus Wong withdrew his candidature so Anand Prasad became elected Chairman of TSG SA WG3

1st vice chair 

Mrs Judy ZHU, China Mobile Com. Corporation, CCSA, 25 votes, 41,4%

Dr. Alf ZUGENMAIER, NTT DOCOMO INC. ARIB, 34 votes, 58,6%.

Following presentation of this result, Mrs Judy ZHU withdraw her candidature, leaving Dr. Alf ZUGENMAIER as elected vice chairman of TSG SA WG3.

2nd vice chair
Mrs Judy ZHU, China Mobile Com. Corporation, CCSA, 36 votes, 62,1% 

Mrs Mireille PAULIAC, Gemalto N.V., ETSI, 22 votes, 37,9%

A second voting round for 2nd vice chair was required, with this outcome:

Mrs Judy ZHU, China Mobile Com. Corporation, CCSA, 35 votes, 59,3% 

Mrs Mireille PAULIAC, Gemalto N.V., ETSI, 24 votes, 40,7%

Therefore Ms. Judy Zhu was elected for the second vice chair position in SA3.

Following presentation of this result, Alex Leadbeater from BT asked for it to be minuted that the principles for regional balancing of 3GPP officials set out in article 22 of the 3GPP Working Procedures had not been respected with this election at SA3-73.

11
Review and Update of Work Plan 

Exception sheets for:

- WebRTC

- ProSe

- WLAN-NS
- GCSE

- TUAK
- MTC

S3-130904
SA3 Work Plan





Source: ETSI Secretariat

Abstract: 

-

Discussion: 

Presented for information.

Decision: 

The document was noted.



12
Future Meeting Dates and Venues

A number of items was sent on email approval:

Deadlines for exception sheets and coversheets.

Deadline for first version: Wednesday nov 20, 

comments until friday nov 22 

Final version until nov 25. 

Draft TRs:

1st version until fri nov 22. 

comments until nov 29 

final version wed dec 04. 

3 studies plus MTC are on email approval start Monday 25 nov. end fri dec 06. 

result confirmation wed 11. 

Email approval of MTC SSO, spoofed call and privacy TR: from fri dec 13. until dec 18. final version out friday dec 20.

It was proposed to attempt to arrange an extra meeting in first half of 2014. It will be an adhoc with limited agenda.

3 day adhoc mon-wed western Europe (ETSI?) in week 14, 2014.

S3-130902
SA3 meeting calendar





Source: ETSI Secretariat

Abstract: 

-

Discussion: 

Presented for information.

Decision: 

The document was noted.



13
Any Other Business

Surprise thanks for leaving chairman and leaving delegate (Loic Benjamin from Orange).

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-130900
	Agenda
	WG Chairman
	approved
	-
	-

	S3-130901
	Report from last SA meeting
	WG Chairman
	noted
	-
	-

	S3-130902
	SA3 meeting calendar
	ETSI Secretariat
	noted
	-
	-

	S3-130903
	Report from last SA3 meeting
	ETSI Secretariat
	approved
	-
	-

	S3-130904
	SA3 Work Plan
	ETSI Secretariat
	noted
	-
	-

	S3-130905
	Proposed changes to the Definitions section for ProSe
	Telecom Italia, Orange
	approved
	-
	-

	S3-130906
	Adding General Requirements on ProSe Security, Authorization and Privacy
	Telecom Italia
	revised
	-
	S3-131194

	S3-130907
	Proposed changes to Clause 4
	Telecom Italia
	approved
	-
	-

	S3-130908
	Proposed changes on Key Issue #1
	Telecom Italia
	revised
	-
	S3-131145

	S3-130909
	Proposed changes on Key Issue #2
	Telecom Italia
	noted
	-
	-

	S3-130910
	Proposed change on Security requirements drawn for the Key Issue #3
	Telecom Italia
	approved
	-
	-

	S3-130911
	Adding a new Key Issue on Ensuring a trusted and reliable accounting
	Telecom Italia
	revised
	-
	S3-131153

	S3-130912
	Adding a new Key Issue on Enforcing proper behaviour for non-Public Safety ProSe UEs
	Telecom Italia
	noted
	-
	-

	S3-130913
	Adding a new Key Issue on ProSe enabled UE security aspects
	Telecom Italia
	approved
	-
	-

	S3-130914
	Accreditation Validity
	delegate
	withdrawn
	-
	-

	S3-130915
	New security requirements
	delegate
	withdrawn
	-
	-

	S3-130916
	New security requirements
	delegate
	withdrawn
	-
	-

	S3-130917
	Information needed to execute the required tests for the Basic Vulnerability Testing
	delegate
	withdrawn
	-
	-

	S3-130918
	[SECAM] Normative WID for SECAM
	Orange, NTT DOCOMO, Deutsche Telekom, Telecom Italia, BT, China Mobile, China Unicom, TeliaSonera, Vodafone, NSN, Juniper Networks, NEC, Huawei, Ericsson
	revised
	-
	S3-130961

	S3-130919
	CR to TR 33.980 Correction of reference
	Nokia Corporation, NSN
	revised
	-
	s3-131171

	S3-130920
	CR to TS 33.221 Correction of Reference
	Nokia Corporation, NSN
	revised
	-
	S3-131172

	S3-130921
	CR to TR 33.823 Update of W3C references
	Nokia Corporation, NSN
	agreed
	-
	-

	S3-130922
	[SECAM] Conclusion section - comparison table M2/CC
	Orange, NSN, Telecom Italia
	revised
	-
	S3-131164

	S3-130923
	[SECAM] Conclusion section - editorials
	Orange, NSN, Telecom Italia
	approved
	-
	-

	S3-130924
	[SECAM] TOE/TSF section - clarifications
	Orange
	approved
	-
	-

	S3-130925
	[SECAM] coversheet for presentation of TR 33.805 to SA
	Orange, Telecom Italia
	approved
	-
	-

	S3-130926
	[SECAM] LS to GSMA SG
	Orange
	revised
	-
	S3-131163

	S3-130927
	Incorrect reference for keep-alive mechanism
	Ericsson
	revised
	-
	S3-131098

	S3-130928
	Updated reference for secure fax
	Ericsson
	revised
	-
	S3-131099

	S3-130929
	Work Item proposal: 3G Security: Specification of the TUAK algorithm set
	BlackBerry, China Mobile, Ericsson, Deutsche Telekom, Morpho Cards, Orange, Vodafone
	withdrawn
	-
	-

	S3-130930
	Requirement of Network based filtering solution in SMS router
	ZTE Corporation, China Unicom
	noted
	-
	-

	S3-130931
	Correction to network based solution for filtering SMS-delivered device trigger messages
	ZTE Corporation, China Unicom
	noted
	-
	-

	S3-130932
	Restrictions on signature length in PWS security
	Ericsson, Nokia Corporation, NSN
	noted
	-
	-

	S3-130933
	ProSe: Key issues on Group Communications
	Home Office (UK)
	revised
	-
	S3-131137

	S3-130934
	GCSE: Key issues for public safety usage
	Home Office (UK)
	revised
	-
	S3-131119

	S3-130935
	LS on TLS protocol profile for eMediasec
	C4-131868
	noted
	-
	-

	S3-130936
	TCG progress report in the areas of TMS and MPWG
	Interdigital
	approved
	-
	-

	S3-130937
	PCR to 33.895: Section 8.4.2.2  generalization of local authentication
	Interdigital
	revised
	-
	S3-131204

	S3-130938
	LS on SIP/SDP Usage for TCP/TLS session establishment
	C4-131508
	noted
	-
	-

	S3-130939
	PCR to 33.895 - Sections 3 and  8.3.X
	Interdigital
	revised
	-
	S3-131205

	S3-130940
	LS on new work item on 'IMS support for RTP / RTCP transport multiplexing
	C4-131546
	replied to
	-
	S3-131133

	S3-130941
	LS/o on draft Recommendation ITU-T X.sap-8, Efficient multi-factor authentication mechanisms using mobile devices [to ISO/IEC JTC1 SC27/WG2 and 3GPP SA3]
	ITU-T Study Group 17
	noted
	-
	-

	S3-130942
	LS on interactions of oneM2M with Underlying Networks
	OneM2M
	noted
	-
	-

	S3-130943
	LS on security aspects of protocol architectures for small cell enhancements
	R2-133018
	noted
	-
	-

	S3-130944
	Reply LS on security aspects of protocol architectures for small cell enhancements
	R2-133650
	noted
	-
	-

	S3-130945
	Reply LS on security aspects of protocol architectures for small cell enhancements
	R3-131919
	noted
	-
	-

	S3-130946
	Answer LS to oneM2M on interactions of oneM2M with Underlying Networks
	S1-134175
	noted
	-
	-

	S3-130947
	Wi-Fi Roaming Task Force Signalling Optimisation (forwarded by SA2)
	GSMA Wi-Fi Roaming Task Force
	noted
	-
	-

	S3-130948
	Reply LS to CT WG4 LS on new work item on 'IMS support for RTP / RTCP transport multiplexing
	S2-133825
	noted
	-
	-

	S3-130949
	LS on DASH Authentication
	S4-130867
	replied to
	-
	-

	S3-130950
	LS to SA3 on security aspects of CMPv2 protocol used for certificate enrolment procedures in MvPnP
	S5-131458
	noted
	-
	-

	S3-130951
	Addition of TLS profile for eMediaSec
	Alcatel-Lucent
	revised
	-
	S3-131102

	S3-130952
	LS to SA3 on necessary information for certificate enrolment procedures in MvPnP
	S5-131789
	replied-to
	-
	-

	S3-130953
	LS Announcing TUAK, an alternative to Milenage
	SAGE (13) 08
	noted
	-
	-

	S3-130954
	LS on Full specification set for TUAK, an alternative to Milenage
	SAGE (13) 09
	noted
	-
	-

	S3-130955
	LS on Group Communication Security in LTE
	ETSI TC TCCE
	replied to
	-
	-

	S3-130956
	Proposed Reply LS on security aspects of protocol architectures for small cell enhancements
	Alcatel-Lucent
	noted
	-
	-

	S3-130957
	Discussion on security aspects of protocol architectures for small cell enhancements
	Alcatel-Lucent
	noted
	-
	-

	S3-130958
	Work Item proposal: 3G Security: Specification of the TUAK algorithm set
	AT&T, BlackBerry, China Mobile, Ericsson, Deutsche Telekom, Morpho Cards, NTT DOCOMO, Orange, Vodafone
	revised
	-
	S3-131182

	S3-130959
	pCR: Conclusion section of TR 33.869
	BlackBerry, BT, Huawei, Vodafone
	noted
	-
	-

	S3-130960
	pCR to TR 33.cde: [Study on security issues to support Proximity Services]
	Alcatel-Lucent
	revised
	-
	S3-131145

	S3-130961
	pCR to TR 33.cde Sec.6.3.4.3.2
	Alcatel-Lucent
	approved
	-
	-

	S3-130962
	Security for UE Power Consumption Optimisation (UEPCOP)
	Huawei, HiSilicon
	noted
	-
	-

	S3-130963
	Solving EN for terminology used to identify keys
	Huawei, HiSilicon
	approved
	-
	-

	S3-130964
	Corrections on NAS based solution
	Huawei, HiSilicon
	approved
	-
	-

	S3-130965
	GCSE_LTE security architecture
	Huawei, HiSilicon
	revised
	-
	S3-131121

	S3-130966
	Security requirements for GCSE_LTE
	Huawei, HiSilicon
	revised
	-
	S3-131120

	S3-130967
	Device trigger over T5 interface
	Huawei, HiSilicon
	noted
	-
	-

	S3-130968
	Deletion of editor notes
	Huawei, HiSilicon
	revised
	-
	S3-131209

	S3-130969
	Detail the description of partly ciphering SDT solution
	Huawei, HiSilicon
	revised
	-
	S3-131206

	S3-130970
	Considerations on the MTC-IWF based SDT security solution
	Huawei, HiSilicon
	revised
	-
	S3-131207

	S3-130971
	draft Response LS on security aspects of protocol architectures for small cell enhancements
	Huawei, HiSilicon
	noted
	-
	-

	S3-130972
	key issue for ProSe communications in Group Owner mode
	Huawei, HiSilicon
	revised
	-
	S3-131138

	S3-130973
	Security for PrSe UE communication in group owner mode
	Huawei, HiSilicon
	revised
	-
	S3-131143

	S3-130974
	Security for ProSe communication through UE-to-Network relay with network authorization
	Huawei, HiSilicon
	revised
	-
	S3-131147

	S3-130975
	Correction and Deletion of the Editor notes
	Huawei, HiSilicon
	approved
	-
	-

	S3-130976
	Details of solution 2 supporting security parameters of selection policies
	Huawei, HiSilicon
	approved
	-
	-

	S3-130977
	PII Privacy
	Huawei, HiSilicon,CATR
	approved
	-
	-

	S3-130978
	User and UE Identity Privacy
	Huawei, HiSilicon,CATR, China Unicom
	approved
	-
	-

	S3-130979
	Discussion: Work plan and prioritization for the WebRTC security work
	Ericsson
	noted
	-
	-

	S3-130980
	Update of WebRTC WID
	Ericsson
	approved
	-
	-

	S3-130981
	(Draft) LS on WebRTC Security Responsibility
	Ericsson
	revised
	-
	S3-131193

	S3-130982
	WebRTC TR 33.abc skeleton
	Ericsson
	revised
	-
	S3-131192

	S3-130983
	[SECAM] Discussion on pilot node selection
	China Mobile, BT Group,TeliaSonera,Orange, Telecom Italia, China Unicom
	noted
	-
	-

	S3-130984
	[ProSe]Security analysis for registration in Network based ProSe discovery
	China Mobile, Intel
	approved
	-
	-

	S3-130985
	Evaluation on Security of Small Data Transmission
	China Mobile
	revised
	-
	S3-131208

	S3-130986
	Working way and evaluation on restricting the USIM to specific MEs/MTC Devices
	China Mobile, TeliaSonera
	noted
	-
	-

	S3-130987
	[DRAFT] Reply LS on DASH Authentication
	Intel, Huawei
	revised
	-
	S3-131187

	S3-130988
	clarification on mandatory requirements
	Huawei, Hisilicon, China Unicom
	withdrawn
	-
	-

	S3-130989
	Discussion on Security Aspects of SCE UP Architecture
	Samsung
	noted
	-
	-

	S3-130990
	Discussion on Reply LS on Security Aspects of Protocol Architectures for SCE
	Samsung
	noted
	-
	-

	S3-130991
	Structure of a Privacy Report
	Nokia Corporation, NSN
	noted
	-
	-

	S3-130992
	Draft Skeleton for TR on Study on Subscriber Privacy Impact in 3GPP
	Nokia Corporation, NSN
	revised
	-
	S3-131211

	S3-130993
	GCSE_LTE: Key issue on interaction with ProSe security
	Home Office (UK)
	approved
	-
	-

	S3-130994
	GCSE_LTE: Key issue on performance and scalability
	Home Office (UK)
	approved
	-
	-

	S3-130995
	GCSE_LTE: Key issue on unicast/multicast modes
	Home Office (UK)
	approved
	-
	-

	S3-130996
	GCSE_LTE: Key issue on calling party authentication
	Home Office (UK)
	revised
	-
	S3-131131

	S3-130997
	MTC-IWF based solution editors notes
	NEC Corporation
	revised
	-
	S3-131210

	S3-130998
	MTC device triggering editors notes in solution 6
	NEC Corporation
	approved
	-
	-

	S3-130999
	Security in ProSe Discovery
	NEC Corporation
	approved
	-
	-

	S3-131000
	Small cell enhancements security aspects
	NEC Corporation
	withdrawn
	-
	-

	S3-131001
	Draft reply LS on security aspects of protocol architectures for small cell enhancements
	NEC Corporation
	noted
	-
	-

	S3-131002
	Inclusion of the OECD privacy principles
	Ericsson, China Unicom
	approved
	-
	-

	S3-131003
	Privacy study purpose
	Ericsson, China Unicom
	revised
	-
	S3-131212

	S3-131004
	Deployment option for CA/RA
	Ericsson
	noted
	-
	-

	S3-131005
	Draft LS reply security aspects of CMPv2 protocol used for certificate enrolment procedures in MvPnP
	Ericsson
	revised
	-
	S3-131116

	S3-131006
	Security analysis of small cell split PDCP architectures
	Ericsson
	noted
	-
	-

	S3-131007
	Draft LS reply on small cell split PDCP architectures
	Ericsson
	noted
	-
	-

	S3-131008
	Using IMS e2e solutions for direct one-to-one communications
	CESG (UK)
	approved
	-
	-

	S3-131009
	A security context for direct one-to-one communications
	CESG (UK)
	noted
	-
	-

	S3-131010
	IDENTITY Solution for Public Safety ProSe
	CESG (UK)
	noted
	-
	-

	S3-131011
	IDENTITY Solution for ProSe one-to-one communications
	CESG (UK)
	approved
	-
	-

	S3-131012
	ProSe security using a combination of LTE security and an overlay
	Ericsson
	revised
	-
	S3-131134

	S3-131013
	pCR to TR 33.abc: [Study on Security for WebRTC IMS Client access to IMS]
	Alcatel-Lucent
	revised
	-
	S3-131123

	S3-131014
	[SECAM] Accreditation Validity
	China Mobile
	approved
	-
	-

	S3-131015
	[SECAM] New security requirements
	China Mobile
	approved
	-
	-

	S3-131016
	[SECAM] Information needed to execute the required tests for the Basic Vulnerability Testing
	China Mobile,Orange,NSN
	revised
	-
	S3-131165

	S3-131017
	Small cell enhancements security aspects
	NEC Corporation
	noted
	-
	-

	S3-131018
	Correction of a typo
	Nokia Corporation, NSN, NEC Corporation
	agreed
	-
	-

	S3-131019
	Proposed the solution of media over TCP based on ICE  for TR 33.830
	participant
	withdrawn
	-
	-

	S3-131020
	pCR on the evaluation of MTC Secure Connection solutions
	Nokia Corporation, NSN
	noted
	-
	-

	S3-131021
	comments on S3-130922
	Huawei, Hisilicon
	revised
	-
	S3-131164

	S3-131022
	pCR: Clarifications on Implicit Certificate approach
	BlackBerry UK Ltd.
	approved
	-
	-

	S3-131023
	GCSE discussion paper on the way forward for eMBMS security
	Intel
	noted
	-
	-

	S3-131024
	Proposed the solution of media over TCP based on ICE for TR 33.830
	Huawei, Hisilicon
	withdrawn
	-
	-

	S3-131025
	Solution for PWS TS
	Blackberry,Huawei, HiSilicon,Vodafone
	noted
	-
	-

	S3-131026
	pCR 33.abc Overview
	Ericsson
	revised
	-
	S3-131122

	S3-131027
	pCR 33.abc Authentication of WebRTC client re-using existing IMS authentication mechanisms
	Ericsson
	revised
	-
	S3-131123

	S3-131028
	pCR 33.abc Authentication of WebRTC client using web credentials
	Ericsson
	revised
	-
	S3-131123

	S3-131029
	pCR 33.abc Use of DTLS-SRTP for SRTP key management
	Ericsson
	revised
	-
	S3-131124

	S3-131030
	[ProSe] Additional ProSe key issue
	Intel
	revised
	-
	S3-131150

	S3-131031
	pCR TR 33.895: Terminology correction
	Ericsson
	approved
	-
	-

	S3-131032
	clarification on mandatory requirements
	Huawei, Hisilicon, China Unicom
	approved
	-
	-

	S3-131033
	Skeleton of SPI TR
	China Unicom
	revised
	-
	S3-131211

	S3-131034
	IDENTITY Solution for ProSe group communications
	CESG (UK)
	approved
	-
	-

	S3-131035
	Scope of SPI TR
	China Unicom
	withdrawn
	-
	-

	S3-131036
	Reference for SPI
	China Unicom
	approved
	-
	-

	S3-131037
	Key issue- Privacy vs. System Functionality and Availability
	China Unicom
	revised
	-
	-

	S3-131038
	GCSE: Key issue- Decision point for using PtP and/or PtM
	China Unicom, Ericsson
	approved
	-
	-

	S3-131039
	GCSE: Key issue- Enhanced Security in Critical Scenarios
	China Unicom, Ericsson
	approved
	-
	-

	S3-131040
	Scope of SPI TR
	China Unicom, Ericsson
	approved
	-
	-

	S3-131041
	Security Aspects of ProSe Direct Discovery
	Samsung
	approved
	-
	-

	S3-131042
	Security Aspects of charging in ProSe Direct communication
	Samsung
	revised
	-
	S3-131153

	S3-131043
	pCR GCSE skeleton
	NSN
	approved
	-
	-

	S3-131044
	pCR GCSE references
	NSN
	approved
	-
	-

	S3-131045
	pCR GCSE Scope
	NSN
	approved
	-
	-

	S3-131046
	pCR GCSE introduction
	NSN
	approved
	-
	-

	S3-131047
	pCR GCSE architecture intro
	NSN
	approved
	-
	-

	S3-131048
	LS on Security Assurance Methodology for 3GPP Network Products
	GSMA Security Group
	noted
	-
	-

	S3-131049
	pCR GSCE key issue - compromised UE
	NSN
	revised
	-
	S3-131132

	S3-131050
	pCR GCSE key issue - MBMS security
	NSN
	approved
	-
	-

	S3-131051
	pCR GCSE key issue - securing keys in UE
	NSN
	approved
	-
	-

	S3-131052
	pCR GCSE key issue - GC2 interface
	NSN
	revised
	-
	S3-131120

	S3-131053
	pCR GCSE key issue - join and leave
	NSN
	revised
	-
	S3-131119

	S3-131054
	Secure Connection details on GBA based solutions
	Ericsson
	approved
	-
	-

	S3-131055
	Solution for Secure Connection in draft TS 33.187
	Ericsson
	revised
	-
	S3-131160

	S3-131056
	GBA for constrained devices
	Ericsson
	revised
	-
	S3-131158

	S3-131057
	pCR to 23.401: Solution of restricting the USIM to specific UEs

	Ericsson
	noted
	-
	-

	S3-131058
	pCR to 23.060: Solution of restricting the USIM to specific UEs
	Ericsson
	noted
	-
	-

	S3-131059
	Clarification of NAF key negotiation on Ua
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	revised
	-
	S3-131173

	S3-131060
	Clarification of NAF key negotiation on Ua
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	revised
	-
	S3-131174

	S3-131061
	Checking that GBA types over Ua and Zn match
	Ericsson
	agreed
	-
	-

	S3-131062
	User profile fetching before authentication in non3GPP access
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	revised
	-
	S3-131176

	S3-131063
	User profile fetching before authentication in WLAN interworking
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	revised
	-
	S3-131177

	S3-131064
	Deletion of Ks in ME in GBA_ME
	Ericsson
	revised
	-
	S3-131175

	S3-131065
	Evaluation of secure connection proposals
	Ericsson
	revised
	-
	S3-131159

	S3-131066
	DRAFT TS: Specification of the TUAK Algorithm Set Document 1: Algorithm Specification
	Vodafone
	revised
	-
	S3-131139

	S3-131067
	DRAFT TS: Specification of the TUAK Algorithm Set, Document 2: Implementers Test Data
	Vodafone
	revised
	-
	S3-131140

	S3-131068
	DRAFT TS: Specification of the TUAK Algorithm Set, Document 3: Design Conformance Test Data
	Vodafone
	revised
	-
	S3-131141

	S3-131069
	Solution of restricting the USIM to specific UEs
	Nokia, NSN, Ericsson, ST-Ericsson, Samsung
	revised
	-
	S3-131146

	S3-131070
	First outline version of 900 series TR describing the general SECAM scheme
	NSN, Orange
	revised
	-
	S3-131162

	S3-131071
	Draft reply to SA5 on 'necessary information for certificate enrolment procedures in MvPnP'
	Nokia Corporation, NSN, Huawei, Hisilicon

	revised
	-
	S3-131118

	S3-131072
	PWS security: notes on PWS signing proxies
	Nokia Corporation, NSN
	noted
	-
	-

	S3-131073
	PWS security: The use of signing proxies
	Nokia Corporation, NSN, TeliaSonera
	revised
	-
	S3-131190

	S3-131074
	PWS security: Comparison of the use of signing proxies and implicit certificates
	Nokia Corporation, NSN, TeliaSonera
	revised
	-
	S3-131191

	S3-131075
	PWS security: review of solution 7 (generalised certificate-based approach)
	Nokia Corporation, NSN
	approved
	-
	-

	S3-131076
	PWS security: proposed skeleton for clause 9 'Conclusions'
	Nokia Corporation, NSN, Ericsson
	noted
	-
	-

	S3-131077
	PWS security: conclusions on Public Key Infrastructure
	Nokia Corporation, NSN
	noted
	-
	-

	S3-131078
	PWS security: conclusions on Public Key Infrastructure
	Nokia Corporation, NSN
	noted
	-
	-

	S3-131079
	PWS security: High-level conclusion on PWS root key distribution
	Nokia Corporation, NSN
	noted
	-
	-

	S3-131080
	WLAN  Proposal for clause 6 Framework for Analysis of Solutions.doc
	BT Group
	noted
	-
	-

	S3-131081
	Security architecture and requirements for proximity based services
	samsung
	approved
	-
	-

	S3-131082
	pCR TR33.895: GBA_U with user consent
	Gemalto, Ericsson, Morpho Cards
	approved
	-
	-

	S3-131083
	security solution for configuration data transfer
	Samsung
	approved
	-
	-

	S3-131084
	security solution for prose service
	Samsung
	noted
	-
	-

	S3-131085
	Conclusion for USIM restriction to specific MTC Devices
	Morpho Cards, Gemalto, Vodafone
	revised
	-
	S3-131115

	S3-131086
	ProSe: new solution to address key issue 1
	Gemalto, Morpho Cards, Orange
	revised
	-
	S3-131148

	S3-131087
	ProSe: new key Issue on key establishment
	Gemalto, Morpho Cards
	revised
	-
	S3-131142

	S3-131088
	ProSe: solution for key issue on key establishment
	Gemalto, Morpho Cards
	approved
	-
	-

	S3-131089
	Proposed conclusion for restricting USIM to specific UEs
	Qualcomm Incorporated, Alcatel-Lucent
	noted
	-
	-

	S3-131090
	Updating the proposed KME management procedures
	Qualcomm Incorporated, Alcatel-Lucent
	approved
	-
	-

	S3-131091
	Propose pCR to add symmetric key based solution to the MTC TS
	Qualcomm Incorporated, Alcatel-Lucent
	noted
	-
	-

	S3-131092
	Updates to solution 2 on protection for restricted discovery information
	Qualcomm Incorporated
	revised
	-
	S3-131151

	S3-131093
	[DRAFT] LS on timing synchronization
	Qualcomm Incorporated
	revised
	-
	S3-131152

	S3-131094
	Proposed key issue on one-to-many communication for ProSe
	Qualcomm Incorporated
	revised
	-
	S3-131137

	S3-131095
	Alignment and editorial changes to the ProSe TR
	Qualcomm Incorporated
	approved
	-
	-

	S3-131096
	PCR_TR33.830Firewall traversal for IMS media plane using
	Huawei
	revised
	-
	S3-131154

	S3-131097
	comments on S3-130922
	China Mobile
	withdrawn
	-
	-

	S3-131098
	Incorrect reference for keep-alive mechanism
	Ericsson
	agreed
	S3-130927
	-

	S3-131099
	Updated reference for secure fax
	Ericsson
	agreed
	S3-130928
	-

	S3-131100
	comments on S3-130922
	China Mobile
	revised
	-
	S3-131164

	S3-131101
	[SECAM] Comments on S3-13016
	China Mobile, Orange, NSN
	revised
	-
	S3-131165

	S3-131102
	Addition of TLS profile for eMediaSec
	Alcatel-Lucent
	revised
	S3-130951
	S3-131127

	S3-131103
	Comments on S3-130958, Work Item proposal: 3G Security: Specification of the TUAK algorithm set
	Nokia, NSN
	noted
	-
	-

	S3-131104
	Comments on S3-131066 (attachment), TUAK algorithm set, Document 1: Algorithm Specification
	Nokia, NSN
	noted
	-
	-

	S3-131105
	conditional pCR TS 33.187: USAT-based pairing for USIM restriction
	Gemalto
	noted
	-
	-

	S3-131106
	Comment on S3-130965-GCSE_LTE security architecture
	NSN
	revised
	-
	S3-131121

	S3-131107
	Comments on S3-130986
	Orange
	noted
	-
	-

	S3-131108
	Comments on S3-130986
	Orange
	withdrawn
	-
	-

	S3-131109
	Information of spoof call in real networks
	China Mobile
	noted
	-
	-

	S3-131110
	Conclusion of FS_SPOOF
	China Mobile
	revised
	-
	S3-131149

	S3-131111
	Information of spoof call in real networks
	China Mobile
	noted
	-
	-

	S3-131112
	Comments on S3-130985
	NEC Corporation
	noted
	-
	-

	S3-131113
	SECAM practice in China Mobile
	China Mobile
	noted
	-
	-

	S3-131114
	Reply LS on new work item on IMS support for RTP / RTCP transport multiplexing
	S4-131309
	noted
	-
	-

	S3-131115
	Conclusion for USIM restriction to specific MTC Devices
	Morpho Cards, Gemalto, Vodafone
	withdrawn
	S3-131085
	-

	S3-131116
	Draft LS reply security aspects of CMPv2 protocol used for certificate enrolment procedures in MvPnP
	Ericsson
	approved
	S3-131005
	-

	S3-131117
	Reply LS on security aspects of protocol architectures for small cell enhancements
	SA3
	approved
	-
	-

	S3-131118
	Draft reply to SA5 on 'necessary information for certificate enrolment procedures in MvPnP'
	Nokia Corporation, NSN, Huawei, Hisilicon

	approved
	S3-131071
	-

	S3-131119
	GCSE_LTE: Key issue on adding/removing group members
	Home Office (UK)
	approved
	S3-130934
	-

	S3-131120
	Merger of S3-130966 and S3-131052, GCSE Key issue – GC2 interface
	Huawei, HiSilicon, NSN
	approved
	S3-130966
	-

	S3-131121
	Merger contribution of S3-130965 and S3-131106, GCSE_LTE security architecture
	Huawei, HiSilicon, NSN
	approved
	S3-130965, S3-131106
	-

	S3-131122
	pCR 33.abc Overview
	Ericsson
	approved
	S3-131026
	-

	S3-131123
	pCR to TR 33.abc: [Study on Security for WebRTC IMS Client access to IMS]
	Alcatel-Lucent
	approved
	S3-131013
	-

	S3-131124
	pCR 33.abc Use of DTLS-SRTP for SRTP key management
	Ericsson
	approved
	S3-131029
	-

	S3-131125
	Draft TR WebRTC security
	Rapporteur
	approved
	-
	-

	S3-131126
	Exception sheet for TR WebRTC security
	Rapporteur
	approved
	-
	-

	S3-131127
	Addition of TLS profile for eMediaSec
	Alcatel-Lucent
	agreed
	S3-131102
	-

	S3-131128
	Reply to: LS on Group Communication Security in LTE
	EADS
	approved
	-
	-

	S3-131129
	TR System Enablers for LTE
	Rapporteur
	approved
	-
	-

	S3-131130
	Exception sheet for GCSE_LTE
	Rapporteur
	approved
	-
	-

	S3-131131
	GCSE_LTE: Key issue on calling party authentication
	Home Office (UK)
	approved
	S3-130996
	-

	S3-131132
	pCR GSCE key issue - compromised UE
	NSN
	approved
	S3-131049
	-

	S3-131133
	Reply to: LS on new work item on 'IMS support for RTP / RTCP transport multiplexing
	Unknown
	withdrawn
	-
	-

	S3-131134
	ProSe security using a combination of LTE security and an overlay
	Ericsson
	approved
	S3-131012
	-

	S3-131135
	Draft TR ProSe
	Rapporteur
	approved
	-
	-

	S3-131136
	Exception sheet DraftTS ProSe
	Rapporteur
	approved
	-
	-

	S3-131137
	ProSe: Key issues on Group Communications
	Home Office (UK)
	approved
	S3-130933
	-

	S3-131138
	key issue for ProSe communications in Group Owner mode
	Huawei, HiSilicon
	approved
	S3-130972
	-

	S3-131139
	DRAFT TS: Specification of the TUAK Algorithm Set Document 1: Algorithm Specification
	Vodafone
	revised
	S3-131066
	S3-131196

	S3-131140
	DRAFT TS: Specification of the TUAK Algorithm Set, Document 2: Implementers Test Data
	Vodafone
	revised
	S3-131067
	S3-131197

	S3-131141
	DRAFT TS: Specification of the TUAK Algorithm Set, Document 3: Design Conformance Test Data
	Vodafone
	revised
	S3-131068
	S3-131198

	S3-131142
	ProSe: new key Issue on key establishment
	Gemalto, Morpho Cards
	approved
	S3-131087
	-

	S3-131143
	Security for PrSe UE communication in group owner mode
	Huawei, HiSilicon
	approved
	S3-130973
	-

	S3-131144
	S2MTC
	Unknown
	withdrawn
	-
	-

	S3-131145
	Proposed changes on Key Issue #1
	Telecom Italia
	approved
	S3-130908
	-

	S3-131146
	Solution of restricting the USIM to specific UEs
	Nokia, NSN, Ericsson, ST-Ericsson, Samsung
	noted
	S3-131069
	-

	S3-131147
	Security for ProSe communication through UE-to-Network relay with network authorization
	Huawei, HiSilicon
	approved
	S3-130974
	-

	S3-131148
	ProSe: new solution to address key issue 1
	Gemalto, Morpho Cards, Orange
	approved
	S3-131086
	-

	S3-131149
	Conclusion of FS_SPOOF
	China Mobile
	approved
	S3-131110
	-

	S3-131150
	[ProSe] Additional ProSe key issue
	Intel
	approved
	S3-131030
	-

	S3-131151
	Updates to solution 2 on protection for restricted discovery information
	Qualcomm Incorporated
	approved
	S3-131092
	-

	S3-131152
	 LS on timing synchronization
	Qualcomm Incorporated
	approved
	S3-131093
	-

	S3-131153
	Adding a new Key Issue on Ensuring a trusted and reliable accounting
	Telecom Italia
	approved
	S3-130911
	-

	S3-131154
	PCR_TR33.830Firewall traversal for IMS media plane using
	Huawei
	approved
	S3-131096
	-

	S3-131155
	Reply to: LS on interactions of oneM2M with Underlying Networks
	Ericsson
	approved
	-
	-

	S3-131156
	Draft TR 33.868
	Rapporteur
	approved
	-
	-

	S3-131157
	Draft TS 33.187
	Rapporteur
	approved
	-
	-

	S3-131158
	GBA for constrained devices
	Ericsson
	approved
	S3-131056
	-

	S3-131159
	Evaluation of secure connection proposals
	Ericsson,China Mobile
	approved
	S3-131065
	-

	S3-131160
	Solution for Secure Connection in draft TS 33.187
	Ericsson
	approved
	S3-131055
	-

	S3-131161
	[SECAM] Normative WID for SECAM
	Orange, NTT DOCOMO, Deutsche Telekom, Telecom Italia, BT, China Mobile, China Unicom, TeliaSonera, Vodafone, NSN, Juniper Networks, NEC, Huawei, Ericsson
	approved
	S3-130918
	-

	S3-131162
	First outline version of 900 series TR describing the general SECAM scheme
	NSN, Orange
	approved
	S3-131070
	-

	S3-131163
	[SECAM] LS to GSMA SG
	Orange
	approved
	S3-130926
	-

	S3-131164
	[SECAM] Conclusion section - comparison table M2/CC
	Orange, NSN, Telecom Italia, Huawei, Hisilicon, China Mobile
	approved
	S3-130922
	-

	S3-131165
	[SECAM] Information needed to execute the required tests for the Basic Vulnerability Testing
	China Mobile,Orange,NSN
	approved
	S3-131016
	-

	S3-131166
	Outcome of evening session.
	Rapperteur
	noted
	-
	-

	S3-131167
	Development requirements
	Orange
	approved
	-
	-

	S3-131168
	Draft TR on SECAM
	Rapporteur
	approved
	-
	-

	S3-131169
	Reply LS on FQDN formats used in MvPnC procedures
	C4
	noted
	-
	-

	S3-131170
	LS on FQDNs to support Multi-vendor Plug and Play (MvPnP) feature
	CT4
	noted
	-
	-

	S3-131171
	CR to TR 33.980 Correction of reference
	Nokia Corporation, NSN
	agreed
	S3-130919
	-

	S3-131172
	CR to TS 33.221 Correction of Reference
	Nokia Corporation, NSN
	agreed
	S3-130920
	-

	S3-131173
	Clarification of NAF key negotiation on Ua
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	agreed
	S3-131059
	-

	S3-131174
	Clarification of NAF key negotiation on Ua
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	agreed
	S3-131060
	-

	S3-131175
	Deletion of Ks in ME in GBA_ME
	Ericsson
	agreed
	S3-131064
	-

	S3-131176
	User profile fetching before authentication in non3GPP access
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	agreed
	S3-131062
	-

	S3-131177
	User profile fetching before authentication in WLAN interworking
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	agreed
	S3-131063
	-

	S3-131178
	[SECAM] coversheet for presentation of TR 33.805 to SA
	Orange, Telecom Italia
	approved
	S3-130925
	-

	S3-131179
	Draft TR 33.865; Security aspects of WLAN network selection for 3GPP terminals
	Rapporteur
	approved
	-
	-

	S3-131180
	Exception sheet for WLAN Network Selection for 3GPP Terminals
	Rapporteur
	approved
	-
	-

	S3-131181
	Draft TR33.830 Firewall traversal
	Rapporteur
	approved
	-
	-

	S3-131182
	Work Item proposal: 3G Security: Specification of the TUAK algorithm set
	AT&T, BlackBerry, China Mobile, Ericsson, Deutsche Telekom, Morpho Cards, NTT DOCOMO, Orange, Vodafone
	approved
	S3-130958
	-

	S3-131186
	Exception sheet for TS: Specification of the TUAK
	SA3
	approved
	-
	-

	S3-131187
	Reply LS on DASH Authentication
	Intel, Huawei
	approved
	S3-130987
	-

	S3-131188
	Draft TR  on PWS
	Rapporteur
	Approved
	-
	-

	S3-131189
	Restrictions on signature length in PWS security
	Ericsson, Nokia Corporation, NSN
	noted
	S3-130932
	-

	S3-131190
	PWS security: The use of signing proxies
	Nokia Corporation, NSN, TeliaSonera
	approved
	S3-131073
	-

	S3-131191
	PWS security: Comparison of the use of signing proxies and implicit certificates
	Nokia Corporation, NSN, TeliaSonera
	withdrawn
	S3-131074
	-

	S3-131192
	WebRTC TR 33.abc skeleton
	Ericsson
	approved
	S3-130982
	-

	S3-131193
	(Draft) LS on WebRTC Security Responsibility
	Ericsson
	approved
	S3-130981
	-

	S3-131194
	Adding General Requirements on ProSe Security, Authorization and Privacy
	Telecom Italia
	approved
	S3-130906
	-

	S3-131195
	Updated WID for ProSE
	Rapporteur
	approved
	-
	-

	S3-131196
	DRAFT TS: Specification of the TUAK Algorithm Set Document 1: Algorithm Specification
	Vodafone
	revised
	S3-131139
	S3-131203

	S3-131197
	DRAFT TS: Specification of the TUAK Algorithm Set, Document 2: Implementers Test Data
	Vodafone
	agreed
	S3-131140
	-

	S3-131198
	DRAFT TS: Specification of the TUAK Algorithm Set, Document 3: Design Conformance Test Data
	Vodafone
	agreed
	S3-131141
	-

	S3-131199
	Exception sheet for MTC
	Rapporteur
	approved
	-
	-

	S3-131200
	Draft TR SSO study
	Rapporteur
	approved
	-
	-

	S3-131201
	Draft TR spoofed call study
	Rapporteur
	approved
	-
	-

	S3-131202
	Draft TR on privacy (study)
	Rapporteur
	approved
	-
	-

	S3-131203
	DRAFT TS: Specification of the TUAK Algorithm Set Document 1: Algorithm Specification
	Vodafone
	approved
	S3-131196
	-

	S3-131204
	PCR to 33.895: Section 8.4.2.2  generalization of local authentication
	Interdigital
	approved
	S3-130937
	-

	S3-131205
	PCR to 33.895 - Sections 3 and  8.3.X
	Interdigital
	approved
	S3-130939
	-

	S3-131206
	Detail the description of partly ciphering SDT solution
	Huawei, HiSilicon
	approved
	S3-130969
	-

	S3-131207
	Considerations on the MTC-IWF based SDT security solution
	Huawei, HiSilicon
	approved
	S3-130970
	-

	S3-131208
	Evaluation on Security of Small Data Transmission
	China Mobile
	approved
	S3-130985
	-

	S3-131209
	Deletion of editor notes
	Huawei, HiSilicon
	approved
	S3-130968
	-

	S3-131210
	MTC-IWF based solution editors notes
	NEC Corporation
	approved
	S3-130997
	-

	S3-131211
	Skeleton of SPI TR
	China Unicom
	approved
	S3-131033
	-

	S3-131212
	Privacy study purpose
	Ericsson, China Unicom
	Approved
	S3-131003
	-
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	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-130988
	clarification on mandatory requirements
	Huawei, Hisilicon, China Unicom
	-
	-
	-
	-
	-
	-
	withdrawn

	S3-131021
	comments on S3-130922
	Huawei, Hisilicon
	-
	-
	-
	-
	-
	-
	revised

	S3-131024
	Proposed the solution of media over TCP based on ICE for TR 33.830
	Huawei, Hisilicon
	-
	-
	-
	-
	-
	-
	withdrawn

	S3-131032
	clarification on mandatory requirements
	Huawei, Hisilicon, China Unicom
	-
	-
	-
	-
	-
	-
	approved

	S3-131102
	Addition of TLS profile for eMediaSec
	Alcatel-Lucent
	 33.328
	0057
	1
	Rel-12
	B
	eMediaSec
	revised

	S3-130927
	Incorrect reference for keep-alive mechanism
	Ericsson
	33.203
	0204
	-
	-
	-
	-
	revised

	S3-131098
	Incorrect reference for keep-alive mechanism
	Ericsson
	33.203
	0204
	1
	Rel-12
	F
	TURAN
	agreed

	S3-131061
	Checking that GBA types over Ua and Zn match
	Ericsson
	33.220
	0178
	-
	Rel-12
	F
	TEI12, GBAExt
	agreed

	S3-130920
	CR to TS 33.221 Correction of Reference
	Nokia Corporation, NSN
	33.221
	0012
	-
	-
	-
	-
	revised

	S3-131172
	CR to TS 33.221 Correction of Reference
	Nokia Corporation, NSN
	33.221
	0012
	1
	Rel-11
	F
	SEC1-SC
	agreed

	S3-131059
	Clarification of NAF key negotiation on Ua
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	33.222
	0050
	-
	-
	-
	-
	revised

	S3-131173
	Clarification of NAF key negotiation on Ua
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	33.222
	0050
	1
	Rel-11
	F
	TEI11, GBA-ext
	agreed

	S3-131060
	Clarification of NAF key negotiation on Ua
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	33.222
	0051
	-
	-
	-
	-
	revised

	S3-131174
	Clarification of NAF key negotiation on Ua
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	33.222
	0051
	1
	Rel-12
	A
	TEI12, GBA-ext
	agreed

	S3-131064
	Deletion of Ks in ME in GBA_ME
	Ericsson
	33.223
	0023
	-
	-
	-
	-
	revised

	S3-131175
	Deletion of Ks in ME in GBA_ME
	Ericsson
	33.223
	0023
	1
	Rel-12
	F
	TEI12,GBAPush
	agreed

	S3-131063
	User profile fetching before authentication in WLAN interworking
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	33.234
	0122
	-
	-
	-
	-
	revised

	S3-131177
	User profile fetching before authentication in WLAN interworking
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	33.234
	0122
	1
	Rel-12
	F
	TEI12, WLAN
	agreed

	S3-130928
	Updated reference for secure fax
	Ericsson
	33.328
	0056
	-
	-
	-
	-
	revised

	S3-131099
	Updated reference for secure fax
	Ericsson
	33.328
	0056
	1
	Rel-12
	F
	eMEDIASEC
	agreed

	S3-130951
	Addition of TLS profile for eMediaSec
	Alcatel-Lucent
	33.328
	0057
	-
	Rel-12
	B
	eMEDIASEC
	revised

	S3-131127
	Addition of TLS profile for eMediaSec
	Alcatel-Lucent
	33.328
	0057
	2
	Rel-12
	B
	eMEDIASEC
	agreed

	S3-131018
	Correction of a typo
	Nokia Corporation, NSN, NEC Corporation
	33.401
	0523
	-
	Rel-12
	F
	TEI12,SAES
	agreed

	S3-131176
	User profile fetching before authentication in non3GPP access
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	33.402
	0115
	1
	Rel-12
	F
	TEI12, SAES
	agreed

	S3-131062
	User profile fetching before authentication in non3GPP access
	Ericsson, Nokia Corporation, Nokia Solutions and Networks
	33.402
	0115
	2
	-
	-
	-
	revised

	S3-130921
	CR to TR 33.823 Update of W3C references
	Nokia Corporation, NSN
	33.823
	0004
	-
	Rel-12
	F
	Web_GBA
	agreed

	S3-130919
	CR to TR 33.980 Correction of reference
	Nokia Corporation, NSN
	33.980
	0023
	-
	-
	-
	-
	revised

	S3-131171
	CR to TR 33.980 Correction of reference
	Nokia Corporation, NSN
	33.980
	0023
	1
	Rel-11
	F
	LibSec
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-130935
	
	LS on TLS protocol profile for eMediasec
	C4-131868
	noted
	

	S3-130938
	
	LS on SIP/SDP Usage for TCP/TLS session establishment
	C4-131508
	noted
	

	S3-130940
	C4-131546
	LS on new work item on 'IMS support for RTP / RTCP transport multiplexing
	C4-131546
	replied to
	S3-130948

	S3-130940
	C4-131546
	LS on new work item on 'IMS support for RTP / RTCP transport multiplexing
	C4-131546
	replied to
	S3-131133

	S3-130941
	
	LS/o on draft Recommendation ITU-T X.sap-8, Efficient multi-factor authentication mechanisms using mobile devices [to ISO/IEC JTC1 SC27/WG2 and 3GPP SA3]
	ITU-T Study Group 17
	noted
	

	S3-130942
	
	LS on interactions of oneM2M with Underlying Networks
	OneM2M
	noted
	S3-131155

	S3-130943
	
	LS on security aspects of protocol architectures for small cell enhancements
	R2-133018
	noted
	

	S3-130944
	
	Reply LS on security aspects of protocol architectures for small cell enhancements
	R2-133650
	noted
	

	S3-130945
	
	Reply LS on security aspects of protocol architectures for small cell enhancements
	R3-131919
	noted
	

	S3-130946
	
	Answer LS to oneM2M on interactions of oneM2M with Underlying Networks
	S1-134175
	noted
	

	S3-130947
	
	Wi-Fi Roaming Task Force Signalling Optimisation (forwarded by SA2)
	GSMA Wi-Fi Roaming Task Force
	noted
	

	S3-130948
	
	Reply LS to CT WG4 LS on new work item on 'IMS support for RTP / RTCP transport multiplexing
	S2-133825
	noted
	

	S3-130949
	
	LS on DASH Authentication
	S4-130867
	replied to
	

	S3-130950
	S5-131458
	LS to SA3 on security aspects of CMPv2 protocol used for certificate enrolment procedures in MvPnP
	S5-131458
	noted
	

	S3-130952
	S5-131789
	LS to SA3 on necessary information for certificate enrolment procedures in MvPnP
	S5-131789
	replied-to
	S3-131118

	S3-130952
	S5-131789
	LS to SA3 on necessary information for certificate enrolment procedures in MvPnP
	S5-131789
	replied-to
	S3-131071

	S3-130953
	
	LS Announcing TUAK, an alternative to Milenage
	SAGE (13) 08
	noted
	

	S3-130954
	
	LS on Full specification set for TUAK, an alternative to Milenage
	SAGE (13) 09
	noted
	

	S3-130955
	
	LS on Group Communication Security in LTE
	ETSI TC TCCE
	replied to
	S3-131128

	S3-131048
	
	LS on Security Assurance Methodology for 3GPP Network Products
	GSMA Security Group
	noted
	

	S3-131114
	S4-131309
	Reply LS on new work item on IMS support for RTP / RTCP transport multiplexing
	S4-131309
	noted
	

	S3-131169
	
	Reply LS on FQDN formats used in MvPnC procedures
	C4
	noted
	

	S3-131170
	
	LS on FQDNs to support Multi-vendor Plug and Play (MvPnP) feature
	CT4
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-131116
	Draft LS reply security aspects of CMPv2 protocol used for certificate enrolment procedures in MvPnP
	SA5
	-
	S5-131458

	S3-131117
	Reply LS on security aspects of protocol architectures for small cell enhancements
	R2
	RAN3, CT1, SA2
	R2-133018, R2-133650

	S3-131118
	Draft reply to SA5 on 'necessary information for certificate enrolment procedures in MvPnP'
	SA5
	-
	S3-130952

	S3-131128
	Reply to: LS on Group Communication Security in LTE
	ETSI TC TCCE
	-
	S3-130955

	S3-131152
	 LS on timing synchronization
	RAN1
	SA2, RAN2
	-

	S3-131155
	Reply to: LS on interactions of oneM2M with Underlying Networks
	OneM2M
	SA1, SA2
	S3-130942

	S3-131163
	[SECAM] LS to GSMA SG
	GSMA SG
	-
	-

	S3-131187
	Reply LS on DASH Authentication
	SA4
	-
	-

	S3-131193
	(Draft) LS on WebRTC Security Responsibility
	SA2
	SA1
	-


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-131182
	Work Item proposal: 3G Security: Specification of the TUAK algorithm set
	AT&T, BlackBerry, China Mobile, Ericsson, Deutsche Telekom, Morpho Cards, NTT DOCOMO, Orange, Vodafone
	new WID

	S3-131195
	Updated WID for ProSE
	Rapporteur
	revised WID
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