3GPP TSG SA WG3 (Security) Meeting #74	S3-140165S3-140182
January 20 – 24, 2014, Taipei, China	
	
Source:	Huawei, HiSilicon 
Title:	OM user authorization / Comment contribution by Alcatel-Lucent
Document for:	Approval
Agenda Item:	7.15
Work Item / Release:	R-13 
Abstract of the contribution: This contribution provides a description of the requirement for OM user privilege authorization in MME.

Introduction  
This contribution provides a description of the requirement for OM user privilege authorization in MME. The privilege authorization is based on the combination of users, the management object and the operation.	Comment by johnhick: The contribution provides solution for access control, role based access control however we believe it should  refer to to the assets that are being protected, the relevant threats and then solutions can be proposed following a vulnerability assessment. The proposal solution in figure 1 may need to be extrapoloated to a slightly higher  level than MO’s. Indeed there may be other valid solutions for the threats posed such as use of ACL’s. So the first step is to clearly identify the threats, assets and exposure.
Analysis
[bookmark: OLE_LINK4]When a user does the management task on a network and a network element, privileges must be under control. A user should be restricted to do the limited management operation on the limited objects. 
If the user authorization rule is violated, the system can experience the following:
· Information disclosure
· Network functionality broken
In management systems, users having the same privileges are classified into groups. All users in the same group have the same privileges on the network O&M. The privileges are defined on the basis of doing the specification operation on the specification objects. The operations refer to the action of the commands, like “set”, “display”, etc. The operations also define the domain of FACAPS. For example, a user/user group is authorized to check the alarms but cannot configure the network.  The objects refer to the physical or the logical objects to be managed.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]Proposal
The proposed prifilege management requirement is shown in following figures.


[bookmark: _Ref377396404]Figure 1 OM Privilege Management Requirement Model: the Management Object
In Figure 1, the user groups are assigned the privilege to operate diferent MOs (management objects).

[bookmark: _GoBack]
[bookmark: _Ref377396480]Figure 2 OM Privilege Management Requirement Model: Command Group
In Figure 2, the user groups are assigned the privilege to operate diferent MOs (management objects).

pCR 
***	BEGIN CHANGES	***
X O&M privilege management requirements on MME Management and Maintenance
Management users shall be defined in NE and EMS, to authorize the management privilege. User group shall be defined in NE and EMS. EMS and NE shall authenticate the user when the user accesses the management interface. Priviliges are authorized to the user based on the accessing policy.
The accessing policies are defined in 3 templates:
1) specific domains, or
2) specific management objects (MO)
3) specific operation command or command group
which means the user could be authorized to access the pre-defined OM domains, or pre-defined MOs, or pre-defined operation commands/command-groups.
***	END OF CHANGES	***
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