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 This contribution proposes a new Key Issue and raises questions for clarification to SA2.
1 Discussion
1.1 Key Issue: GCSE security between UE and GCSE AS
1.1.1 Key issue details
The purpose of GCSE_LTE is to enable Group Communication between the GCSE Group Members. This is achieved with the help of the GCSE AS who is handling the group management procedures, such as adding and removing group members, as well as conveying Group Communication data from the Transmitter Group Member to Receiver Group Members. 
The group management procedures occur between the GCSE Application in the UE and the GCSE AS. This can be regarded as the "control plane" for GCSE. Group management procedures are assumed to include also negotiation of used security for Group Communication. 
The Group Communication from the Transmitter Group Member via the GCSE AS to the Receiver Group Members can be regarded as the "user plane" for GCSE. The Group Communication consists of the following parts as is understood according to TR 23.768:
-
Uplink Group Communication from the UE (Transmitter Group Member) to the GCSE AS uses always unicast delivery;
-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using unicast delivery;
-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using multicast delivery.
Whether a certain UE will receive Group Communication for a specific GCSE group in downlink via unicast or multicast delivery is decided by the GCSE AS.

1.1.2 Security threats

Group management procedures include sensitive and critical information, e.g. about group member identities and security mechanisms (and possibly keys) to be used for group communication that could be eavesdropped, modified or replayed by an attacker. This can lead to a range of attacks. 
For example, an attacker could modify the group member identities when UEs are registering for a group, which would lead to that setting up a GCSE group fails even though the victim UEs think they are part of the group. Another example is that the negotiation of the security mechanism (and possibly keys) for the group communication is modified to weaken or downgrade the security of group communication.
Group communication includes sensitive and critical communication information that could be eavesdropped, modified or replayed by an attacker.
1.1.3 Security Requirements
In order to have a secure GCSE_LTE service the group management procedures as well as the group communication need to be properly secured. This leads to the following security requirements:
-
Group management procedures between the GCSE Application in the UE and the GCSE AS, including negotiation of used security for Group Communication, shall be authenticated and properly protected against eavesdropping, modification and replay;

Editor's Note: It is FFS and needs to be clarified with SA2 if the negotiation of used security for Group Communication will be a part of GC1 procedures or if it needs to be a separate procedure. This is because GC1 standardization is not in scope of Rel-12 in SA2.
-
Uplink Group Communication from the UE (Transmitter Group Member) to the GCSE AS over unicast shall be properly protected against eavesdropping, modification and replay;

Editor's Note: It is FFS if this requirement should be met with end-to-end security or with hop-by-hop security. It should be clarified with SA2 if they see issues with either approach.
Editor's Note: It is FFS if protection from malicious group members needs to be achieved, e.g. protection against that a malicious group member modifies the group communication.-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using unicast delivery shall be properly protected against eavesdropping, modification and replay;

Editor's Note: It is FFS if this requirement should be met with end-to-end security or with hop-by-hop security. It should be clarified with SA2 if they see issues with either approach.
Editor's Note: It is FFS if protection from malicious group members needs to be achieved, e.g. protection against that a malicious group member modifies the group communication.

-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using multicast delivery shall be properly protected against eavesdropping, modification and replay.
Editor's Note: It is FFS if this requirement should be met with end-to-end security or with hop-by-hop security. It should be clarified with SA2 if they see issues with either approach.
Editor's Note: It is FFS if protection from malicious group members needs to be achieved, e.g. protection against that a malicious group member modifies the group communication.

Proposal: It is proposed to clarify with SA2 the following: 
-
  Does SA2 see any issues from architectural point of view if end-to-end security or hop-by-hop security will be used between the UE and GCSE AS?
1.2 Support for security and GC1 in Rel-12
According to our understanding the group management procedures are going to use GC1 reference point between the GCSE Application in the UE and the GCSE AS. SA2 TR 23.786 v1.0.0 states in clause 7.1: "GC1 is used by the UE for GCSE group registration and to relay eMBMS related info, and for signalling to the GCSE AS for the purpose of service continuity ..."
However, the same clause 7.1 states: "… No protocol work is expected on GC1. It is shown for completeness only." And further it is said in clause 8.1: 

"In Rel 12 no UE-to-GCSE_LTE application-specific interface will be standardized by 3GPP (SP-130506).

3GPP still need to decide how TMGIs and associated security credentials are allocated. As no specification impact is expected, in Rel 12 some application developer guideline will be provided to document the kind of information applications and UE's need to exchange to use the unicast and the eMBMS bearers correctly."

The above statement raises some concerns.
What if GC1 is not standardized in Rel-12?

If the GC1 reference point is not standardised in Rel-12, then no security mechanisms can be standardized to protect group management procedures such as GCSE group registration and procedures for service continuity.  
Also, the negotiation of used security for Group Communication between the UE and GCSE AS could not be protected if they use GC1. This means that the threats mentioned in clause 2.1.2 for group management procedures could not be mitigated. 
What if GC1 reference point and security for GC1 is standardized in a later release, e.g. in Rel-13? 
If GC1 is standardized in a later release than Rel-12 but other GCSE functionality is standardised in Rel-12, this seems to create a backwards interoperability problem. That is, it is not foreseen how Rel-12 UEs and GCSE ASs could interoperate with post-Rel-12 UEs and GCSE ASs since they would not have a common protocol for GC1.
From security perspective, standardizing the GC1 and its security mechanism in a later release does not seem a viable way forward either. 

This is because experience has shown that it is not desirable to leave security solution to a later release. Firstly, this leaves a release without a standardized security solution. Secondly, it is difficult or impossible to introduce a standardized security solution later. If there are UEs in the market that do not support a standardised security solution, downgrading attacks are made possible (even forever) as the attacker could act as a MiTM and pretend to be a UE that does not support a standardized security solution even though the victim UE would.    
Therefore, if GC1 is not specified in Rel-12, then, at the minimum, one possibility would be to specify a separate security negotiation between the GCSE application in the UE and the GCSE AS. This would mean that even if no security solution (i.e. null security) is specified for Group Communication, the negotiation would be protected. This would make it possible to introduce a full-fledged security solution in a later release without the risk of downgrading attacks.

In conclusion, we believe that 
-
Security for GCSE group management procedures should be specified in Rel-12. This seems only possible if GC1 is standardised. 

-
If GC1 is not specified in Rel-12, then one possibility would be to specify a separate security negotiation between the GCSE application in the UE and the GCSE AS.  
Proposal: It is proposed to ask clarification from SA2 on the following questions:

-
Does SA2 have views on the standardization of GC1 in the light of the analysis above?

-
Does SA2 have views on a separate security negotiation procedure between the UE and GCSE AS?  
2 Proposal
It is proposed to 
· approve the pCR for inclusion in the TR

· agree on the principle that at the minimum there needs to be a secure negotiation of used security for group communications in Rel-12

· raise the identified questions to SA2.
3 pCR 

***
BEGIN CHANGES
***
6.x
Key Issue: GCSE security between UE and GCSE AS

6.x.1
Key issue details
The purpose of GCSE_LTE is to enable Group Communication between the GCSE Group Members. This is achieved with the help of the GCSE AS who is handling the group management procedures, such as adding and removing group members, as well as conveying Group Communication data from the Transmitter Group Member to Receiver Group Members. 

The group management procedures occur between the GCSE Application in the UE and the GCSE AS. This can be regarded as the "control plane" for GCSE. Group management procedures are assumed to include also negotiation of used security for Group Communication. 
The Group Communication from the Transmitter Group Member via the GCSE AS to the Receiver Group Members can be regarded as the "user plane" for GCSE. The Group Communication consists of the following parts as is understood according to TR 23.768:

-
Uplink Group Communication from the UE (Transmitter Group Member) to the GCSE AS uses always unicast delivery;

-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using unicast delivery;

-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using multicast delivery.

Whether a certain UE will receive Group Communication for a specific GCSE group in downlink via unicast or multicast delivery is decided by the GCSE AS.

6.x.2
Security threats

Group management procedures include sensitive and critical information, e.g. about group member identities and security mechanisms (and possibly keys) to be used for group communication that could be eavesdropped, modified or replayed by an attacker. This can lead to a range of attacks. 

For example, an attacker could modify the group member identities when UEs are registering for a group, which would lead to that setting up a GCSE group fails even though the victim UEs think they are part of the group. Another example is that the negotiation of the security mechanism (and possibly keys) for the group communication is modified to weaken or downgrade the security of group communication.

Group communication includes sensitive and critical communication information that could be eavesdropped, modified or replayed by an attacker.
6.x.3
Security Requirements
In order to have a secure GCSE_LTE service the group management procedures as well as the group communication need to be properly secured. This leads to the following security requirements:

-
Group management procedures between the GCSE Application in the UE and the GCSE AS, including negotiation of used security for Group Communication, shall be authenticated and properly protected against eavesdropping, modification and replay;

Editor's Note: It is FFS and needs to be clarified with SA2 if the negotiation of used security for Group Communication will be a part of GC1 procedures or if it needs to be a separate procedure. This is because GC1 standardization is not in scope of Rel-12 in SA2.

-
Uplink Group Communication from the UE (Transmitter Group Member) to the GCSE AS over unicast shall be properly protected against eavesdropping, modification and replay;

Editor's Note: It is FFS if this requirement should be met with end-to-end security or with hop-by-hop security. It should be clarified with SA2 if they see issues with either approach.
Editor's Note: It is FFS if protection from malicious group members needs to be achieved, e.g. protection against that a malicious group member modifies the group communication.-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using unicast delivery shall be properly protected against eavesdropping, modification and replay;

Editor's Note: It is FFS if this requirement should be met with end-to-end security or with hop-by-hop security. It should be clarified with SA2 if they see issues with either approach.

Editor's Note: It is FFS if protection from malicious group members needs to be achieved, e.g. protection against that a malicious group member modifies the group communication.

-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using multicast delivery shall be properly protected against eavesdropping, modification and replay.

Editor's Note: It is FFS if this requirement should be met with end-to-end security or with hop-by-hop security. It should be clarified with SA2 if they see issues with either approach.

Editor's Note: It is FFS if protection from malicious group members needs to be achieved, e.g. protection against that a malicious group member modifies the group communication.

6.X.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.

6.X.5 
Evaluation
***
NEXT CHANGE
***
***
END OF CHANGES
***
