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Discussion

1. In current text of TR 33.abc: [Study on Security for WebRTC IMS Client access to IMS] section 6.1.2 (Authentication of WebRTC IMS Client using web credentials), it is written

Editor’s Note: It is assumed that the user does not have access to IMS credentials and that the eP-CSCF authenticates to the IMS on behalf of the user. The user may use some other form of credentials to authenticate to the eP-CSCF.

This text has following issues: 

a) it is possible that the WIC has access to IMS credentials  but that the service logic is such that the user should be identified as part of an IMPU range of the (3rd party) WWSF
b) Furthermore, considering Figure A.2.1.3-1: of 23.701, the actual authentication may be carried by the WWSF

The introduction part of § 6.1.2 is modified accordingly
2. Section 6.1.2.1 lacks details on the call flows. These details are provided based on the stage 2 (23.701)
3. Following text refers to 2 different use cases especially when the WWSF corresponds to a 3rd party
“The authentication information can, for example, be in the form of an HTTP session cookie, a username/password input by the user, or an assertion (e.g. OAuth token) generated by an authorization server or the WWSF. The user's IMPI/IMPU can either be extracted from the authentication information or retrieved via a database lookup or through a third party.”
i)  in one use case (assertion) the authentication is carried out by the WWSF and the eP-CSCF just checks the authentication assertion is valid and comes from a  trusted source: the 3rd party is responsible of managing and authenticating the users.

ii) In another case (HTTP session cookie, a username/password input by the user) the eP-CSCF: the eP-CSCF of  the IMS operator is responsible of the authentication (meaning that it has access to an user Database) and thus  is responsible of managing and authenticating the users.

It is proposed to split up the description of the 2 cases.
Proposal

Update the TR as shown below

6.1.2
Authentication of WebRTC IMS Client using web credentials


6.1.2.0
Introduction: Use of Trusted Node Authentication (TNA)
In this scenario (“Authentication of WebRTC IMS Client using web credentials “) it is assumed that the user uses a web identity and authentication scheme to authenticate or that no authentication of an individual user is required by the WWSF . The eP-CSCF ensures that any needed authentication has been carried out and that  IMPI/IMPU have been determined for the user.. Once the authentication is done the eP-CSCF performs the IMS registration on behalf of the user.

The scenario is a perfect fit for the Trusted Node Authentication (TNA) specified for IMS in Annex U of TS 33.203 [5]. While TNA was specified mainly for interworking with the CS access domain, the technology is access and protocol independent. The only requirements are that the trusted node (i.e. eP-CSCF) can ensure the user has been authenticated properly, that the trusted node can provide interworking between the IMS domain and the other domain if necessary, and as the name applies, that the operator trusts the node and the authentication provided by the node.
In all figures of  clause 6.1.2, SIP over secure WebSocket is described as the protocol used between the WebRTC IMS Client (WIC) and the eP-CSCF. Other protocols (e.g. HTTP RESTful or JSON over WebSocket) can also be used. The signalling between the Trusted Node (eP-CSCF) and the rest of the IMS core is unchanged from the signalling flow in Annex U of TS 33.203 [5].
6.1.2.1
Authentication carried out by the WWSF
Trust is assumed between the eP-CSCF and the WWSF.  The signalling flow for when “the eP-CSCF performs registration on behalf of the WebRTC IMS Client after an authentication carried out by a WWSF” is shown in Figure 6.1.2.1-1.
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Figure 6.1.2.1-1: the eP-CSCF performs registration on behalf of the WebRTC IMS Client after an authentication carried out by a WWSF
1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF may authenticate the user using a common web authentication procedure. The WWSF determines the IMPI and IMPU to be assigned to the user (e.g., via an LDAP query to an identity database {not shown} using the authenticated identity as key), issues a security token for the user (e.g., where the security token is a JSON Web Token) and returns the IMS identities as claims within the security token to the WIC. The token is associated with a lifetime and scope.
NOTE1:
 The way for the WWSF to carry out these actions is out of the scope of 3GPP. 
NOTE 2:
 The format of the security token passed from to the WIC is out of the scope of 3GPP. The authentication information can, for example, be in the form of an assertion (e.g. OAuth token) generated by the WWSF. 
NOTE3: 
In the case the WWSF decides to carry out no authentication, the WWSF allocates an anonymous IMPU ( e.g. anonymous1234.Thecompany@operator.com) to the WIC.
2.
The WIC opens a WSS connection to the eP-CSCF.  Standard cross-origin resource sharing (CORS [zz]) procedures are used to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.
NOTE4:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS [zz]).  
3. The WIC sends a REGISTER request to the eP-CSCF via the WSS connection. The request includes the user identity extracted from the claims in the security token, as well as the security token received from the WWSF as an attachment to the request.
4. The eP-CSCF validates the credentials received from the WIC: The eP-CSCF validates the contents of the security token (checking e.g. the MAC “signing” the token)  and that the IMS identities being registered are authorized by the security token

5. NOTE 4: It is assumed that the eP-CSCF can check the validity of the token and get the relevant information from the token, e.g. identity of the WWSF, lifetime and scope of the token. The way for the eP-CSCF to carry out these actions is out of the scope of 3GPP.

The eP-CSCF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA procedures, with an indication that the authentication has already been carried out.

6. The IMS Core returns a OK response to the WIC (via the eP-CSCF) to confirm the successful IMS registration. When  processing the OK response, the eP-CSCF associates the successfully registered IMPUs/IMPI with the TLS Session established with the WIC. 







Alternatives to sip possible





Sip with usage of TNA
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