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1. Introduction
The companion contribution S3-140147 proposes a skeleton for TR 33.806. The present contribution proposes a pCR for clauses 5 through 9 according to this skeleton. For for clauses 5 through 8, the present pCR suggests to include the templates from in TR 33.805 as Editor’s notes in somewhat abbreviated from as a guidance. 
Clause 4 is not expected to need such templates, but cf. our contribution S3-140150. For clause 9 (Basic Vulnerability Testing Requirements) TR 33.805 does not provide a template; this needs separate study. 
2. Pseudo CR
Start of pCR
5
Security Problem Definition 

Editor's note: Details on the expected content of this clause are described in TR 33.805, clause 5.2.2.4.2.2. They are used here to further refine the structure of this clause. 

5.1
Introduction 

5.2
Critical assets 

Editor's note: As specified by TR 33.805, clause 5.2.2.4.2.2, this subclause lists all critical assets. Each asset shall be given a unique identifier for later reference from the threats. 

5.3
Threats
 
Editor's note: TR 33.805, clause 5.2.2.4.2.2 also requires considerations on the attacker model. They are to be included in this subclause as it may make sense to consider the attacker model together with the threat.
Editor's note: The description of threats shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.2:

· Threat Reference: a unique identifier assigned to each threat 
· Threat Category (optional): its use depends on the chosen threat analysis methodology
· Threat Description: it shall, in particular, point to all assets from clause 5.2 affected by this threat
· Threat relevance 
: an assessment whether the threat needs to be mitigated (yes/no)

5.4
Security objectives

Editor's note: As specified by TR 33.805, clause 5.2.2.4.2.2, this subclause lists all security objectives derived from the threats. Each objective shall be given a unique identifier for later reference from the requirements and shall point to the threats it addresses. 

6
Security Functional Requirements 

Editor's note: Details on the expected content of this clause are described in TR 33.805, clause 5.2.2.4.2.3.


Editor's note: Security requirements according to TR 33.805, clause 5.2.2.4.2.3 also include hardening requirements and assumptions on the environment. We propose to consider them in separate main clauses for purely editorial reasons, namely in order to reduce the number of hierarchy levels for the subclause numbering.

Editor's note: Clause 6 is proposed to be structured further by grouping non-3GPP Security Functional Requirements according to themes. This grouping is FFS. Examples of such groupings are provided by [CC] or, in a simpler form, but based on CC, by [ NDPP]. 3GPP-related Security Functional Requirements are proposed to be contained in a subclause of their own as they are not expected to be listed in detail, but addressed by wholesale reference to the relevant 3GPP specifications. 
6.1
Introduction
6.2
Security Functional Requirements Deriving from 3GPP Specifications

6.x
<Class x of SFRs>
Editor's note: The description of Security Functional Requirements shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3:

· Requirement Name: each security requirement is assigned a unique name. The name preferably indicates the topics covered by the requirement.
· Requirement reference: a unique identifier. The precise convention for the structure of the reference is ffs. 
· Requirement Description: a detailed description of the security requirement.
· Threat References: the unique identifiers assigned to the threats the requirement intends to meet.
· Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.
· Requirement evidences: the expected test results
7
Security Requirements related to Hardening 

Editor's note: An example is given in TR 33.805, clause 5.2.2.4.2.3.

Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3:

· Requirement Name: each security requirement is assigned a unique name. The name preferably indicates the topics covered by the requirement.
· Requirement reference: a unique identifier. The precise convention for the structure of the reference is ffs. 
· Requirement Description: a detailed description of the security requirement.
· Threat References: the unique identifiers assigned to the threats the requirement intends to meet.
· Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.
· Requirement evidences: the expected test results
8
Security Assumptions on the Operational Environment

Editor's note: Assumptions on the environment are derived from threats and complement the security requirements on the TOE. This clause could e.g. state that an MME is assumed to be operated in a physically secured environment. 

Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3:

· Assumption Name: each security assumption on the operational environment is assigned a unique name. 
· Assumption reference: a unique identifier. The precise convention for the structure of the reference is ffs. 
· Assumption Description: a detailed description of the assumption.
· Threat References: the unique identifiers assigned to the threats the assumption intends to meet.
· Test Case and Requirement evidences: are not applicable
9
Basic Vulnerability Testing Requirements

Editor's note: The WID clearly states “that the MME SCAS shall describe... Basic Vulnerability Testing activities”. But TR 33.805, clause 5.2.4.4, also states “As Basic Vulnerability Testing is universally applicable for all Network Product Classes, the requirements for this testing category are expected to be specified as a general SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes”. Nevertheless, BVT is included here as the present TR is meant to be used for the SCAS piloting activity, and there needs to be a place for BVT piloting. 

Editor's note: It is ffs how to structure the description of BVT requirements. 
End of pCR
�TR 33.805 proposes 'risk level' here, but it may be quite difficult for SA3 to assign a risk level from whatever scale with more than two possible values, and it is far from obvious to what use SA3 could put this information. All that SA3 really needs to know is whether the particular threat needs to be addressed by an objective or not. 





