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1.
Introduction

This contribution discusses the potential security threat on the Solution #2.1 “Security for discovery” under consideration in the SA3 TR 33.833. Solution #2.1, assumes that restricted discovery identities are exchanged among the trusted set of UEs and the UEs take enough security measures to protect restricted identities, which may not be correct. A malicious or compromised UE, which knows the restricted identity of others can mount impersonation attack on restricted discovery or may leak the keys (restricted identities) of other UEs (in this case, there is risk of tracking and replay attack). So there is a need for a new mechanism or further details on how solution 2.1 addresses the impersonation attack.        
2.
P-CR
* * * Start of Change * * * *

6.2.1
Solution #2.1: Security for discovery

6.2.1.1
General

This solution addresses key issue #2.2 in the current document and is the security part of solution D1 in TR23.703 [4].

6.2.1.2
Tracking of UEs using restricted discovery identifiers

The risk of tracking of a UE by passive receivers in proximity exists if the same announced ProSe identifier,  i.e. ProSe UE Identity or ProSe Application Identity), is sent OTA time and again in periodic announcements. 

To mitigate against this attack, and also against the attack of section 6.2.3, the ProSe identifiers announced/broadcasted over the air by a UE should change from announcement to announcement, in a manner not easily predictable by any passive receiver.  Naturally, given this is restricted discovery, the UEs that have been authorized to discover a UE are able to understand the next OTA ProSe identifier the UE in question uses.

6.2.1.3
Impersonation/replay attacks on of restricted discovery identifiers

The risk of impersonating a UE by passive receivers in proximity exists if the same announced  ProSe identifier ( i.e., ProSe UE Identity or ProSe Application Identity) is sent OTA time and again in periodic announcements. An announced ProSe identifier could thus be replayed by another UE at a later time.

To address the impersonation/replay attack risk, same solution as for the tracking risk can be employed. Furthermore with restricted discovery, the ProSe Identifier will only be available to a known set of other users and hence could only be transmitted by such users. However amongst a known set of other users, the risk of impersonation attacks is of concern and to be addressed. For some actions following discovery, e.g. ProSe communications, there may be some authentication signalling exchanged, whereby impersonation can be detected before any user data is actually exchanged. But if there is no authentication signalling exchanged following the discovery procedure, then there is impersonation attack risk.  
Editor Note: How this solution can be used to address the impersonation attack mounted by known set of users (friends) needs to be detailed.
* * * End of Change * * * *

3.
Conclusion:

We request SA3 to include the above pCR proposal in the ProSe TR 33.833 for further study. 
