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1. Introduction
The below pCR implements the UE-based solution according to the conclusion proposed in S3-140119. 

The security procedure proposed corresponds to the description given in 3GPP TR 33.868 for USAT application pairing.

It is proposed that SA3 accept the below pCR for inclusion in the draft MTCe 3GPP TS 33.187. 

2. Pseudo-CR to 3GPP TS 33.187 

************************************ START of 1st CHANGE *************************************
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8
Security Procedures for Restricting the USIM to specific UEs

<This section specifies the security procedure for USIM binding to specific UEs>

8.y
UE-based procedure with USAT application pairing

8.y.1
General

This clause specifies how the use of a USIM can be restricted to specific MEs thanks to UE-based solution relying on USAT application pairing. The solution is optional for implementation in the User Equipment and in the operator network. 
To have USAT application pairing capable User Equipment, the ME shall support USAT, as specified in 3GPP TS 31.111 [zz].
8.y.2
Security procedure
USAT application pairing is successful when the IMEI or IMEISV retrieved from the terminal matches the value or the range of values the UICC is configured with. USAT application pairing fails if the terminal does not support USAT command PROVIDE LOCAL INFORMATION. 
After a UICC reset, the USIM has its PIN in a blocked state before USIM application selection. The PIN is unblocked and disabled after a successful USAT application pairing. An UE supporting USAT application pairing proceeds to Profile download as specified in 31.111 [zz]. The USIM immediately sends a proactive command PROVIDE LOCAL INFORMATION requesting the UE’s IMEI(SV). The UE  then sends the TERMINAL RESPONSE with its IMEI(SV) before starting USIM initialisation procedure.

The file EFIMEISV stores the IMEI(SV) or range of value to which the USIM is bound.

The file EFpairing stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing check. The UICC also stores in the file EFpairing the IME(SV) value of the MTC ME. In case of unsuccessful pairing check, the USIM sets the status flag to “KO” and stores in the file EFpairing the IME(SV) value of the unauthorized MTC ME. 

The status flag of pairing check (with value “OK or “KO”) stored in the file EFpairing can be read by any terminal hosting the UICC. But, the IMEI(SV) value stored in the file EFpairing is protected by ADM right, only the operator can retrieve this information. The information stored in the file EFpairing  provide a mechanism to detect change of association between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.

UICC OTA mechanism (as specified in 3GPP TS 31.115 [xx] / TS 31116 [xy] and ETSI TS 102 225 [yx] and TS 102 226 [1yy]) is used to update the file EF IMEISV stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by adding or removing authorized IMEI(SV) values or IMEI(SV) ranges the file EF IMEISV. 
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