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1
Introduction
In SA3#73 it was decided to stop the PWS WID with a TR since no urgent demand from a regulator perspective was received and requirements are not allowing to gain a complete self-containing security solution but rather to show to regulators, operators, and vendors the different dimensions of finding a security solution that suits the requirement on a per regulator’s domain basis. Thus, the main goal of SA3#74 meeting is to wrap up and clean up the TR, such that operators and vendors can consult regulators in case of PWS security is requested one day.
This pCR suggests some rephrasing to section 6.2.5.1. 

2
PCR

***
BEGIN CHANGES
***
6.2.5
Verification of PWS Warning Notification message

6.2.5.1
General

The UE shall support the verification of the signature attached to a PWS Warning Notification in case PWS security is applied in a regulatory domain. How to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.

The UE shall support a USIM data file with two settings to disable the PWS functionality as specified in TS 22.268 (for requirements and detailed handling of the USIM data file see clause 4.6.4 on Enabling and disabling of Warning Notifications in TS 22.268 [2]).

Editor's Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.

If UEs cannot receive public keys from the network through any form of signalling or user plane interaction, e.g. when the UE is in limited service state, the required information for verifying signed warning messages has to be provided by other means, e.g. through various forms of previous interactions between UE and network. The required information would be available at least for the implicit-certificate-based approach (solution 6 in the present document) where root CA public keys are installed in the UE at manufacturing time or when the UE is switched on for the first time, and the CBE public keys are implicitly distributed by broadcast as part of the warning message. 

Editor's Note: For other solutions in clause 7 of the present TR, public key distribution in a situation where the UEs cannot receive public keys from the network through any form of signalling or user plane interaction is ffs.  

***
END OF CHANGES  ***



























