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Abstract of the contribution: This contribution explains how ProSe discovery (primarily direct) for Public Safety is different from the ProSe discovery for commercial applications. Text is proposed for the solutions section in the TR 33.cde to cover the Public Safety paradigm.
Introduction

There are some differences in the way ProSe direct discovery for Public Safety (PS) operates versus commercial applications. Of particular importance is the case when the PS UEs end up operating in the same band class or the same carrier as commercial UEs, for example due to RAN sharing and spectrum leasing between public and private (PS) operators. 

Not all security aspects for PS are subject to standardization in 3GPP Rel-12. Those include, for example, cryptographic algorithms and/or hardware identity modules for PS UE. 
<Proposed new text in 33.cde>
6.2.4
Solution #2.4: Security for ProSe discovery for Public Safety
6.2.4.1
General

This section provides a security solution for ProSe discovery procedure for Public Safety (PS).The assumption is that the standardized solution is as common as possible between commercial and public safety cases, and the described behavior applies to the areas of difference between the two.
According to TS 22.278 clause 9.2: “The Evolved Packet System shall provide a high level of security, equivalent or better than Rel-7 3GPP systems.”. For messaging exchanged on established traffic channels between UE and eNB, this requirement is met automatically via the security protection conferred by existing LTE operations.  Thus the focus of this requirement moving forward should be messaging exchanged directly between UEs.
NOTE: Regarding message protection, currently, the ciphering and integrity keys are 128 bits long. The message authentication code (MAC) used in LTE for RRC messages integrity protection is 32 bits long. The crypto-sync (non-secret) parameter used to protect against replay attacs is 32-bits long .  
6.2.4.2 ProSe Discovery for Public Safety
A general security requirement for Public Safety UEs is that, except in the case described in the next subsection,  their presence and the fact that they are PS UEs should not be detectable by non-PS UEs, other than maybe in the form of some RF transmission. (Some protection may come from having PS and non-PS operate in different spectrum, but this cannot always be guaranteed, given RAN sharing and spectrum leasing.)
Elaborating further, this means that it is not sufficient that an un-authorized UE cannot decrypt/decode a discovery message sent by a PS UE, but that also the discovery message “as received/captured” cannot be easily recognized as a PS discovery message through characteristics like message length, format, bit patterns, etc. Even if the message is eventually recognized as a discovery message by the un-authorized UE, it should be practically indistinguishable from a random restricted discovery message from a commercial UE.
NOTE: The above text applies primarily (but not exclusively) to direct device-to-device discovery.   
6.2.4.3 Open ProSe Discovery for Public Safety 
There are at least two flavors: “completely open” and “limited”.
In the “completely open” ProSe discovery the PS responder or agency wants to make services available to the general public and thus be discovered and recognized by the general public; consequently he advertises presence via discovery messages. This is basically the same as commercial open ProSe discovery, and thus the security challenhges are the same: protection against impersonation and guarantee of the integrity of the messages. It is essential, though, that those security measures are defined by standards and that they cannot be turned off by either user or operator, the latter being an operation or configuration rather than standards requirement.
In the “limited” open ProSe Discovery for Public Safety, the sender of the discovery message wants the message successfully processable only by other PS UEs. Thus it may be necessary to encrypt the discovery message and the responses to it, making this case a form of  “restricted” ProSe discovery. A typical usage is for the “beacon” and/or for the response discovery message sent by a  PS UE acting as a UE-to-Network ProSe relay. 
6.2.4.4 Restricted ProSe Discovery for Public Safety
There may be stronger security algorithms and/or longer keys necessary, but those aspects are outside 3GPP standardization for Rel-12. In PS there is a concept of “local control”, which may include the characteristic that the security keys are known only to the PS agency and not necessarily to the network operator. On the other hand, there may be the need that each message contains the ProSe UE identity of the sender, which also needs to be privacy protected, but using keys known to the network operator, such that they can be decrypted independently if necessary. The corollary is that the system should be able to securely distribute keys and to encrypt the ProSe UE Identity and the remainder of the message with separate sets of keys. 
6.2.4.5 Latency of ProSe Direct Discovery for Mission Critical Public Safety
In case of Mission Critical situations short response time can be essential: e.g. activating  a discovery query by a UE for a presence application should lead to an almost instantaneous display on that UE’s screen of PS personnel in the vicinity, based on the received discovery responses.
The following applies to the case of direct device-to-device discovery outside network coverage and relatively large numbers of responders, common in case of large incidents in isolated areas (e.g. forest fires):

 It should be understood that what we call “discovery” is really “mutually authenticated discovery”, i.e. the discovery process ends not when some first  response from some potential target arrives back to the initiator, but really when each party (initiator and responder)  have proof that the identity asserted by the other party is genuine.  In non-mission critical situations, this can be a multi-step process, starting with an initial message exchange followed by the setup of a direct device-to-device  “traffic channel” over which security certificates and other information can be exchanged. This approach needs to consider the time required by the exchange of multiple messages, the time to set up the channel and especially the time taken by the backoffs and retries when all the responders contend for usually a unique channel to the initiator of the discovery process.  For mission critical tasks such process could be too lengthy. Therefore, it is desirable that the entire “mutually authenticated discovery” be completed via a single exchange of messages, without the need to setup a communication channel over which large amounts of security data is exchanged (e.g. full certificates). The challenge is to define and place enough security parameters and information in those ProSe discovery messages to allow for completion in a single exchange. 
NOTE: A solution based on asymmetric cryptography where the initiator of ProSe discovery signs his message with a private key and the other party verifies the signature via a previously distributed public key, as suggested in sub-section 6.2.3.1 might work in this case, since the “signatures” tend to be much smaller in size than a full certificate and thus can fit it the discovery messages.  .
<End of proposed changes>

