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Abstract of the contribution: This contribution discusses the solutions for multiple operator RA/CAs case.
1 Introduction
The current enrolment procedure for base stations specified in TS 33.310 only covered the scenario with one operator RA/CA. However, there are some deploy scenarios with multiple operator RA/CAs, e.g., RAN sharing cases. This contribution discusses the solutions for the scenario with multiple operator RA/CAs.
2 Scenario

In an example RAN sharing deployment scenario, the eNB needs to connect to SEGs deployed by the hosting operator and participating operators. Figure 1 depicts one scenario with one hosting operator and one participating operator. 
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Figure 1: Scenario with one hosting operator and one participating operator

The eNB can be provisioned the root certificate of hosting operator CA and an eNB certificate issued by the hosting operator CA after the successful certificate enrolment procedure specified in TS 33.401. The authentication between the eNB and the SEG of hosting operator can perform successfully. But the authentication between the eNB and the SEG of participating operator cannot succeed because neither eNB nor can SEG of participating operator verify the certificate hold by the other entity. A solution is needed to solve this issue.

3 Alternative solutions

Solution 1:
Solution 1 is illustrated in figure 2. The eNB performs the certificate enrolment procedure with the hosting operator CA so that the O&M link can be established. Then the eNB is provisioned the root certificate of the participating operator CA via the O&M link. So the eNB can verify the certificate of SEG of the participating operator. The SEG of participating operator can install the root certificate of hosting operator so that the SEG of participating operator can verify the eNB certificate issued by the hosting operator.
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Figure 2: solution 1

Solution 2:
Solution 2 is illustrated in figure 3. The eNB performs the certificate enrolment procedure with the hosting operator CA so that the O&M link can be established. Then the eNB is provisioned the RA/CA information of the participating operator CA via the O&M link. The eNB perform the certificate enrolment again with the participating operator CA so that eNB can get the root certificate of the participating operator CA and the eNB certificate issued by the participating operator CA. Consequently the eNB and the SEG of the participating operator can perform certificate-based mutual authentication.
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Figure 3: solution 2

Comparison:

Solution 2 is preferred from a security perspective since solution 2 can provide a separate security between two operators. The compromise of the hosting operator PKI system will not spread to the participating network.

4 Proposal

It is proposed to adopt solution 2 and agree the CR in S3-140030.
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