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1 Introduction
The way in which the eP-CSCF authenticates the user is currently left unspecified in Clause 6.1.2.1 Use of Trusted Node Authentication (TNA). This part was left out in order to be able to complete the work item in time for the Rel-12 deadline.

However, we realized that if CT1 is going to do the stage 3 specification and make updates to TS 24.229, we need to specify at least parts of the authentication flow. In particular, we need to agree on the type and format of the authentication data that is passed on the W2 interface from the WebRTC IMS Client to the eP-CSCF.
2 Using OAuth to authenticate the user

A protocol that has been mentioned several times before in this context, and which is particularly suitable for the type of use cases that we are considering, is OAuth 2.0 (RFC 6749). On a high level it works as follows:

1. The WWSF obtains an OAuth access token from the OAuth Authorization server and sends it down to the WebRTC IMS Client. 
2. The WebRTC IMS Client includes the access token in the IMS registration request that is sent to the eP-CSCF
3. The eP-CSCF validates the access token and extracts or retrieves the IMPI of the associated user and the identity of the WWSF.
4. Provided the token is valid the eP-CSCF registers the IMPI with the S-CSCF using TNA

OAuth 2.0 describes several different ways in which the WWSF can obtain the access token. In the "authorization code flow" for example, the OAuth Authorization server will issue the access token after authenticating both the user and the WWSF. Other flows, such as the "client credentials flow", allow the WWSF to obtain the access token directly without having to involve the user. It is even possible to let the WWSF issue its own access token by considering the Authorization server as a function that is integrated with the WWSF.
An access token is associated with a specific user and WWSF and has a certain lifetime and scope. This authorization information can either be encoded into the token itself and verifiable through a signature or MAC (so called self-contained token), or it can be retrieved as part of the validation response, if the validation is performed against the Authorization server.
3 Proposal

We propose to use OAuth 2.0 as authentication protocol between the WebRTC IMS Client and eP-CSCF. For this release we will only specify the transport of the token on the W2 interface (i.e. step 2 above). The generation and validation of the token (i.e. steps 1 and 3 above ) can  be specified in a later release if needed.

The accompanying pCRin S3-140062 implements the above proposal in the TR.
