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1. Introduction
This contribution proposes an analysis in SIP password protection and adds the related content in pCR.
2. Analysis
In order to maintain the active status of the IMS register, IMS client will periodically perform the re- register procedure, which usually requires the client can store the SIP digest credential to perform the corresponding authentication during re-register.
In the software client access scenario, the SIP digest credential can be securely stored in client because the client application software needs to be first installed on the UE. Because as the part of client source code, the key used for encrypting the user password will be compiled and obfuscated, the encryption key can’t be obtained until the client application software is decompiled by using reverse engineering.
But for the WebRTC client, the SIP digest passwords have to be stored in browser or a file on the UE, because the JavaScript will not be compiled. It should be assumed that the hackers may obtain those passwords by physical access to those browsers /files (e.g., devices in public locations) or remote access to those browsers /files (e.g. device without proper security configuration or are infected by malwares with backdoors).  This situation is similar to the email, where the browser stores cookies (encrypted by server) in stead of stored the user passwords directly at browser side .So the risk of storing SIP passwords in a browser or files on the UE should be considered, and the mechanism for protecting the passwords or the optimal authentication procedure needs to be further study.
3. pCR
===========================Begin of Change============================
6.1.1.1
Use of SIP Digest credentials

In this scenario it is assumed that the WebRTC IMS Client implements the SIP Digest algorithm and sends the authentication information to the eP-CSCF. The use of SIP Digest in IMS is specified in Annex N of TS 33.203 [5].

Editor’s Note: How SIP Digest credentials are made available to the WebRTC IMS client (for example via the WWSF) and its security implications are FFS.
Note：It should be necessary to protect the SIP password since it is stored on the WIC for supporting re-registration. Thus, the mechanism for SIP Digest password protection needs to be ffs. 
============================End of Change============================
