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1
Introduction
It is proposed to add the following text to clause 6.1.2.
2
pCR

***
BEGIN CHANGES
***
6.1.2
Authentication of WebRTC client using web credentials
In this scenario it is assumed that the WebRTC client does not have access to IMS credentials and instead uses some other form of credentials to authenticate to the WebRTC control plane function (directly or indirectly via some other node). The WebRTC control plane function provides authentication interworking towards the IMS and performs the IMS authentication on behalf of the WebRTC client.

6.1.2.1
Use of Trusted Node Authentication (TNA)
The scenario is a perfect fit for the Trusted Node Authentication (TNA) specified for IMS in Annex U of TS 33.203 [5]. While TNA was specified mainly for interworking with the CS access domain, the technology is access and protocol independent. From an IMS perspective, the trusted node takes the role of both the UE and the P-CSCF. The only requirements are that the trusted node can authenticate the user, that the trusted node can provide interworking between the IMS domain and the other domain, and as the name applies, that the operator trusts the node and the authentication provided by the node. As the trusted node takes the role of the P-CSCF, it has all the reference points of the P-CSCF and can implement the interfaces as needed.
The signalling flow for when the Trusted Node performs registration on behalf of the WebRTC client is shown in Figure 4. The signalling between the Trusted Node and the rest of the IMS core is unchanged from the signalling flow in Annex U of TS 33.203 [5].
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Figure 4: Trusted Node performs registraton on behalf of the WebRTC client
The interface between the WebRTC client and the Trusted Node is unspecified and could therefore use any protocol and authentication mechanism as long as it is transported over HTTP/WebSocket and trusted by the operator.

When registering to the IMS, the trust of the node is verified by the I-CSCF based on visited network information and network domain security. The S-CSCF looks for an indication in the "integrity-protected" flag that authentication is already performed by the trusted node.

***
END OF CHANGES
***
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