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Abstract: This document responds to the action given on the document S3-101281 of SA3#61.
Introduction
During the previous meeting an action was given to all terminal vendors regarding our document S3-101281 “Discussion on introduction of new EPS security algorithm”. In this document we provide response to this action. Based on the response we conclude that the proposed solution in S3-101281 is valid. 

In this meeting we propose to discuss the response to the action given in SA3#61 and discuss / decide on how to proceed with algorithm negotiation. If need be, we are ready to send a LS to other groups.

Action and Response
Action: Terminal vendors should identify whether the following claim in S3-101281 is valid: “A legacy UE will ignore the field with new algorithm and work as usual.”
Response: We checked TS 36.331 and TS 24.301. Both protocols, RRC and NAS, will not consider the new IE as an error and will proceed with the rest of message. Excrepts from the two TSes to prove the same is given below; these are in all Releases of the two TS starting from Release 8 to Release 10 without any backward compatibility issue. Thus we conclude that legacy UE will ignore the field with new algorithm and work as usual.
RRC

Following excrept of TS 36.331 (RRC) Annex A providing the guidelines for protocol extensions answers the question from RRC protocol point of view:

A.4
Extension of the PDU specifications

A.4.1
General principles to ensure compatibility

It is essential that extension of the protocol does not affect interoperability i.e. it is essential that implementations based on different versions of the RRC protocol are able to interoperate. In particular, this requirement applies for the following kind of protocol extensions:

-
[…]

-
Introduction of additional fields in an extensible PDUs (i.e. it should be possible to ignore uncomprehended extensions without affecting the handling of the other parts of the message).

-
[…]

[…]

The non-critical extension mechanism is the primary mechanism for introducing protocol extensions i.e. the critical extension mechanism is used merely when there is a need to introduce a 'clean' message version. […]".

The non-critical extension mechanism is fully described in A.4.3.
NAS

Following excerpt of TS 24.301 (NAS) answers the question from NAS protocol point of view:

“7.6
Unknown and unforeseen IEs in the non-imperative message part

7.6.1
IEIs unknown in the message

The UE shall ignore all IEs unknown in a message which are not encoded as "comprehension required" (see 3GPP TS 24.007).”
