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Abstract of the contribution:

Introduction and Discussion

In TS 33.220, the Ks and B-TID which are generated between UE and BSF in bootstrapping are globally unique. The Ks_NAFs for other NAFs are derived from Ks. In general, the key lifetime of Ks is longer than the Ks_NAF.

But the problem is that the key derivation function is Ks_NAF=KDF(Ks, "gba-me", RAND, IMPI, NAF_Id). So when the NAF requires an update of Ks_NAF, e.g. because the key’s lifetime has expired or will expire soon, or the key cannot meet the NAF local validity condition, it will result in the update of Ks. 
There’s a scenario that several application clients run on UE. And every application needs Ks_NAF to be derived from Ks separately. Every Ks_NAF have their own key lifetime.
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In the figure, Ks is generated in bootstrapping, which key lifetime is 0-7. According to the security requirements of NAFs, BSF supplies Ks_NAF1, Ks_NAF2, Ks_NAF3 and their key lifetimes to NAF1, NAF2, NAF3 seperately. The key lifetimes are 1-4, 2-5, 4.5-6 seperately.
· In time 4, Ks_NAF1 should be updated. It will result in the first bootstrapping which update Ks and B-TID to new Ks1 and new B-TID1. Because the B-TID is used as the identity of UE, so it will result in the update of Ks_NAF1 and Ks_NAF2 in time 4. That is, new Ks_NAF1_1 and Ks_NAF2_2 are derived from new Ks1.
· In time 6, Ks_NAF3 should be updated. It will result in the second bootstrapping which update Ks1 and B-TID1 to new Ks2 and new B-TID2. And new Ks_NAF3_1, Ks_NAF1_2 and Ks_NAF2_2 are derived from new Ks2.

· In this scenario, the Ks_NAF3_1 lifetime is very short. So in time 8, Ks_NAF3_1 should be updated. It will result in the third bootstrapping.
The problem is that the Ks should be update frequently in time 4,6 and 8. But the Ks lifetime is 0-7. That is, the update of Ks_NAF will result in the update of Ks. So the UE and NAF should access the BSF frequently. This will increase not only the load of BSF and NAF, but also the times of bootstrapping. It will reduce the application user experience.
Conclusion
We kindly propose SA3 to discuss about this new requirements to this problem and take it into consideration in TS 33.220.






































































































3GPP

SA WG3 TD


_1323782793.vsd
Ks lifetime


Ks


Ks_NAF1


Ks_NAF2


Ks_NAF3


4


5


6


Ks_NAF1 lifetime


Ks_NAF2 lifetime


Ks_NAF3 lifetime


1


2


3


7


8


9


10


0


Ks1


Ks_NAF1_1


Ks_NAF2_1


Ks2


Ks3


Ks_NAF1_2


Ks_NAF2_2



