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Introduction

At the S3#47 meeting, there were some contributions on methods of ensuring that new keying material was available to secure the traffic between the UE and network after Idle-to-Active transitions. The proposed methods included using either Nonces from both the UE and network or Counters values that are co-ordinated between the UE and network. This decision on a possible method was further complicated by an LS from RAN2 noting that Idle-to-Active transfer time can be shortened significantly by keeping the Service Request message short. This meant that the use of Nonce was not felt appropriate as they did not fit within the RAN2 requested size, whereas the use of counters was felt complicated as it introduced possible error cases in keeping them synchronized. 

In this contribution we propose an alternate method to provide new keys at Idle-to-Active transitions. An advantage of the proposed method is that the re-keying is network initiated and can be completely done within a security mode command message, i.e. no input is required from the UE. Furthermore the re-keying during Idle-to-Active is achieved with parameters that are already maintained between the UE and MME. The only cost of the method is to require the UE and MME to store an additional key as part of the NAS level security context. 

Assumptions in designing the solution 

In addition to case of Idle-to-Active transitions, the proposed solution is also designed to account for the case where the mobile (re-)connects to the network using an already existing KASME but no currently existing NAS level security context. An example of this would be if the both the mobile and network stored S-TMSI and KASME (and no other security parameters) while the mobile was detached from the network. This seems inline with the current SA2 assumptions that as the Attach Request is always unprotected (see S3-070289) and Authentication during Attach is optional (see TS 23.401 v1.0). The former suggest that the NAS security context is not stored while Detached and the latter that KASME stored otherwise it would be mandatory to run AKA. If these assumptions do not hold (e.g. for each KASME once there is a NAS security context established there will always be one), then the use of Nonces in the solution should be re-considered. 

Finally it is assumed that counters will be used to protect NAS messages from replay and key stream repeat. The least significant parts of these counters will be sent with the NAS messages. 

High level of proposed solution 

The proposed solution consists of two different methods to ensure that the keying material is always new. Firstly it is proposed to use an exchange of Nonces at Attaches and Re-authentications. Nonces are used as they guarantee key freshness without the need for any additional storage in either the UE or MME.

In the case of Idle-to-Active transitions when a NAS security context exists, the counter used to protect downlink NAS messages from replay will be used to ensure that new keys are generated. This counter is maintained in both the UE and MME and error case dealing with loss of synchronization of this counter between the UE and MME will need to be considered with it is used for re-keying or not. The counter provides a guarantee to both sides that the generated keys have not been used before. 

With this method re-keying is effectively done sending a NAS message from the MME to the UE. This NAS message is part of a NAS level security mode procedure or carried in an RRC security mode procedure (note: the method proposed in this contribution does not rely on either NAS or RRC level procedures being used to establish RRC and UP security). The method enables the re-keying of both the NAS level and RRC/UP security contexts.

Realisation of the proposed solution 

Changes to the Key Hierarchy

In addition to the agreed key hierarchy, it is proposed to add a key, KMME, between KASME and the keys, KNAS-enc, KNAS-int and KeNB derived form KASME. In other words KMME will be derived from KASME and used to derive the other keys. This is represented by the below change to the agreed hierarchy. 
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The following are the proposed derivation functions:

KMME = F1(KASME, UE_Nonce, MME_Nonce, ..)

KNAS-int = F2(KMME, NAS_counter, ..)

KNAS-enc = F3(KMME, NAS_counter, ..)

KeNB = F4(KMME, NAS_counter, ..)

It could be observed here that KMME is not needed as KNAS-int etc could be derived directly from KASME and the Nonces and Counter. If KMME is not stored then the Nonces will need to be stored. Whether KMME is used or not does not change the overall solution. Using KMME allows the establishment of a UE-eNode B security context after a Service Request given the NAS level security context is still valid and can save the need to transfer a KSI like parameter.  

Security mode procedures 

The section describes the security mode procedure based on the assumption that the RRC and UP security establishment will be protected using an RRC level procedure. It is a simple to change the flows to perform the key refresh with the RRC and UP security being protected by an NAS level procedure. In our assumed case, the NAS level security mode procedures is used to establish the NAS level security and/or provide a new KeNB for the RRC and UP security. 

The MME to UE NAS Security Mode Command (SMC) includes the following parameters
· LSB_NAS_counter: Least significant part of the downlink counter used to ensure replay protection etc of NAS messages.
· UE_nonce and MME_nonce: Optional parameters that are sent when generating a new K_MME. 
· NAS_algs: Optional parameter(s) that indicates which integrity and confidentiality algorithms will be used and indicates that new KNAS-enc and KNAS-int must be generated (must be included if UE_nonce and MME_nonce present)

· UE security capabilities: Optional parameter that provides confirmation that the MME received the UE security capabilities correctly, i.e. no Man-in-the Middle attack. It must be included if NAS_algs is included. 
· NAS_MAC: A message authentication code calculated using the (new) KNAS-int 
The UE will recognize if the message is to refresh the NAS level security by whether the NAS_algs parameter is included. This means that new keys will be calculated from KMME and the complete NAS_counter value that is associated with this message. If addition to NAS_algs being included UE_nonce and MME_nonce are included and UE_nonce is acceptable to the UE, then the UE will first calculated a new KMME before calculating the new NAS keys. When this is done the NAS_counters will be reset to 0, i.e. the NAS_counters exist for the lifetime of a KMME, not just the lifetime of a particular security context.  

If NAS_algs is not contained in the NAS SMC, then the message is purely to derive a new KeNB for the RRC and UP security (note if it does contain NAS_algs, it can also be used to calculate a new KeNB).

The response part of the NAS SMC consists of the LSB_NAS_counter (uplink) and the NAS_MAC, although this will not be sent if the message was purely a key generation one. 

The eNode to UE RRC Security Mode Command (SMC) includes the following parameters:

· LSB_RRC_counter (= 0): Least significant part of the RRC counter which will always be reset.

· eNB_algs: Mandatory parameter that indicates the algorithms that will be used to protect the UP and RRC traffic

· NAS SMC message: Optional (FFS) parameter to contain the information to generate K_eNB

· eNB_MAC: A message authentication code calculated using the (new) Ks_eNB-RRC-int 

The NAS SMC is optional as there may be cases when the RRC level security mode procedure is not initiated by the MME, e.g. a new KeNB is derived from the current KeNB in the case that the eNode B wants to refresh the keys locally. It should be noted that it is not possible to generate a KeNB from a new KASME (via KMME) without also refreshing the NAS level security context. This is not a restriction in practice, as this can be done in parallel and if there is a new KASME, then the security context should be refreshed.   

The response part of the RRC SMC consists of the LSB_RRC_counter, the response part of the NAS SMC if it is sent and the RRC_MAC. 

The MME initiated creation of a new UE-eNode B security context without changing the NAS security context is shown in the figure below. 
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1. The MME initiates the Security mode procedure by sending the NAS SMC containing only the KeNB generation data, KeNB and the preferred_algs (the list of UP and RRC algorithms that UE supports ordered by the MME preference) to the eNode B 
2. The eNode forms the RRC SMC, which includes the NAS SMC. 

3. The RRC part of the UE passes the NAS SMC to the NAS part of the UE.

4. The NAS part of the UE checks the NAS_MAC and if successful. It calculates KeNB and passes it to the RRC part of the UE.  

5. The RRC part of the UE checks the RRC_MAC and if successful establishes the new RRC/UP security context, which is used for all messages. It then calculates the response to the RRC SMC and sends it to the eNode B.

6. The eNode B checks the RRC_MAC in the RRC SMC. If it is successful, then the RRC security mode proecedure has successfully completed and all subsequent traffic can be protected. It passes an Ack onto the MME.

Benefits of the Proposal Keying Method

General 

The major benefit of the proposed keying method is that re-keying of the various keys that are used to carry traffic between the UE and network can be performed with input from the UE. This not only allows a simple way of the network refreshing the security context without changing KASME (just initiate the relevant procedures describe earlier in the contribution), but it also helps to keep the security parameters needed in messages like Service Request to a minimum (see next section).  

The proposed method also allows a simple method of a UE initiated key change, if such a case is desired in SAE/LTE. The UE would send a message consisting of the KSI of its current KASME and UE_nonce to the MME and the MME can then initiated a security mode command to change the keys. It also provides a method of generating a new KeNB from a KMME during an eNode handover with an MME change.

Effect of proposal on Service Request message

At the previous meeting, SA3 received an LS from RAN2 about reducing the size of the Service Request message. There are three security requirements for the MME at the point it wishes to respond to a Service Request: 

1. Be sure that the genuine UE is requesting service for the correct reason. 
2. Know the UE security capabilities in order to be able to create  the RRC and UP security context 
3. Be able to establish the new keys to protect the RRC and UP traffic
Point 1 is fulfilled by having the UE that the Service Request is integrity protected. This requires 36 bits in UMTS (32 bit MAC and 4 bit counter). It needs to be agreed whether such values are suitable for SAE/LTE.  

For point 2, the UE security capabilities could be stored in the MME through Idle and this would avoid the need to send them in the Service Request.

For point 3, if the integrity protection on the Service Request succeeded then the MME would know the UE shares KMME with it and KMME could be used to generate new RRC and UP keys. This is an advantage of using KMME in the proposal, as there could be cases when the UE and MME do not share the same KASME (e.g. due to an incomplete authentication as the UE went into Idle). This also means that it is not necessary to send KSI to the MME in a Service Request. Of course in some of these cases the MME could choose to authenticate the UE before establishing new security context. There will also be error case when the UE had received a NAS SMC, but the response was not received by the MME. In this case, a new NAS level security context will need to be established. The exact behaviour in these error cases is FFS.  

From the above analysis, with the current proposal for re-keying means that the Service Request only needs to contain the NAS_MAC and associated counter. 

Handover with MME change

The re-keying mechanism proposed in this contribution also enables a simple method of providing a KeNB to the Target eNode B that is generated from KMME rather the derived from the source eNode B’s KeNB. In particular, this re-keying allows a cryptographic separation of keying material between set of eNode Bs. This limits the scope of a compromise of an eNode without any additional signalling or an interruption to the user plane during active that may be required by refreshing the keys. While this procedure does add some complexity to these types of handover, there is a gain from a security and this compromise needs to be evaluated by SA3. The flow below shows a possible method of using a KeNB generated from a KMME during an eNode B handover with MME change. Steps that did not involve moving security parameters were omitted.  
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1. The Source eNode B pass the KeNB* (calculated in the same way as eNode B handover without MME change) onto the Source eNode B. 

2. The Source eNode B decides to generate a new KeNB and calculates the relevant NAS SMC and KeNB. It passes the NAS SMC and KeNB along with the UE security capabilities to the Target MME.

3. The Target MME calculates the Preferred_algs from the UE security capabilities. It passes NAS SMC, KeNB and Preferred_algs to the Target eNode B.

4. The Target eNode B forms a RRC SMC (including the NAS SMC ) and the C-RNTI to the Target MME.

5. The Target MME passed the RRC SMC and C-RNTI onto the Source eNode B. 

6. The Source eNode B to the UE. 

7. The UE confirms the MAC_RRC in the RRC SMC

8. The UE confirms the handover to the Target eNode B. 

Conclusion

This contribution has proposed an efficient keying mechanism that allows new keys to be agreed between the UE and network based on a single network initiated message. In particular this allow the Service Request message to be kept small as this allows no information needs to be carried from the UE to the MME in that message for the purpose. It is proposed that SA3 accept this keying mechanism for SAE/LTE and develop the relevant text for the specifications. 
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