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********************************FIRST CHANGE***********************
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Authenticated (re-) registration: A registration i.e. a SIP register is sent towards the Home Network which will trigger a authentication of the IMS subscriber i.e. a challenge is generated and sent to the UE.
Authentication Vector: Specifically for the SIP digest case, this wording does not address a  standard 3GPP Quintet, but a vector built of the following fields: 

· realm, 
· domain, 

· the authentication algorithm, 
· qop (quality of protection) value, 
· H(A1), i.e. a hash of IMPI, realm, and password.  
Editor's Note: emprovements to the definition of Authentication Vector for the SIP digest may be needed. . 
Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.

ISIM – IM Subscriber Identity Module: For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. The ISIM may be a distinct application on the UICC.
********************************SECOND CHANGE***********************

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply, TS 21.905 [7] contains additional applicable abbreviations:

AAA
Authentication Authorisation Accounting
AV
Authentication Vector
AKA
Authentication and key agreement

CSCF
Call Session Control Function

HSS
Home Subscriber Server 
IBCF
Interconnection Border Control Function
IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem

ISIM
IM Services Identity Module

MAC
Message Authentication Code

ME
Mobile Equipment

NAPT
Network Address and Port Translation

NAT
Network Address Translation
SA
Security Association

SEG
Security Gateway

SDP
Session Description Protocol

SIP
Session Initiation Protocol

UA
User Agent

********************************THIRD CHANGE***********************

Annex N (normative):
Enhancements to the access security to enable SIP Digest

N.1 SIP Digest 

An additional scheme for authentication is SIP Digest as specified in RFC 3261 [6]. SIP Digest achieves mutual authentication between the UE and the HN, and is based on HTTP Digest as specified in RFC 2617 [12]. 
SIP Digest authentication shall not apply to 3GPP access networks. 
Editor's Note: It is ffs how IMS network entities can enforce this condition.

The SIP Digest procedures are optional and do not impose requirements when the core IMS is accessed by an IPCAN other than Fixed Broadband and DOCSIS.  
SIP Digest shall not be used in conjunction with IPsec. 

NOTE: The use of SIP Digest in conjunction with IPsec, as specified in the main body and in Annex N of this specification, is technically impossible because SIP Digest does not generate session keys for use with IPsec security associations.
The identity used for authenticating a subscriber is the private identity, IMPI, which has the form of a NAI. The HSS and the UE share a preset secret (e.g., a password) associated by the IMPI. The generation of the authentication challenge shall be done in the same way as specified in RFC 2617 [12] and this document. 
It is the policy of the HN that decides if an authentication shall take place for the registration of different IMPUs e.g. belonging to same or different service profiles. Regarding the definition of service profiles refer to TS 23.228 [3].





S-CSCF Digest Authentication procedures described in section N.2 shall be supported if the network supports Digest Authentication. 
Editor's Note: A question was raised in S3-070443 regarding the use of Digest without signalling security. The concern is if or how signalling protection for non-registration messages is provided without the presence of TLS protection. 
Editor's Note: It is assumed in this version of the specification that UEs that support SIP Digest are fixed clients. Therefore, if a UE supports SIP Digest, it supports only SIP Digest as an authentication mechanism. It is ffs whether UEs with multiple credentials must be accommodated.
N.2 Authentication

N.2.1 Authentication Requirements

Before a user can get access to the IM services at least one IMPU needs to be registered and the IMPI authenticated in the IMS at application level. In order to get registered the UE sends a SIP REGISTER message towards the SIP registrar, i.e. the S‑CSCF, cf. figure N.1, which will perform the authentication of the user. The message flows are the same regardless of whether the user has an IMPU already registered or not. Every SIP REGISTER message shall contain the IMPI of the user.
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Figure N.1: The IMS Authentication using SIP Digest for an unregistered IM subscriber and successful mutual authentication

The detailed requirements and complete registration flows are defined in TS 24.229 [8].
SMn stands for SIP Message n and CMm stands for Cx message m which has a relation to the authentication process:

	SM1:

REGISTER(IMPI, IMPU)


In SM2 and SM3 the P‑CSCF and the I‑CSCF respectively forwards the SIP REGISTER towards the S‑CSCF.

After receiving SM3, if the IMPU is not currently registered at the S‑CSCF, the S‑CSCF needs to set the registration flag at the HSS to initial registration pending. This is done in order to handle UE terminated calls while the initial registration is in progress and not successfully completed. The registration flag is stored in the HSS together with the S‑CSCF name and user identity, and is used to indicate whether a particular IMPU of the user is unregistered or registered at a particular S‑CSCF or if the initial registration at a particular S‑CSCF is pending. The registration flag is set by the S‑CSCF sending a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF shall leave the registration flag set to registered. At this stage the HSS has performed a check that the IMPI and the IMPU belong to the same user.

Upon receiving the SIP REGISTER the S‑CSCF shall use an Authentication Vector (AV) for authenticating and agreeing a key with the user. If the S‑CSCF has no valid AV for the specific IMPI, then the S‑CSCF shall send a request for AV(s) to the HSS in CM1 together with the number m of AVs wanted. 

	CM1:

Cx-AV-Req(IMPI, m)
	


Upon receipt of a request from the S‑CSCF, the HSS sends one authentication vector to the S‑CSCF using CM2. The  (SIP Digest) authentication vector consists of realm, domain, the authentication algorithm, the qop (quality of protection) value,, and a hash, called H(A1), of theIMPI, realm, and password. Refer to RFC 2617 [12] for additional information on the values in the authentication vector for SIP Digest based authentication. 
The Authentication Algorithm value shall be set to “MD5”. 
The qop value shall be set to “auth”, i.e. SIP Digest provides only authentication, not message integrity.
	CM2:

Cx-AV-Req-Resp(IMPI, realm, domain, algorithm, qop, H(A1))
	


The S-CSCF shall determine the type of authentication based on the authentication scheme returned by the HSS. The HSS returns the authentication scheme appropriate for the IMPI being challenged.  
Editor's Note: This statement needs further study as the S-CSCF must already know the authentication scheme and enter it into the corresponding AVP in the MAR request before sending to the HSS. It should be studied further in this context whether to use and/or adapt the mechanisms described in TR 33.803. 
The S CSCF stores H(A1), and then sends a SIP 4xx Auth_Challenge i.e., an authentication challenge towards the UE including the challenge nonce, the stale (both generated by the S-CSCF) in SM4. It also includes realm, domain, qop and, algorithm parameters. RFC 2617 [12] specifies how to populate the parameters of an authentication challenge.

	SM4:

4xx Auth_Challenge(IMPI, realm, domain, nonce, stale, algorithm, qop)


The I-CSCF forwards the SIP 4xx Auth_Challenge message towards the P‑CSCF as SM5. 
When the P-CSCF receives SM5 it shall forward the message to the UE, i.e.

	SM6:

4xx Auth_Challenge(IMPI, realm, domain, nonce, stale, algorithm, qop)


Upon receiving the challenge, SM6, the UE generates a cnonce. It then uses the cnonce as well as parameters provided in the SM6 such as nonce and qop to calculate an authentication response per RFC 2617 [12].  This response and other parameters are put into the Authorization header and sent back towards the network in SM7. 
According to RFC 2617 [12], since SM6 contains qop parameter, the UE shall use the nonce-count directive to count the number of requests with the same nonce value sent by the UE to the network. Hence, for the first register request sent by the UE in response to a given nonce value, the UE shall send nonce-count= 00000001. For each subsequent request, the nonce-count shall be incremented by one.  
	SM7:

REGISTER(IMPI, realm, nonce, digest-uri, qop, nonce-count, cnonce, response, algorithm,,) 


The P‑CSCF forwards the authentication response in SM8 to the I‑CSCF, which queries the HSS to find the address of the S‑CSCF. In SM9 the I‑CSCF forwards the authentication response to the S‑CSCF.

Upon receiving SM9 containing the response, the S-CSCF calculates the expected response using  H(A1) and other parameters (e.g.,  nonce, cnonce, nonce-count, qop, as specified in RFC 2617 [12]) and uses this to check against the response sent by the UE.If the check is successful then the user has been authenticated and the IMPU is registered in the S‑CSCF. If the IMPU was not currently registered, the S‑CSCF shall send a Cx-Put to update the registration-flag to registered. If the IMPU was currently  registered the registration-flag is not altered. 
It shall be possible to implicitly register IMPU(s) (see clause 4.3.3.4 in TS 23.228 [3]). All the IMPU(s) being implicitly registered shall be delivered by the HSS to the S‑CSCF and subsequently to the P‑CSCF. The S‑CSCF shall regard all implicitly registered IMPU(s) as registered IMPU(s).

When an IMPU has been registered this registration will be valid for some period of time. Both the UE and the S‑CSCF will keep track on a timer for this purpose but the expiration time in the UE is smaller than the one in the S‑CSCF in order to make it possible for the UE to be registered and reachable without interruptions. A successful registration of a previously registered IMPU (including implicitly registered IMPUs) means the expiry time of the registration is refreshed.

If the user has been successfully authenticated, the S‑CSCF sends a SM10 SIP 2xx Auth_OK message to the I-CSCF indicating that the registration was successful. The 2xx Auth_OK message contains the Authentication-Info header with a response digest as specified in RFC 2617 [12]. The response digest allows the UE to authenticate the HN. In SM11 and SM12 the I‑CSCF and the P‑CSCF respectively forward the SIP 2xx Auth_OK towards the UE.

Upon receiving SM12, the UE calculates the expected response from the HN as described in RFC 2617 [12]. To authenticate the HN, the UE compares its expected response to the response provided by the HN. 
The subsequent registration messages (i.e. re-REGISTER) shall be authenticated using the nonce-count directive as specified in RFC 2617 [12]. 
N.2.2 
Authentication failures

N.2.2.1 
User Authentication failure

In this case the authentication of the user should fail at the S‑CSCF due to an incorrect response (received in SM9). If the S-CSCF detects the user authentication failure, the S-CSCF sends a failure notification to the UE. The S-CSCF shall set the registration-flag in the HSS to unregistered or Not registered if the IMPU is not currently registered.  To set the flag the S CSCF sends in CM3 a Cx-Put to the HSS as shown in Figure 5. If the IMPU is currently registered, the S CSCF does not update the registration flag. The HSS responds to CM3 with a Cx-Put-Resp in CM4.

In SM10 the S CSCF sends a 4xx Auth_Failure towards the UE indicating that authentication has failed. No security parameters shall be included in this message.

	SM10:

SIP/2.0 4xx Auth_Failure


N.2.2.2
Network authentication failure

For network authentication failures, the flow is identical as for the successful registration in N.2.1 up to SM12. After receipt of the 2xx Auth_OK, the UE shall attempt to validate the response digest. If the response digest authentication fails, the UE shall consider registration as failed and may start a new registration.
N.2.2.3
Incomplete Authentication

When the S-CSCF receives a new REGISTER request and challenges this request, it considers any previous authentication to have failed. It shall delete any information relating to the previous authentication, although the S-CSCF may send a response if the previous challenge is answered. A challenge to the new request proceeds as described in clause N.2.1.

If the S-CSCF does not receive a response to an authentication challenge within an acceptable time, it considers the authentication to have failed. If the IMPU was not already registered, the S-CSCF shall send a Cx-Put to the HSS to set the registration-flag for that IMPU to Not registered or unregistered (see message CM3 in clause 6.1.2.2). If the IMPU was already registered, the S-CSCF does not change the registration-flag.

N.2.3
SIP Digest synchronization failure

For SIP Digest based authentication, the UE can not detect synchronization failures when processing SM6 but the S-CSCF can check if the nonce value in SM9 is invalid with a valid digest for that nonce (indicating that the client knows the correct username/password) to determine that a synchronization failure has occurred.  
Another possible syncronization failure may occur (e.g. during a replay attack) when the nonce-count value (sent by the UE) is different from the one expected by the network. In order to detect such a syncronization failure, the S-CSCF shall store the value of the nonce-count value sent by the specific UE (in the SM7) during the last successful authentication  
In both these situations, the S-CSCF shall reject the request and send out the challenge (i.e., SM4) again using a new nonce.(next-nonce directive). The stale parameter in the www-Authenticate header is set to TRUE (case-insensitive) in this message. 
For SIP Digest, when the UE receives the challenge with the stale parameter in the www-Authenticate header set to TRUE, it shall retry the REGISTER request with a new response with Digest computed over the new nonce (i.e., starting from SM7 in Figure N.1).
N.2.4
Network Initiated authentications

In order to authenticate an already registered user, the S-CSCF shall send a request to the UE to initiate a re-registration procedure. When received at the S-CSCF, the re-registration shall trigger a new SIP Digest procedure that will allow the S-CSCF to re-authenticate the user.

The UE shall initiate the re-registration on the reception of the Authentication Required indication. In the event that the UE does not initiate the re-registration procedure after the request from the S-CSCF, the S-CSCF may decide to de-register the subscriber or re-issue an Authentication-Required.

***************************END THIRD CHANGE***********************
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