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1. 
Introduction

This contribution proposes (1st change) to remove section 7.4.5 from TR 33.821 as it does not anymore reflect the current status on the selected algorithms for LTE. Furthermore this contribution proposes (2nd change) to remove algorithm negotiation issues from the “7.4.6 Key identities in LTE/SAE” section.

3.
Pseudo CR
------------------------------------------ start 1st changes ------------------------------------------

7.4.4
Key management aspects for LTE/UMTS interworking 
(from S3-060704)

· that LTE MME shall implement strong backwards key separation towards legacy systems,

· that Rel8 SGSNs shall implement strong backwards key separation towards LTE,

· that possibilities for forward security between Rel8 and LTE are to be further studied.

· LTE MME shall implement strong key conversion function when transferring key contexts to UTRAN, i.e. K’ASME = f(KASME) and that Ck, Ik is derived from K’ASME.





7.4.6 
Key identities in LTE/SAE 

Key Set Identifier (KSI) is used to identify the AKA quintet in UMTS networks (see TS 33.102). In UMTS the purpose of the Key Set Identifier is to make it possible for the network to identify the cipher key CK and integrity key IK which are stored in the mobile station without invoking the authentication procedure. This is used to allow re-use of the cipher key CK and integrity key IK during subsequent connection set-ups.

------------------------------------------ end 1st changes ------------------------------------------
------------------------------------------ start  2nd changes ------------------------------------------
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Figure 11 multiple KSI-identifiers

1. KSIm and KSInas were sent to MME. If there is no available master key in UE, UE would set KSIm to “111”. If there is no available nas key in UE, UE would set KSInas to “111”.

2. The KSIm “111” would trigger AKA procedure. If only KSInas was set to “111”, AKA procedure would not be performed. After AKA procedure, KASME is shared between UE and MME.

3. If KSInas in step2 was set to “111”, new keys for NAS signalling are derived. New KSInas was also generated.
4.  MME would send KSIm and KSInas to UE with integrity protection. If new NAS keys are generated, new KSInas would be send. The message should be integrity protected with new NAS key.

5. UE verify NAS-MAC. If NAS key are generated, UE would derive new NAS keys.
6.  UE send NAS security mode complete to MME.

7. In idle-active transition, KSIenb was send to MME. If keys are unavailable, related key identity would be set to “111”. KSInas and KSIm may also be sent to MME in this message.

8. If KSIenb was “111”, new keys for eNB would be generated based on master key. New KSIenb would be sent to eNB.

9. 
10. eNB send acknowledge to MME.

11. eNB send KSIenb to UE. If new keys for eNB were generated in step8, new KSIenb would be send. 
12. 
------------------------------------------ end 2nd changes ------------------------------------------
4.
Conclusion

We propose to include the changes highlighted in section “pseudo CR” into the TR 33.821.
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