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1. Overall Description

During its recent meeting, 3GPP's security group (SA3) discussed a contribution which identified some differences between 3GPP specifications and GSMA guidelines concerning the security of inter-operator IP-based communications. The Annex to this liaison statement contains a table which summarises the analysis.

As a result of the discussion, SA3 would like to work with GSM Association to address the following issues:
a) Inconsistency between 3GPP and GSMA regarding when to apply inter-operator security features

3GPP specifies mandatory use of IPsec for IMS control plane interconnection, while the GSM Association mandates IPsec for IMS interconnection over public IP networks but states that it is “not needed” over GRX. This inconsistency should be removed. Similar issues may also arise regarding when to apply security features for other types of communications. SA3 believes that an appropriate solution might be for 3GPP specifications to specify how to protect the various forms of inter-operator communication, but to leave it to GSMA, and perhaps other operator groups that make use of 3GPP specifications, to provide guidelines on when the relevant 3GPP security features should be applied. 

b) Strength of security guidelines on interoperator security
GSMA seems to be giving high priority to securing the global SS7 network, SA3 believes that a similar priority should be given to securing the global GRX/IPX network. Consequently existing GSMA guidelines on GRX/IPX security may need to be strengthened.

c) Too many different IPsec profiles

There are two different IPsec profiles in GSMA guidelines and a further different IPsec profile in 3GPP specifications. SA3 believe that it would be preferable to agree on a single IPsec profile for all inter-operator uses.

d) Inconsistency within GSMA guidelines on the use of IPsec

SA3 noticed some inconsistencies within the GSM Association guidelines regarding when IPsec should be used and which IPsec profile should be applied. These inconsistencies should be removed.
e) Use of 3GPP NDS/AF standard in GSMA guidelines

The use of PKI techniques for agreeing IPsec security associations is mentioned in GSM Association guidelines, but no reference is made to 3GPP NDS/AF which specifies a PKI for facilitating inter-operator secure communications. It should be considered whether GSM Association could adopt NDS/AF.
f) Impact of the use of proxies/hubs within GRX/IPX on 3GPP specifications
3GPP may need to modify its specifications to take into consideration the use of proxies/hubs within the GRX/IPX which would prevent the use of end-to-end security in some situations. If proxies/hubs are used, then the some 3GPP specifications may need to be adapted to support a per hop security model.

g) Requirements arising from development of IPX

SA3 are keen to understand whether the development of the IPX would result in new requirements on 3GPP specifications for inter-operator security.

SA3 is aware that some of these issues have already been highlighted to the GSM Association's Security Group (SG) meeting #59 (18-19 May 2006) in a presentation by Vodafone (GSMA document number SG59/45).
2. Action to GSMA IREG Packet and GRX WG
GSMA IREG Packet and GRX WG are kindly asked to provide feedback to SA3 on the above issues.

3. Dates of Next 3GPP TSG-SA WG3 Meetings:

SA3#45   
31st Oct – 3rd Nov 2006
USA

4. Annex
The following 3GPP specifications and GSM Association guidelines were analysed:

· 3GPP TS 33.203, 3G security; Access security for IP-based services
· 3GPP TS 33.210, 3G security; Network Domain Security (NDS); IP network layer security
· 3GPP TS 33.220, Generic Authentication Architecture (GAA); Generic bootstrapping architecture
· 3GPP TS 33.234, 3G security; Wireless Local Area Network (WLAN) interworking security
· 3GPP TS 33.310, 3G security; Network Domain Security (NDS); Authentication Framework (AF)
· GSM Association PRD IR.34, Inter-PLMN Backbone Guidelines 
· GSM Association PRD IR.52, MMS Interworking Guidelines 
· GSM Association PRD IR.61, WLAN Roaming Guidelines (also known as InterOperator Handbook)
· GSM Association PRD IR.65, IMS Roaming & Interworking Guidelines 
The results of the analysis are summarised in Table 1.

	
	3GPP
	GSMA

	General recommendations
	An IPsec profile is specified in TS 33.210. Some specific uses are described (see below). Other uses are not precluded by the 3GPP specifications.
	Optional to use IPsec over GRX.
Strongly recommended to use IPsec over public IP networks.

An IPsec profile is specified in IR.34 which is different from the 3GPP IPsec profile in TS 33.210.

The use of PKI is suggested in IR.34 but no reference is made to TS 33.310.

	GPRS roaming  


	Optional to use the 3GPP IPsec profile in TS 33.210 for GTP-C.

No recommendations for GTP-U.
	General recommendations apply.

	MMS interconnect


	None.
	General recommendations apply.

In addition it is stated that there might be a need for some sort of application/service level security functionality such as authentication between MMSCs if GRX security is insufficient.

	WLAN roaming


	None.
	General recommendations apply.

Mandatory to use RADIUS Shared Secret authentication.

An IPsec profile is specified in IR.61 which is different from the 3GPP IPsec profile in TS 33.210 and the GSM Association IPsec profile in IR.34.

	IMS/SIP interconnect


	Mandatory to use the 3GPP IPsec profile in TS 33.210 to secure SIP interconnect between IMS networks.

Recommended to use TLS to secure SIP interconnect between IMS and non IMS networks.

No recommendations for IMS user plane.
	IPsec “not needed” if GRX is used.

Recommended to use IPsec if inter-PLMN network does not provide security.

Mandatory to use IPsec over public Internet.

Specifies that the 3GPP IPsec profile in TS 33.210 should be used, but elsewhere specifies that the WLAN IPsec profile in IR.61 should be used.

	GAA roaming


	Mandatory to use a TLS profile to secure inter-operator Zn’ interface used as part of 3GPP’s Generic Authentication Architecture.
	None – it is assumed that the general recommendations apply.


Table 1 : Differences between 3GPP specifications and GSMA recommendations 
