
CR page 1

3GPP TSG-WG SA3 Meeting #44 
Tdoc S3-060552
Tallinn, Estonia, 11- 14 July 2006
	CR-Form-v8

	CHANGE REQUEST

	

	(

	33.246
	CR
	0091
	(

rev
	-
	(

Current version:
	7.0.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Correction of possible key ID values

	
	

	Source:
(

	SA3 (Ericsson)

	
	

	Work item code:
(

	MBMS
	
	Date: (

	11/07/2006

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Ph2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)


	
	

	Reason for change:
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	Clause 6.4.4 includes overlapping and partly contradicting information with clauses 6.3.2.1 and 6.3.3.1 as they both specify what values the key IDs Key Domain ID, MSK ID and MTK ID can have. 

In addition, the maximum number of possible MTKs is incorrectly specified as 2n – 1, but since clause 6.4.5.1 disallows the use of the maximum value for MTK IDs, the correct value is 2n – 2.

	
	

	Summary of change:
(

	Overlapping and contradicting information is removed so that clause 6.4.4 includes information on the syntax of the key IDs (unsigned integers) and clauses 6.3.2.1 and 6.3.3.1 specify the semantics (i.e. which values the key IDs can have).  The maximum number of MTKs proteected with one MSK is corrected to be 2n – 2. 
Unneccesary editor’s note and reference to Type Field Value are removed.
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	Other comments:
(

	Clause 6.3.3.1 was updated in last meeting for Rel-6 and at the same meeting Rel-7 version of the TS was created. The modifications of clause 6.3.3.1 from Rel-6 were not mirrored to Rel-7 TS. This CR does the mirroring in addition to correcting the maximum value of MTKs.


**** START OF CHANGES ****
6.3.2.1
MSK identification

Every MSK is uniquely identifiable by its Key Domain ID and MSK ID

where


Key Domain ID = MCC || MNC and is 3 bytes long.

NOTE 1:
When MCC || MNC is used as key identifier, the UE should not try to use it in another context, e.g. the UE should not compare the received MCC || MNC to parameters in radio level.


MSK ID is 4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the Key Number part. The Key Number part is used to distinguish MSKs that have the same Key Domain ID and Key Group part. The Key Number part value zero (0x0) is reserved for special use to denote the current MSK. Key Group part is used to group keys together in order to allow redundant MSKs to be deleted. The Key Group part value zero (0x0) is not allowed as it is reserved for future use. The MSK ID is carried in the extension payload of MIKEY extension payload.

NOTE 2:
If the Key Domain ID does not uniquely identify the BM-SC, it needs to be ensured that the Key Group parts are unique within an operator, i.e. two BM‑SCs within an operator shall not use the same Key Group value.
**** NEXT CHANGES ****
6.3.3.1
MTK identification




.
Every MTK is uniquely identifiable by its Key Domain ID, MSK ID and MTK ID

where


Key Domain ID and MSK ID are as defined in clause 6.3.2.1.

MTK ID is 2 bytes long sequence number and is used to distinguish MTKs that have the same Key Domain ID and MSK ID. It is carried in the MTK ID field of MIKEY extension payload. Every time a MSK with a new MSK ID is taken into use by the BM-SC, the MTK ID of the first MTK sent by the BM-SC protected by that MSK shall be set to an initial value greater than zero chosen by the BM-SC.

NOTE 1:
In most situations the practical choice for the initial MTK ID will be one, but this does not prevent the BM-SC to choose a value different for each service and greater than one.

 The MTK ID that will be used in a next MTK update needs to be greater than the previously used MTK-ID.

NOTE 2:
The practical choice to increment is 1 but also other increments are allowed.

NOTE 3:
As the MTK ID is 2 bytes long, this allows to use 2 16 -2 MTKs protected by one MSK if the MTK-ID is always incremented by one and the initial MTK ID starts at 1. The maximum value for MTK ID is disallowed (see clause 6.4.5.1).
**** NEXT CHANGES ****
6.4.4
General extension payload

The MSK and MTK shall be delivered in messages that conform to the structure defined in RFC 3830 [9] (MIKEY). To be able to keep track of the key that is derived in the message, a general Extension Payload (EXT) is used that conforms to the structure defined in reference [16]. 


The EXT includes a Key Domain ID and one or two Key Type ID sub-payloads depending on the message. These are used as follows.
For MSK delivery the EXT includes the Key Domain ID and a Key Type ID sub-payload. The Key Domain ID has the value as specified in clause 6.3.2.1. The Key Type ID sub-payload includes the type and ID of the key that is delivered in the message, i.e. the MSK ID, see figure 6.4a. The key that is used to protect the message, i.e. MUK, is identified as specified in clause 6.1.

For MTK delivery the EXT includes the Key Domain ID and two Key Type ID sub-payloads. The Key Domain ID has the value as specified in clause 6.3.2.1. The first Key Type ID sub-payload includes the type and ID of the key that is used to protect the message, i.e. the MSK ID, and the second Key Type ID sub-payload includes the type and ID of the key that is delivered in the message, i.e. the MTK ID, see figure 6.4b.

See clauses 6.3.2.1 and 6.3.3.1 for definition of MSK ID and MTK ID. The MTK ID is increased every time the corresponding key is updated. It is possible that the same MTK is delivered several times over MBMS bearer, and the ME can then discard messages related to a key it already has instead of passing them to the MGV-F. 

The MGV-F (see clause 6.5) protects itself from a possibly malicious ME by checking the integrity and freshness of the MIKEY message. 

The format of the key IDs shall be represented by unsigned integers. 
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Figure 6.4a: Extension payload used with MIKEY MSK message
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Figure 6. 4b: Extension payload used with MIKEY MTK message

**** END OF CHANGES ****
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