3GPP TSG-SA WG3 (Security) Meeting #44 
Tdoc S3-060517
Tallinn, Estonia, 11-14 July 2006
Source:

Vodafone 
Title:
Requirements for identity and location confidentiality in LTE/SAE 
Document for:
Discussion and agreement
Agenda Item:
6.26
1 Introduction
This contribution provides an analysis of identity and location confidentiality in LTE/SAE. The contribution is restricted to consideration of attacks on the radio interface. 

2 Assumptions 

IMSI and TMSI are assumed to be used as in GSM/UMTS. In particular, IMSI is sent in the clear when the user roams to a network for the first time or if the IMSI-TMSI mapping from a previous visit has been deleted due to a period of inactivity. For these reasons, IMSI is only sent in the clear on relatively rare occasions. TMSI is sent in the clear in initial layer 3 messages – location update, call set-up, etc. Providing encryption is enabled in the network, TMSI allocation and re-allocation procedures are encrypted. This means that it is very difficult for a passive attacker to link an IMSI to a TMSI, or an old TMSI to a new TMSI. In theory a new TMSI could be allocated each time one is sent in the clear. However, in general, each TMSI is sent in the clear more than once and reallocated on a fairly frequent basis, e.g. on every attach and on every location/routing area update in a new location/routing area.

An RNTI is assumed to be allocated on a per cell basis when a mobile moves into active state, and is de-allocated when the mobile moves back to idle state. If the mobile stays in the same cell, then it gets a new RNTI every time it moves into active state. If the mobile moves to a new cell in active state then it gets a new RNTI in the new cell. In theory RNTI could be re-allocated during active state if the mobile stays in the same cell. No assumptions are made about whether RNTI allocation is secured. 
Providing that encryption is enabled in the network, all user plane traffic is encrypted between the terminal and the core network and all NAS control plane signalling is encrypted except for initial messages. No assumptions are made about whether AS control plane signalling (e.g. RRC) can be encrypted. It is assumed that IMEI is sent encrypted, providing that encryption is enabled in the network, except in the case of (U)SIM-less emergency calls. It is also assumed that the user-side IP addresses and higher layer user identities are sent over an encrypted channel, providing that encryption is enabled in the network.
In summary, the main identities that could be used to compromise user identity and location confidentiality are assumed to be IMSI, TMSI, IMEI and RNTI. It is assumed that there are no other user-specific identities sent on the radio interface in the clear. In particular, it is currently assumed by RAN2 that the RNTI will be used at the MAC layer for UE identification and scheduling and that a separate MAC layer specific user identifier will not be needed.

3 Purpose of attacks 

In this section we list the possible goals of an attacker. There seem to be two main goals:

1) Tracking the location of an individual - if and when the individual visits a certain physical location.

2) Traffic analysis of an individual - information about when calls are made, how much data is sent, the traffic profile (used to determine type of communication – voice call, SMS, browsing, etc). Note that user traffic and called party addresses are generally sent over an encrypted channel so cannot be obtained by the attacker.

4 Overview of attacks

Attacks are split into two steps which can happen in any order. Each step is split into active and passive attacks. Active attacks are where the attacker can add, modify or delete messages between the mobile and the network. Passive attacks are where the attacker can only listen to messages between the mobile and the network.

4.1 Step 1: Binding identifiers to users

4.1.1 Active attacks

This could involve “IMSI catching” or similar attacks using a false base station in the vicinity of a known individual. An “IMSI catcher” masquerades as a legitimate network and requests that the mobile sends its IMSI in the clear. If multiple users are present in the same location as the target, then repeated active attacks would be needed to isolate the target from the other users that move in and out of the target’s vicinity.
4.1.2 Passive attacks

This could involve observing identifiers (e.g. IMSI, TMSI, IMEI and RNTI) sent in the clear in the vicinity of the target. If multiple users are present in the same location as the target, then repeated passive attacks would generally be needed to isolate the target from the other users that move in and out of the target’s vicinity. Visibly observing the user might help isolate the correct identity, e.g. which RNTIs are transmitted when the target is visibly observed as being active in a voice call, which TMSIs are sent on the paging channel when the target’s phone rings, etc. If the target’s MSISDN is known, then calling the target (anonymously) could help isolate his current IMSI, TMSI, IMEI or RNTI.

4.2 Step 2: Capturing identification, location and traffic analysis information

4.2.1 Active attacks 
This could involve “IMSI catching” or similar attacks using a false base station to determine whether the known individual identified in step 1 is in the current location. Traffic analysis is not possible using active attacks alone.

4.2.2 Passive attacks 

This could involve observing the identities used in a particular location or locations and trying to link these to the target. Both tracking the location of the target and traffic analysis of the target’s communications is possible using a passive form of attack.

5 Technical options to improve user identity/location confidentiality
5.1 Protection against passive attacks

To achieve a high level of protection against passive attacks, identities such as IMSI, TMSI and RNTI should only be sent in the clear once and then immediately re-allocated in a secure fashion so that different identities used by the same target cannot be linked. However, in practice it is probably not cost effective to require that identities are only sent in the clear once and then immediately re-allocated. We therefore analyse the cost-benefit of different options to protect against passive attacks:

5.1.1 Restrict transmission of IMSI in the clear
In principle, IMSI need only be sent in the clear once, i.e. when the SIM is first used. Thereafter Temporary IMSIs could always be used. This approach would require that the network always maintains the latest IMSI-TMSI binding for the entire lifetime of the SIM, even if the user is inactive for a long period. This would require the home network to be involved in the TMSI re-allocation, so that the current TMSI would be a globally unique identifier of the UE when it roams to a new visited network. 
Addressing these requirements would add significantly cost and complexity compared with the current GSM/UMTS approach. Moreover the security benefit is fairly small. With the current GSM/UMTS approach, IMSI is only sent in the clear in rare occasions, which means that only a small amount of information would be obtained by an attacker and it would seem unlikely that this information would be valuable enough to warrant the cost of the attack. There would surely be much easier ways to carry out surveillance of the target. For these reasons there seems to be no good reason to provide any improvement on the current GSM/UMTS approach.
One possible issue is that the rate at which IMSI is sent in the clear may increase in the future if there is an increased amount of roaming between access networks. 

5.1.2 Increase the frequency of secure TMSI re-allocation

The GSM/UMTS standards do not impose any requirements on TMSI re-allocation frequency. The allocation depends on the capability of the network elements and the configuration settings used by the network operator. 
The LTE/SAE standards could impose mandatory requirements on TMSI re-allocation. The most secure approach would be to require that a new TMSI is allocated every time a TMSI is sent in the clear by the mobile. However, in practice this would probably not be cost effective. Instead, TMSI could be re-allocated on a fairly frequent basis. Providing that the TMSI lifetime does not get too long, say less than two hours, then it should provide a perfectly adequate level of protection. 

While there are potential security advantages in re-allocating TMSI more frequently, there are also costs in terms of the increased load on the network. Therefore it seems best to leave TMSI re-allocation frequency as an operator option, but perhaps make it mandatory to support the capability to set frequent TMSI allocation in all network equipment
.

5.1.3 Secure RNTI initial allocation and re-allocation on cell change
Without secure RNTI initial allocation when entering LTE active mode, and secure RNTI re-allocation on cell change during LTE active mode, a passive attacker, who knows the current TMSI for a target, could determine all RNTIs allocated to that target until the TMSI changes. Furthermore, an attacker who knows the current RNTI for a target could determine all previous and subsequent RNTIs allocated to that target during the lifetime of the current TMSI. 
The RNTIs would allow the attacker to obtain more detailed location information and traffic analysis information about the target. In particular, instead of identifying the location of the target based on relatively infrequent initial layer 3 messages – location update, call set-up, etc., the attacker could determine exactly when the target moves between cells when the target is in active mode. The RNTI could also be used to determine the target’s traffic profile, which could be valuable to the attacker. Secure RNTI allocation would involve ensuring that a passive attacker could not obtain the binding between the current TMSI and the RNTI allocated when the mobile enters active mode. Furthermore, it would involve ensuring that a passive attacker could not obtain the binding between the RNTI in an old cell and the RNTI in a new cell when a mobile moves between cells in active mode. The security benefit of secure RNTI allocation depends on the value the attacker would get from the additional location and traffic analysis information that could be obtained if the mechanism were not implemented. 
In UMTS the allocation and re-allocation of radio level identities is completed in ciphered messages, but this did not introduce any additional overhead into the system since the ciphering mechanism was already in place for other reasons. In LTE it is assumed that the re-allocation of RNTI would be completed in the handover signalling, and therefore a secure re-allocation would mandate the encryption of the handover signalling.

5.1.4 Secure RNTI re-allocation without cell change
Since RNTI is sent in the clear more than once in an active mode session, it could be used to track the location of a user even if TMSI re-allocation is done frequently so that each TMSI is only sent in the clear once. Therefore it may be worthwhile to consider securely re-allocating RNTI during an active mode session even if the user does not change cell, especially if active mode sessions might be quite long-lived.
5.1.5 Encryption of AS signalling

It should be considered whether there is any information in the Access Stratum (AS) signalling, e.g. RRC messages, which could be used to compromise user identity/location confidentiality. For example, in S3-060234 Ericsson argue that RRC measurement reports from the UE to the network could reveal to a passive attacker that a mobile is about to handover into a particular cell. Ericsson argue that measurement reports should therefore be encrypted. However, it is not clear that lack of encryption of measurement reports would significantly increase the risk of identity/location confidentiality attacks, especially if other mechanisms are already provided like secure RNTI allocation and frequent secure RNTI re-allocation. Therefore, we consider that the need to encrypt measurement reports should be further studied. We also consider that the need to encrypt other types of AS signalling should also be further studied. 
It is conceivable that some information in RRC might increase the risk of identity/location confidentiality attacks. At this stage it would seem prudent to assume that some RRC messages need to be encrypted if a good level of protection against passive identity and location confidentiality attacks is to be achieved. However, it is also possible that a reasonable level of protection could be achieved even if RRC is not encrypted. Therefore, we believe that sensitive RRC messages should be confidentiality protection providing that the cost of the mechanism is relatively low. It should be noted that it may not be possible to encrypt some initial AS signalling messages. 

5.2 Protection against active attacks
In general, active attacks against GSM mobiles require the attacker to impersonate a GSM network towards the target. In the past this has been assumed to require expensive specialised equipment which is only available to law enforcement agencies. However, it has been recently shown that it is possible to build a GSM IMSI catcher using readily available equipment for less than 5000 Euro
. One could imagine that in the future similar devices could be built at low cost to launch IMSI catching attacks against LTE/SAE mobiles.
While the equipment which could be used to launch active attacks against LTE/SAE mobiles could become available at low cost, there are still some limits which could make active attacks less of a problem than passive attacks. Firstly, active attacks have a greater risk of detection. This could deter attackers because the usefulness of the attack is reduced if the target can detect that he/she is being tracking, or it could deter attackers because there is a greater risk of prosecution. Secondly, the active attack has to be repeated every time the attacker wants to find out whether a particular user is in a particular location at a particular time. This could limit the amount of useful information that the attacker could capture, and could mean that the attack is not cost effective for the attacker. Thirdly active attacks only provide location information and cannot be used to perform traffic analysis. 

6 Impact of solutions to improve user identity/location confidentiality
Following on from the discussion in section 5, we now focus on three mechanisms which could be used to improve user identity/location confidentiality:

1. Secure RNTI allocation and re-allocation

2. RRC encryption
3. Mechanisms to protect against active attacks
Each of these is considered in turn.
6.1 Secure RNTI initial allocation and re-allocation 

Several mechanisms are identified in the latest version of the LTE/SAE security design rationale document. The mechanisms are summarised below:

A) Use of encryption: The eNodeB could use a secret key shared with the UE to encrypt the new RNTI during transmission to the UE. The UE would then use the secret key to decrypt the new RNTI. If RRC encryption is provided, then RRC encryption could be used as the encryption mechanism to protect the new RNTI. In particular, the eNodeB would send the new RNTI after RRC encryption has been enabled.

B) Use of a derivation function: The eNodeB could use a secret key shared with the UE to derive a new RNTI. The non-secret parameters used in the key derivation could be sent from the eNodeB to the UE in the clear. The UE would perform the same calculation as the eNodeB to obtain the RNTI.  For example the following derivation function could be used:  new RNTI = HASH (old RNTI, RRC integrity key, RAND).
How to integrate either of these mechanisms into the currently proposed LTE radio procedures specified in draft TR R3.018
 is for further study.

6.2 RRC encryption
RRC encryption could be done at the RRC layer or below. Key management is already required for RRC integrity protection so it would be relatively simple to extend this to provide a key for encryption as well. Similarly, RRC encryption algorithm negotiation could be a relatively simple extension to the RRC integrity algorithm negotiation mechanism which is already required. The cost of encrypting RRC encryption in terms of processing load on the involved nodes is expected to be small compared to user traffic encryption. The cost in terms of bandwidth expansion is expected to be insignificant.

6.3 Mechanisms to protect against active attacks

A mechanism intended to protect against IMSI catching, called Enhanced User Identity Confidentiality (EUIC), was proposed for 3GPP Release 99. The mechanism was based on encrypting the IMSI with a group key. However, a number of significant open issues could not be resolved within Release 99 timescales. An LS from SA2 to SA plenary in SP-000092 gives more details on this (March 2000). There was some discussion to introduce the mechanism into Release 4, but this was not pursued. It seems unlikely that an approach similar to EUIC could be successfully introduced for LTE/SAE, since the same difficult challenges are likely to be encountered again. 

Several mechanisms intended to protect against active attacks on 3GPP I-WLAN devices were proposed for 3GPP Release 6. The proposals were considered around November 2002 and split into approaches based on temporary identities (e.g. S3‑020624 from Nokia and S3‑020654 from Ericsson), and a proposal based on public key cryptography using PEAP (e.g. S3-020611 from various companies). None of these proposals were adopted for various reasons. One reason for the lack of adoption was that all approaches relied on user involvement to some extend, e.g. to permit fallback to identification based on a permanent identity in some situations.

It should be noted that protecting against active attacks involves more than just ensuring that an active attacker cannot request the mobile to reveal any long term identities in the clear. An alternative approach is for the attacker to determine the identity of the user based on the response to other types of messages. For example, some authentication protocols, including the ones used in GSM and UMTS, are susceptible to active attacks against user identity/location confidentiality. In particular, if GSM authentication is used, an attacker can identify a target because only he/she will return the same RES in response to a given RAND. If the mobile only permits UMTS AKA, then the attack is a little more involved. The attacker first needs to obtain one valid (RAND, AUTN) pair for a target e.g. by passive eavesdropping. He then identifies the target because only he/she will return a synchronisation failure message (AUTS) in response to a replayed, but valid, (RAND, AUTN) pair – all other users will not send a synchronisation failure message. These examples illustrate how difficult it can be to mitigate active attacks.

Based on past discussions in 3GPP, it seems that workable and user friendly solutions to protect against active attacks probably necessitate solutions based on public key cryptography. Adding solutions based on public key cryptography to network access procedures may have a significant cost/impact compared to alternative secret key approaches.

7 Evaluation of solutions
7.1 Protection against active attacks
Providing effective protection against active attacks seems to imply a big change in the mechanism used for identification and authentication compared to GSM and UMTS. In particular, use of public key cryptography might be necessary. Also, some “fallback” mechanism might be required which could have a negative impact on the user experience. Another issue is that it is difficult to ensure that all possible ways in which an active attack may be performed have been counteracted. Even if it is possible to be sure that the LTE/SAE protocols do not leave open any possibility of an active attack, then the device may support other radio technologies which could have vulnerabilities (e.g. GSM, UMTS, Bluetooth, WLAN)
. Finally, even if all radio technologies supported by the device have built-in protocol support for identity/location confidentiality, it may still be possible to track the device based on its RF signature
.

In summary, the cost to introduce protection against active attacks seems high while the benefits and effectiveness are questionable. We therefore believe that protection against active identity and location confidentiality attacks (e.g. IMSI catching) should not be a high priority requirement in the LTE/SAE security design. However, if an effective solution can be developed at a relatively low cost, then it should be introduced into the specifications. 

7.2 Protection against passive attacks
While active attacks may become easier to launch in the future, they still have some significant limitations compared to passive attacks as discussed in section 5.2. Furthermore, the cost/impact of protecting against passive attacks seems to be much lower. Passive attacks do still have their own limitations, but these are similar to those limitations that are also present with active attacks. In particular, the device may support other radio technologies which could have vulnerabilities, and tracking based on RF signature analysis might be possible. 

In summary, the benefits and effectiveness of adding mechanisms to protect against passive attacks are clearer than in the case of adding protection against active attacks. Furthermore, the cost to introduce a good level of protection against passive attacks seems to be relatively low. We therefore believe that LTE/SAE should provide a level of protection against passive identity and location confidentiality attacks which is at least as good as that provided in GSM and UMTS. If improvements beyond the level of protection provided in GSM and UMTS can be achieved at relatively low cost, then these improvements should be introduced into the specifications.
8 Conclusions 
The main conclusions of this contribution are:
· Protection against active identity and location confidentiality attacks (e.g. IMSI catching) should not be a high priority requirement in the LTE/SAE security design. However, if an effective solution can be developed at a relatively low cost, then it should be introduced into the specifications. 
· LTE/SAE should provide a level of protection against passive identity and location confidentiality attacks which is at least as good as that provided in GSM and UMTS. If improvements beyond the level of protection provided in GSM and UMTS can be achieved at relatively low cost, then these improvements should be introduced into the specifications.
It is proposed that these conclusions are endorsed by SA3. 



















































� If this rule is applied to LTE then it should also be considered whether to apply it to GSM and UMTS systems. 


� �HYPERLINK http://www.iee.org/OnComms/PN/communications/073%20-%20F%20Rieger.pdf ��http://www.iee.org/OnComms/PN/communications/073%20-%20F%20Rieger.pdf�


�� HYPERLINK "http://www.3gpp.org/ftp/tsg_ran/WG3_Iu/R3_internal_TRs/R3.018_Evolved%20UTRA%20and%20UTRAN/" ��http://www.3gpp.org/ftp/tsg_ran/WG3_Iu/R3_internal_TRs/R3.018_Evolved%20UTRA%20and%20UTRAN/�





� It is acknowledged that IEE 802.11u are working to improve identity and location confidentiality in WLAN systems e.g. by avoiding the transmission of the devices permanent MAC address in the clear. It is also acknowledged that the shorter range of some of these technologies may reduce the risk of an attack.


� It is not clear whether this method could be used to launch a practical and cost effective attack.





