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1 Introduction

GBA-push has been proposed as a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initiate the bootstrapping. This analysis provides input to the draft TS ‘Generic Bootstrapping Architecture (GBA) Push Function’ section 4 ‘GBA Push Architecture’, and focuses on the proposed architecture and requirements of existing and new reference points. Section 2 discusses the high level requirements. Section 3 discusses the lifetime handling in a GBA-push architecture and within section 4 the requirements for the different reference points are analyzed.

2 Proposed architecture for GBA push

It is proposed to reuse as much as possible the architecture from TS 33.220 with the main deviation the definition of a new reference point between the BSF and the UE i.e. a reference point to push bootstrapping information from BSF to UE which we propose to call Up. The rationale for this is explained below in the modified figure 4.1 of TS 33.220.
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Figure 4.1: Simple network model for pushed bootstrapping

Rationales:

· Ua reference point protection shall be unaffected i.e. it should not make any difference for Ua-protocols whether the GBA-keys used for protection are UE-initiated or push-initiated.

· On the Zn-reference point the NAF is still the initiating entity of a key retrieval, but now in situations where the NAF has no B-TID (but the UE may have a valid GBA session). This will have minor impacts on the Zn-reference point protocols.

· The Ub reference point is UE-initiated and uses http Digest AKA. It is anticipated that pushed GBA information
 will not be transported over http as this would require the UE to run an http server. A new reference point Up is proposed between the BSF and the UE which is network initiated, which will define the GBA-PUSH-INFO. It is proposed that SA3 defines the information that needs to be transferred on Up and that CT1 defines the encapsulation of this authentication information independent of the Ua-application it is used for. One possibility is that this GBA-PUSH-INFO is pushed by the BSF. Another possibility is that this GBA-PUSH-INFO is transported via Zn reference point and then the NAF e.g. appends this information to the Ua application information. The latter option requires Ua-reference point impacts if GBA-push would be applied to already specified Ua applications. In any case we suppose that the GBA-PUSH-INFO that is sent out by the BSF, reaches the UE in the same format. 

· It should be possible to use a UICC from Rel-6 i.e. no changes to GBA functionality (e.g. GBA_U) on the smartcard should be needed due to the introduction of GBA push network functionality.

3 Lifetime handling for GBA push

In this section we analyze the lifetime handling in the GBA push case as this has some effects on the GBA-push reference point requirements, which are then listed in the next section.

Req-A) The NAF shall be able to indicate that a new bootstrapping shall be performed.

According to TS 33.220 the BSF will maintain the bootstrapped security session lifetime until expiration (according to Ks lifetime) or replace the Ks upon successful subsequent UE initiated bootstrapping. However when using the bootstrapped session at a Ua reference point, the NAF may impose (according to local policy) a shorter Ks_xxx_NAF lifetime than the the Ks lifetime. So while the Ks_xxx_NAF lifetime may have expired, the Ks lifetime may have not. A bootstrapping renegotiation request from the NAF to the UE is used at the Ua reference point in case the Ks_xxx_NAF lifetime has expired before the Ks lifetime.

For GBA-push the lifetime requirements are valid in an analogous way. It may be that the NAF considers the Ks_xxx_NAF to be expired while the related Ks is still valid. So the NAF will need to indicate to the BSF that a NEW bootstrapping is required.

Req-B) The Ks lifetime shall be sent integrity protected to the UE.

According to TS 33.220 the UE receives the Ks lifetime from the BSF in an integrity protected http response, without the NAF participating on Ub. Later on via Zn the NAF receives the bootstrapping initiation time and the Key lifetime. A malicious NAF will not be able to extend the Ks_xxx_NAF lifetime beyond the lifetime that the UE enforces. 

For GBA-push solution the same requirement needs to be adhered too, in order to prevent Ks lifetime modification by any man-in-the-middle. Therefore the Ks lifetime needs to be transferred integrity protected in GBA-PUSH-INFO. 

4 Proposed Requirements

This section lists for each of the TS 33.220 reference points (Zn, Ua and Zh) the requirement deviations from UE-initiated GBA requirements.

4.1 Requirements on reference point Up

Editor’s Note: this is based on Section 4.4.4 TS 33.220 V7.3.0 (Ub Reference Point Requirements)

The proposed requirements for reference point Up are:

-
the UE shall be able to identify the push originator i.e. the BSF;

-
the UE shall be able to authenticate the network (i.e. the BSF) based on AKA;

-
the BSF shall be able to send a bootstrapping transaction identifier to the UE;

-
the UE and the BSF shall establish shared keys;
-
the BSF shall be able to indicate to the UE the lifetime of the key material. The key lifetime sent by the BSF over Up shall indicate the expiry time of the key. The Key lifetime transfer shall be integrity protected.

4.2 Requirements on reference point Zh

The requirements for reference point Zh are the same as those described in TS 33.220 section 4.4.5

4.3 Requirements on reference point Zn

The requirements for reference point Zn are the same as those described in TS 33.220 section 4.4.6 except those that are listed here, are marked irrelevant (i.e. deleted) or are modified (i.e. change bars):

-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname corresponding to the use over Ua reference point. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN seen by UE on Ua reference point;

-
The BSF shall be able to be configured on a per NAF or per application basis 
-
whether private subscriber identity, i.e. IMPI, may be sent to the NAF;

-
whether a particular USS may be sent to a NAF; 

· The NAF shall be able to indicate to the BSF that a new bootstrapping is required.
· The NAF shall be able to indicate the user identity to the BSF. 
4.4 Requirements on Bootstrapping Transaction Identifier

The requirements for B-TID are the same as those described in TS 33.220 section 4.4.7, but the interpretation defers for following requirement (Not mentioned requirements are identical): 

Requirements for B-TID are:

-
The UE shall be able to identify the BSF from the B-TID.

4.5 Requirements on reference point Ua
The requirements for reference point Ua are the same as section 4.4.9

4.6 Other requirements 

The fact that a GBA-push mechanism was used to create a GBA-security association between the UE and the BSF shall not restrict a NAF to use the derived security association for network initiated protocols only. Analogously, the fact that UE initiated GBA was used shall not restrict a NAF to use the derived security association for UE-initiated protocols only (Ua reference point). This was already discussed in the first rationale on the architecture of section 2.

It is therefore proposed to add following requirement: 

- The UE and the NAF shall be able to use bootstrapped SA on Ua reference point independent on whether the bootstrapping has been performed via Ub or Up reference point.

5 Conclusions

We propose to adopt the architecture and rationales of the GBA push architecture, along with the proposed requirements of section 4. This text should then be inserted into the draft TS ‘Generic Bootstrapping Architecture (GBA) Push Function’ section 4 ‘GBA Push Architecture’.


























































































































































































































































































































































� Lets call this authentication information GBA-PUSH-INFO
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