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Introduction

In the 3GPP RAN2, RAN3, SA3  meetings  possible IMSI catching attacks were discussed e.g. in the context of GBA user service identifiers. The IMSI can be obtained by a malicious entity, since  the UE sends the IMSI in plain text to an unauthenticated network if the network only claims it does not have any identities for the user. 
This attack provides a mechanism for an attacker to automatically collect IMSIs for example in an area or place(s). This threat is considered to be a higher threat than physically following the user (e.g. automatically collecting IMSIs on airports). 
In this contribution we would like to discuss about a possibility to mitigate the threat of an unauthenticated network querying UE’s permanent identity.
Threat of IMSI Catching
International Mobile Subscriber Identity (IMSI) consists of Mobile Country Code (MCC), a Mobile Network Code (MNC), and a Mobile Subscriber Identification Number (MSIN). The total maximum length of IMSI is 15 digits, where MCC is 3 digits and MNC 2 or 3 digits depending on the area. 

From subscriber’s privacy point of view, the MSIN (also IMEI) identifies the subscriber and thus should be confidentiality protected. However, the subscriber’s credentials can not be fetched before the subscriber has been properly identified. With the UTRAN AKA authentication method the network can not be authenticated before the user provides identification to the network. This is a reason why in UTRAN the UE can not deny plain text IMSI queries from the network. 
· Attackers can utilize this hole by collecting IMSIs in an area or place (e.g. in airport). History information of seen IMSIs (or IMEIs) in some areas or places is considered to be confidential as whenever the IMSI is mapped to a user identity, the user’s movements and presence can be tracked automatically (back in time or in the future).
· The IMSI provides a globally unique user identifier that even provides further information like home network and home country. For internet service usage, global unique identifiers are seen critical by the European Union [1], since unique user identifier allows the matching of user preferences and profiles from different sources.

· Service identifiers are today sent in clear, since the user identity can be revealed by the IMSI already.

· IMSI catching in the mobile environment might be considered a quite expensive exercise, but in the near future with the network convergence and smart cards, that can be connected directly to the PC e.g. via USB stick, this picture changes. If the device access the network via fixed network or WLAN, then the IMSI needed as a baseline for future service usage might be send in clear to an unauthorized requesting entity e.g. a specially configured WLAN access point.  

· In roaming scenarios, the roaming partner receives the IMPI from the user. It is unclear, if all the roaming partners can be considered as trusted in this sense also in the future.

To mitigate this threat, UE must be able to reject plain text IMSI queries coming from an untrustworthy source. This way the UE has control over when to send the plain text IMSI to an unauthenticated network or source. Public key cryptography or symmetric keys may be used to hide the IMSI. 
Conclusions

We propose to 
· Document the discussion section of this contribution into the SA3 SAE/LTE Security Rationale document into the corresponding sections.
· Agree on the existence of such a threat and to study possible ways forward for the long term evolution.
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