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Introduction

RAN WG3 considers the MME and UPE as separate nodes, terminating the S1 Control plane (S1-C) and S1 User plane (S1-U), correspondingly.
The decision on MME and UPE, whether separate or integrated, is expected in SA WG2.
Discussion

In case MME and UPE are separated and eNB sends path switch message directly to the UPE, security of this message must be considered. If no security is designed for this message an attacker could send path switch messages towards the UPE and cause service disruptions and DoS in the UPE.

NDS/IP could be used to secure signalling between eNBs and UPEs, namely the S1-U interface. However, if it is only the path switch message that needs protection, a simpler solution could be thought of and thus the management overhead of SAs between eNBs and UPEs could be removed. 
Alternative to the NDS/IP, is to use an authentication token as follows. UE and UPE share ciphering keys for the U-plane protection already, thus UE can use these keys to create an authentication token and deliver that to the eNB. eNB can then use this authentication token in the path switch message to provide authorization for the path switch in the UPE. 

No new signalling is needed as the authentication token can be included into the existing signalling flows. Authentication token should be created based on the user plane ciphering key, target eNB identity, possibly also source eNB identity, and because of replay protection it should include a sequence number, that makes it impossible to re-use the authentication token. If sequence number is used, it is FFS to study how to maintain the synchronization of the sequence number.
Conclusions and proposal

We propose to document this authentication token solution into the Security Rationale document and attach this document into the reply-LS (reply for R3-060964) to the RAN3.
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