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1 Introduction

As a 3GPP decision, U-plane ciphering/Header compression functions will be terminated to UPE. This discussion paper concentrates on security aspects with U-plane header compression and ciphering (or integrity protection if required) functions. NAS signalling protection is not in the scope. However, the principle of key set delivery from MME to the UPE is proposed in the paper as well. 

RAN working group 2 has decided that ciphering function will reside in the PDCP layer (see R2-061793)

2 The requirements for the protocol of PDCP and ciphering 

An overview of the proposal of the protocol termination points of the security functions is illustrated in the figure 1 below. As the figure shows, ‘PDCP’ is the security protocol layer, which includes header compression function. Although from functional point view, header compression is in higher layer than ciphering, however, making them into one protocol layer would be simpler. 
The Kasumi based algorithms UEA1 and UEA2 (if integrity will be needed, then UIA1 and UIA2) should be used for 3.9G ciphering algorithms.   
[image: image1]
3 The principle or requirement for the signalling  
The signalling which is needed for security is listed below:

1) UE sends security capability data (supported algorithms etc.) to MME during initial access using NAS signalling (similar to UMTS),
2) UPE U-plane ciphering parameters, like security policies and algorithms to be used towards the UE etc will be either pre-configured to the UPE or negotiated with MME during initial access (or if needed in case of handover to other 3GPP network (2G or 3G)) by signaling between MME and UPE. Note: MME and UPE are considered as separated logical elements. 

3) Key agreement: between the UE and MME during AKA, MME shall deliver user plane ciphering key (and integrity if necessary), algorithms to be used etc. to UPE after MME has successfully authenticated the UE.
4) “START” value for ciphering is to be generated by UE (for example a RAND number) and sent to MME during initial access. MME delivers it together with agreed keys, algorithms to be used etc to the UPE. (after handover, the value before handover is utilised  as earlier - information is stored in the UE and UPE)

5) As soon as UPE gets the keys and algorithms to be used etc, the header compression and ciphering will start  
4 Summary and conclusion

In summary, it is proposed that:
1. NAS signalling is used for local authentication, key agreement, algorithm negotiation, and parameter negotiation for ciphering and integrity protection of NAS signalling and ciphering of U-plane (integrity protection of U-plane is FFS);

2. In case of separated MME and UPE signalling between them is used to negotiate security configuration for user plane ciphering.
It is proposed that these two points are documented into the Security Rationale document section 4.1.4.
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