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1 Introduction
In the current TS33.xxx GBA push document, it is stated in a editor note that: For further study, if RAND and AUTN should also be sent in the case, that there exist already a bootstrapping session or that in this case, the network should be authenticated e.g. usage of NAF specific key on the NAF_ID. 

In this document, this issue is discussed. And a P-CR to remove this editor note from TS33.xxx GBA push document is also proposed.
2 Discussion
If there exist already a bootstrapping session, RAND and AUTN should not be sent in the push message for the following reasons:

1. There is no need to sent RAND and AUTN, as the main purpose of RAND and AUTN is for authenticating network (BSF) in the creation of bootstrapping session. Once the bootstrapping session is established, the bootstrapping session data will be reused to protect communication on Ua reference point and only B-TID is needed to index bootstrapping session data. It is the same reason why only B-TID is transferred by UE to NAF once a bootstrapping session data is established in UE-initiated GBA procedure. 
What’s more, in some cases, RAND and AUTN can not be got by NAF. For example, if the bootstrapping session is created in UE-initiated bootstrapping procedure, the corresponding RAND and AUTN can not be reused and thus NAF can not get them.  
2. And in this case, if he NAF need be authenticated usage of NAF specific key on the NAF_ID, this authentication should be done by BSF not by UE, when NAF request key from BSF. 
Even if UE want to authenticate NAF, NAF can be authenticated based on NAF specific key, not AUTN. This is also the same reason as that in UE-initiated GBA procedure. 
So, it can be concluded that, if there exist already a bootstrapping session, RAND and AUTN should not be sent in the push message. 
3 Conclusion

So based on the above analysis, we suggest to remove the corresponding editor note without adding some thing in the normative text. 
4 Proposal 

The change request to TS33.xxx GBA push document is as following:

-----------------------------------Begin of Change--------------------------------------------

5 
GBA Push Function 

Figure 5-1 outlines the message flow for the case, where UE has no return channel to network, and thus it cannot perform bootstrapping procedure directly with the BSF. Instead, the bootstrapping between the UE and the BSF happens through a NAF.
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Figure 5-1:  Procedure for bootstrapping, when ther is no valid bootstrapping session available.

The procedure for the cases that there is a valid bootstrapping session available or that one has to be created are both described below:

1.
A NAF needs to safely deliver some data (e.g., broadcast keys) to a UE. It knows the identity of subscriber, and the data that need to be delivered to the UE. 

2.
The NAF sends subscriber's IMPI, its NAF_ID (i.e., NAF hostname and Ua security protocol identifier), and optionally the desired key lifetime (Req_KeyLT) and one or more GSIDs over Zn reference point. 

Editor’s note: The usage of other subscriber's identity then the IMPI e.g. IMPU, pseudonym etc are for further study. In the case that identity other than IMPI is used, BSF shall be able to know the corresponding IMPI from the received identity.
3.
Upon receiving the request from the NAF, the BSF checks if the NAF is authorized to perform the GBA push and if the subscriber has a valid bootstrapping session.

- If the subscriber has a valid bootstrapping session, then the BSF caluclates the Ks_NAF based on the NAF_ID and the other key derivation parameters as described in [1]. It also extracts the requested USSs (if any) from the subscriber’s GUSS.

- If thesubscriber has no valid bootstrapping session that the NAF is authorized to request AUTN and RAND. If so, the BSF fetches authentication vectors from the HSS, calculates the Ks_NAF based on the NAF_ID and other key derivation parameters (see Figure 5-1). It also extracts the requested USSs (if any) from subscriber's GUSS. The BSF creates a bootstrapping session data for the subscriber that can be used later with another NAFs. 

Editor’s note: 
It is for further study, if the BSF may push directly data to the UE.

4.
If there was a valid bootstrapping session in step 3, then the BSF returns the B-TID, Ks_NAF, key lifetime and optionally the requested USSs (if any) to the NAF.

If there was no valid bootstrapping session, then the BSF sends AUTN, RAND, B-TID, Ks_NAF, lifetime of the Ks_NAF, the requested USSs (if any) to the NAF (see Figure 5-1).

5.
The NAF uses the Ks_NAF to secure the data. 


6.
If there was a valid boostrapping session, then the NAF uses the broadcast channel between it and the UE to send B-TID, NAF_ID, and optionally the encrypted data to the UE. NAF_ID and the encrypted data itself may be further protected with other means that are out of the scope of this specification. 

If there was no valid boostrapping session, then the NAF uses the broadcast channel between it and the UE to send AUTN, RAND, B-TID, NAF_ID, and optionally the encrypted data to the UE. AUTN, RAND, NAF_ID, and the encrypted data itself may be further protected with other means that are out of the scope of this specification. 

7. When the UE receives the data from the NAF, it available the UE first uses the AUTN and the RAND to authenticate the network. If this is successful, it will derive the bootstrapping key (Ks) from the CK and IK and continue to derive the NAF specific key Ks_NAF using Ks, NAF_ID, and other key derivation parameters. It can the decrypt the data using the Ks_NAF, and take the data (e.g., broadcast keys) into use in the UE.  

If no AUTN and RAND were sent, then the UE creates the Ks_NAF if needed or fetches them from the   storage.


The UE stores the bootstrapping session data that can be used later with another NAF. 
The UE may use newly created bootstrapping session with other NAFs as long as the session is valid or bootstrapping sesion is created.

---------------------------------------End of Change----------------------------------------------------
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(3) BSF fetches authentication vectors, GUSS from HSS based on IMPI, and creates bootstrapping session data.
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(5) NAF encrypts the data that needs to be sent to UE with Ks_NAF (or Ks_int_NAF or Ks_ext_NAF).
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(7) UE uses AUTN and RAND to authenticate the network, derives Ks_NAF, UE uses GBA’s key derivation to get Ks_NAF (or Ks_int_NAF and Ks_ext_NAF) and decrypts the data. In addtion, the UE stores the bootstrapping session data. data. 







(1) NAF needs to broadcast data securely to UE, and there is no return channel from UE to NAF. NAF knows subscriber’s IMPI.
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