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1
Introduction
In last SA3 meeting, it is agreed that UMTS AKA is a trusted protocol for authentication and the signalling sequence in high-level for AKA in UMTS can be reused in LTE/SAE as well. However, some issues should be studied carefully when AKA is introduced to LTE/SAE. One of these issues is that how to generate and deliver enough keys to network entities. This contribution discusses this issue. Two possible solutions are also provided in this contribution. 
2
issue description
AKA is able to generate one pair of CK and IK. CK and IK are used to protect the security of communication between UE and network. UE and RNC use CK and IK to provide confidential and integrity protection to signallings and user data. In UMTS, one pair of CK and IK is enough because only one security association is used to secure UMTS.

However, there are more than one security associations in LTE/SAE. Keys used in security association for AS signallings should be different to the keys used in security association for NAS signallings and UP. If MME and UPE are separated, it would be better that the keys for NAS and the keys for UP should be different to each other. 
So in this document, we assume that the keys for NAS and the keys for UP are different to each other. In this case, there are three different security associations. These three security associations are stored in UPE, MME and eNodeB respectively. And these associations are used for protection of user date, NAS sinallings and AS signallings respectively. Therefore, it should be studied that how to generate three key-pairs for these three different security associations. 
3
alternative solutions
Since three security associations may be used in LTE/SAE, UE and network should be able to deduce the keys for protecting AS, NAS and user data. These keys should be delivered to entities which perform security operation by entities in network side.
3.1 Solution1
In UMTS, A pair of CK and IK can be agreed between UE and network by run an AKA procedure. Function f3 and Function f4 implemented in UE and HSS are used to generate CK and IK respectively. In order to generate more keys, more key generation function should be implemented in UE and HSS. UE and HSS are able to use these key generation functions to generate keys for NAS security, AS security and UP security. These keys are encapsulated into Authentication Vector. HSS sends these keys to MME. MME delivers these keys to corresponding entities which perform security operation. For example, MME delivers keys for AS security to eNodeB and delivers keys for UP security to UPE.
3.2 Solution2
This solution will not change AKA. No key generation functions are added to UE and HSS. UE and HSS deduce CK and IK as root keys. MME gets root keys from HSS. Based on the root keys, MME and UE deduce the keys for NAS security, keys for AS security and keys for UP security. MME delivers these keys to corresponding network entities which perform security operation.
4
Proposal
We kindly asked SA3 to discuss the issue mentioned in this document. We also propose SA3 to adopt these two solutions as candidate solutions. We propose to modify SA3 corresponding document as following:
***********************BEGIN OF CHANGES*****************************
7 Threat of masqueraded UE/NW towards NW/UE 
7.1 Threat

7.2 Countermeasures

UMTS AKA is considered to be a trusted protocol for authentication. The signalling sequence in high-level for authentication and key agreement in UMTS can be reused in SAE/LTE as well.
However, UMTS AKA is able to agree one pair of CK and IK. But there are more than one security associations in LTE/SAE. It should be studied that how to generate and deliver keys for UP security, NAS security and AS security to corresponding network entity. UE and network should be able to deduce the keys for protect AS, NAS and user data. These keys should be delivered to entities which perform security operation by entities in network side. 
Two solutions can be used to generate and deliver the keys for UP security, NAS security and AS security to corresponding network entities.
1) More key generation functions are implemented in UE and HSS. UE and HSS are able to use these key generation functions to generate keys for NAS security, AS security and UP security. These keys are encapsulated into Authentication Vector. HSS sends these keys to MME. MME delivers these keys to corresponding entities which perform security operation. 
2) UE and HSS deduce CK and IK as root keys. MME gets root keys from HSS. Based on the root keys, MME and UE deduce the keys for NAS security, keys for AS security and keys for UP security. MME delivers these keys to corresponding network entities which perform security operation.
7.3 Conclusion

7.4 Track of the decision
*************************END OF CHANGES*******************************








































































�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  





CR page 1

