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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
ICCID:
ICCID is the identifier of the smart card.
NAF Key Center:
Dedicated NAF in charge of performing the key establishment between a UICC and a terminal.
Terminal:
For the purposes of the present document, the term terminal denotes a trusted device that can establish a shared key with a UICC. The terminal may host the UICC (e.g. ME) or be connected to a device hosting the UICC via a local interface (e.g. PNE as defined in TS 22.259 [4]).

Editor’s note: 
A more detailed definition of the terminal should be provided resulting from further studies

NOTE:
The definition of trusted terminals is out of the scope of the specification. It is assumed that the home network can decide whether a terminal is trusted or not. 

Editor’s note: 
Some examples of trusted terminal may be included
Terminal_appli_ID:
identifies an application in a terminal. Terminal_appli_ID is an octet string.
Terminal_ID:
It identifies uniquely the terminal. The Terminal_ID of a ME is the IMEI.
UICC_appli_ID:
uniquely identifies an application in the UICC. The UICC_appli_ID is an octet string. 
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Editor’s note: 
It is for further studies, if special symbols are needed.

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

B-TID
Bootstrapping Transaction Identifier

BSF
Bootstrapping Server Function

GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements
ICCID
Integrated Circuit Card Identification
KDF
Key Derivation Function
Ks_ext_NAF
Derived key in GBA_U

Ks_int_NAF
Derived key in GBA_U, which remains on UICC

Ks_local
Derived key, which is shared between a terminal and a UICC

NAF
Network Application Function
SLF
Subscriber Locator Function 

USS
User Security Setting

4
Key Establishment between a UICC and a terminal 

4.1 Reference model

GBA_U is used to provision a shared key between a UICC and a terminal (i.e. Ks_local). The NAF securely delivers Ks_local to the terminal through a TLS tunnel, which is established between the NAF and the terminal.

Figure 4.1 shows a network model of the entities that utilize the bootstrapped secrets, and the reference points used between them.
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Figure 4.1: High level reference mode

4.2 Network elements


4.2.1 NAF Key Center

The NAF Key Center is the NAF in charge of performing the Key Establishment between a UICC and a terminal. 
4.3 Key establishment architecture and reference points

Editor’s note: 
Details to be filled in.

4.4 General requirements and principles for key establishment between a UICC and a terminal

The following requirements and principles are applicable to the procedure for key establishment between a UICC and a terminal: 

· The terminal and the UICC shall be able to establish a shared key;

· The terminal shall be trusted;

NOTE:
The definition of trusted terminal is out of scope of the specification. The terminal may be compliant to requirements defined in TCG specifications or 3GPP SA3 Technical Report on “Trust Requirements for Open platforms in 3GPP”.

· The shared key to establish between the UICC and the terminal shall not be exchanged unencrypted on the interface between the UICC and the terminal;

· The terminal and the network shall be able to authenticate each other;

· The server implementing the key establishment function needs to be trusted by the home operator to handle the authentication parameters and the shared key;

· The home network shall be able to control whether this terminal is authorized to establish a shared key with the UICC for both symmetric and asymmetric protocols;

· In the case of asymmetric key authentication, the UICC shall be able to rely on its home network infrastructure to validate the terminal certificate;

· The procedure for the key establishment between a UICC and a terminal shall be access independent;

· To the extent possible, existing protocols and infrastructure should be reused.
4.4.1 Requirements on the terminal

The terminal shall support certificate-based mutual authentication as defined in IETF RFC 2246 [5] and IETF RFC 3546 [6]. Furthermore, the terminal shall be equipped with a valid Client Certificate.

The terminal shall implement GBA_U as defined in TS 33.220 [3].

Editor’s note: 
It will be necessary to distinguish different types of terminal: the terminal hosting the UICC and a "remote terminal" linked to the device holding the UICC via a local interface. It is for FFS if the requirements on the terminal hosting the UICC might be different from those on the remote terminal
4.4.2 Requirements on the UICC

The UICC shall implement GBA_U as defined in TS 33.220 [3].

The UICC shall be capable of deriving Ks_local from Ks_int_NAF.
It shall be possible that the UICC implements a local policy to restrict the key establishment based on targeted UICC and terminal applications (i.e. based on Terminal_appli_ID / UICC_appli_ID pair value).
4.4.3 Requirements on the NAF Key Center
The NAF Key Center shall support certificate-based mutual authentication as defined in IETF RFC 2246 [5] and IETF RFC 3546 [6].

Editor’s note: 
In addition to certificate-based authentication, another option might be defined
The NAF Key Center shall be capable of determining whether a terminal is trusted or not.

The NAF Key Center shall implement GBA_U as defined in TS 33.220 [3].

The NAF Key Center dedicated to the Key Establishment Mechanism shall be located in the operator’s Home Network.

The NAF Key Center shall be capable of deriving Ks_local from Ks_int_NAF.
It shall be possible to configure the NAF Key Center to restrict the key establishment based on the targeted UICC and terminal applications (i.e. based on Terminal_appli_ID / UICC_appli_ID pair value). The key establishment indication given in the USS shall overrule the local policy on the NAF. Key Center.
4.4.4 Requirements on Ks_local key and associated parameters handling


The established key Ks_local may be either a key shared between the UICC and the terminal as monolithic devices or between a specific application on the UICC and a specific application on the terminal. Ks_local “per platform” refers to Ks_local shared between the UICC and the terminal as monolithic devices, Ks_local “per application” refers to Ks_local shared between a specific application on the UICC and a specific application on the terminal. 

A Ks_local counter is associated to each key Ks_local established. After the derivation of Ks_local in the UICC, the UICC associates a dedicated counter “Ks_local counter” set to a default value. Each time that the UICC Ks_local-based application uses Ks_local for a cryptographic computation, the UICC shall decrease by one the associated Ks_local counter.

Ks_local is invalidated when Ks_local counter reaches null value.

Editor’s note: 
The means to update counter value has to be further studied

The home operator may update Ks_local counter value by means of OTA commands. The description of the OTA mechanism is out of the scope of this TS.

The terminal shall delete Ks_local and the corresponding parameters (e.g.ICCID, Terminal_appli_ID, UICC_appli_ID) when at least one of the conditions below is met:

1-
the key lifetime of Ks_local expires;

2-
the terminal detects that the UICC has been removed;

3-
the terminal detects that another UICC has been inserted; For this, the terminal needs to store in non-volatile memory the last inserted UICC-identity to be able to compare that with the used UICC-identity during the initialisation procedures;

Ks_local may be deleted from the terminal when the terminal is powered down. If the terminal does not delete Ks_local at power down then Ks_local together with the associated parameters (e.g. key lifetime and B-TID) shall be stored in trusted non-volatile memory.

Editor’s note: 
One way to have trusted non-volatile memory may be achieved by tamper-resistant hardware.

4.5 Procedures

4.5.1
Initiation of key establishment between a UICC and a terminal

Before Ks_local-based application can start, the UICC and the terminal first have to share the same key Ks_local associated to the selected application. The terminal shall check if it stores the key Ks_local associated to targeted application and if this key Ks_local is also available on the UICC.

1. The terminal checks if it stores the key Ks_local required for the application communicating with the UICC. If the key Ks_local is not available on the terminal then the terminal initiates a Key Establishment procedure, else it continues the checks in step_2. 

2.  The terminal sends a request to the UICC to check that the required key Ks_local is available on the UICC. The UICC reply indicates the terminal if the required key Ks_local is available on the UICC. If the required key Ks_local is not available on the UICC, the terminal initiates a key establishment procedure.
4.5.2 Key establishment procedure

1. The terminal asks for a complete GBA run: a GBA bootstrapping procedure and a GBA_U NAF Derivation procedure associated to the NAF Key Center are performed

2. In order to retrieve the B-TID associated to the GBA_U NAF specific key Ks_int_NAF, the terminal sends a request to the UICC to access the list of the NAF_ID and B-TID associated to GBA_U NAF Derivation procedure

3. The UICC sends the list of the NAF_ID and B-TID associated to GBA_U NAF Derivation procedure. The terminal can retrieve the B-TID associated to the NAF Key Center

4. The terminal and the NAF Key Center establish a HTTPS tunnel with certificate based mutual authentication between the terminal and the application server. Confer TS 33.222 [7].
Editor’s note: 
In addition to certificate-based authentication, another option might be defined
5. The terminal sends a “service request” message to the NAF Key Center node in the mobile operator network. The message is sent within HTTPS tunnel.

The request may contain the following payload: the identity (B_TID), the terminal identifier (Terminal_ID), the smart card identifier (ICC_IC), and the application identifier of UICC application (UICC_appli_ID) and the application identifier of the terminal application (Terminal_appli_ID) requiring the establishment of key Ks_local.
In case that Ks_local has to be established per platform, the UICC_appli_ID and the Terminal_appli_ID octet strings equal to static ASCII-encoded string “platform”. 
6. The NAF Key Center contacts the BSF and sends the identity B_TID, the NAF_ID of the NAF Key Center, the identifiers of the targeted applications (Terminal_appli_ID, UICC_appli_ID) in a credential request.
7. The BSF derives Ks_int_NAF, Ks_ext_NAF and supplies to the NAF Key Center  the requested keys Ks_int/ext_NAF keys, as well as the bootstrapping time and the lifetime of Ks_int/ext_NAF key.
The BSF may also send requested USSs to NAF Key Center according to the BSF’s policy.
8. The NAF Key Center
a. If the NAF Key Center has requested a USS, and the USS indicates to the NAF Key Center that the key establishment procedure is not allowed for the targeted applications, then the NAF Key Center shall respond with appropriate error code and terminate the TLS connection with the terminal.

b. The NAF Key Center checks if the terminal_ID is blocked (blacklisted) and if so it does not proceed with the key establishment procedure 

c. The NAF Key Center derives Ks_local from Ks_int_NAF. The NAF Key Center associates a key lifetime to the derived key Ks_local. 

Ks_local is computed as Ks_local = KDF (Ks_int_NAF, Terminal_ID, ICCID, Terminal_appli_ID, UICC_appli_ID), where KDF is the key derivation function as specified in Annex B.
9. The NAF Key Center sends within HTTPS tunnel a request response message to the terminal with the following payload: B-TID, Ks_local, Key Lifetime

10. The terminal stores Ks_local and associated parameters Key Lifetime, ICCID, Terminal_appli_ID, UICC_appli_ID
11. The terminal sends a command to perform Ks_local derivation on the UICC. The terminal sends the NAF_ID corresponding the NAF Key Center, the terminal_ID, the Term_appli_ID and the UICC_appli_ID corresponding to identifiers of applications that aim sharing a key Ks_local. 
12. The UICC retrieves the Ks_int_NAF associated to the received NAF_ID and then derives Ks_local. The UICC stores Ks_local and associated parameters Terminal_ID, Terminal_appli_ID, UICC_appli_ID and Ks_local counter. Ks_local counter is set to COUNT_MAX default value if Ks_local corresponds to a new key value.

Ks_local is computed as Ks_local = KDF (Ks_int_NAF, Terminal_ID, ICCID, Terminal_appli_ID, UICC_appli_ID), where KDF is the key derivation function as specified in Annex B.
The UICC may store a local policy to determine the associations between a Terminal_appli_ID and a UICC_appli_ID wich are authorized. If the terminal requested a Terminal_appli_ID/UICC_appli_ID association not authorized by the UICC policy then the UICC stops the key establishment procedure and returns a “not authorized” error message. 
Editor’s note: 
Step_11 and Step_12 could be put before if the derivation parameters are all available to allow this
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Figure 4-2: Key establishment procedure
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Annex B (Normative):
Key Derivation Function definition
B.1
Introduction

This annex specifies the key derivation function (KDF) that is used in the Key establishment procedure to share a key Ks_local between a UICC and a terminal. The key derivation function defined in the annex takes the following assumptions:

1. the input parameters to the key derivation functions are octet strings - not bit strings of arbitrary length:
2. a single input parameter will have lengths no greater than 65535 octets

B.2
Generic key derivation function

The input parameters and their lengths shall be concatenated into a string S as follows:

1.
The length of each input parameter in octets shall be encoded into two-octet string:

a)
express the number of octets in input parameter Pi as a number k in the range [0, 65535].

b)
Li is then a two-octet representation of the number k, with the most significant bit of the first octet of Li equal to the most significant bit of k, and the least significant bit of the second octet of Li equal to the least significant bit of k,

EXAMPLE:
If Pi contains 258 octets then Li will be the two-octet string 0x01 0x02.

2.
String S shall be constructed from n input parameters as follows:

S = FC || P0 || L0 || P1 || L1 || P2 || L2 || P3 || L3 ||... || Pn || Ln

where

FC is single octet used to distinguish between different instances of the algorithm,

P0 ... Pn are the input parameters, and

L0 ... Ln are the two-octet representations of the corresponding input parameters.

3.
The final output, i.e. the derived key is equal to HMAC-SHA-256 (as specified in [8] and [9]) computed on the string S using the key Key:

derived key = HMAC-SHA-256 ( Key , S )

B.2.1
Input parameter encoding

A character string shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [24].

B.3
Ks_local key derivation in key establishment
In the key establishment between a UICC and a terminal, the input parameters for the key derivation function shall be the following:

-
FC = 0x01,

· P0 = Terminal_ID,

· L0 = length of Terminal ID is variable (not greater that 65535),

-
P1 = ICCID,

-
L1 = length of ICCID is variable (not greater that 65535),
-
P2 = Terminal_appli_ID,

-
L2 = length of Terminal_appli_ID is variable (not greater that 65535),

-
P3 = UICC_appli_ID,

-
L3 = length of UICC_appli_ID is variable (not greater that 65535).

In case that derived key Ks_local has to be established per platform, the UICC_appli_ID and the Terminal_appli_ID octet strings equal to static ASCII-encoded string “platform”. 
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