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Introduction

In SA3#43, LS S3-060340 from SA3 to CT1 highlighted the possible scenario of Denial of Service attacks masking within NAS registration rejects and asked CT1 questions on that subject of DoS and further requested CT1 to take actions. In S3-06bbbb/C1-061089, CT1 has now answered SA3's questions and request further SA3 guidance before CT1 takes any action. This contribution discusses the concerns raised by CT1 and wishes to provide more information to SA3 when considering what guidance to provide to CT1.
Discussion
In S3-060412, CT1 has clarified that:-
a)
There can be other parameters that can be likewise abused like with the timer T3302

b)
The result of abusing these parameters range from a nuisance or inconvenience to UE and/or network to having similar effect like abuse of T3302 i.e. a persistent DoS attack.

On the other parameters that can be likewise abused, the main concern of CT1 is of the reject causes provided in numerous non-integrity and non-encrypted NAS messages. These messages are in the main reject messages – though not just registration reject messages – and for efficient operating purposes it is not feasible to enforce that reject messages must be sent integrity protected or encrypted. But what is highlighted in S3-060412 by CT1 is that for the examples provided on abuse of reject causes, the UE always provides a clear MMI indication to the user of lack of service. Whilst the actual MMI indication is implementation and vendor specific, e.g. the MMI indication may be just visual or it may be both visual and audio, it is clear that such indications are provided when due to reject cause a UE is left in a mobility management state where no CS service and/or PS service is possible. As a clear MMI indication is provided it is subjective whether such a situation should be classed as a nuisance or inconvenience (as it might require user intervention to correct the situation) or be classed as a persistent DoS attack.

Another parameter, illustrated by example by CT1, is a false basestation providing an extremely long periodic RAU timer. As CT1 points out if this is provide by the false-basestation under the guise of the same RAI as that of genuine surrounding cells, the effect is as persistent as a DoS attack just like through abuse of T3302. However this contribution wishes to point out that the only case of providing a periodic RAU timer in a non-integrity protected message is when the UE is sent a Routing_Area_Update_Accept message in respond to a periodic RAU and under the strict qualification that there is no change of RA or temporary identity. In all other cases of providing a periodic RAU timer value to the UE, the Routing_Area_Update_Accept message to the UE must be integrity protected.
CT1 also indicated that here are also parameters which if abused can cause inconvenience to the UE and the network but by way of requesting or receiving services there is no actual denial of service. By way of example, CT1 indicated that providing a corrupted TMSI to the UE is one such case.
This contribution would like to further highlight that apart from the reject cause being in several non-integrity protected messages, the "other parameters" that CT1 pointed out can only be provided in a non-integrity protected Routing_Area_Update_Accept message, as does the periodic RAU timer and also T3302.

Thus it can be summed up that:-

· The reject causes that can be provided to the UE can be abused to stage a service attack. But resulting from this the UE provides to the user clear MMI indications about lack of service.
· Providing a corrupted periodic RAU timer value in a non-integrity protected message under the guise of a RAI same as that of genuine surrounding cells can effect a persistent DoS attack. The non-integrity protected message that can provide this periodic RAU timer is the RAU accept message. This message is sent to the UE unprotected when the NWE considers that there is no change of temporary identity in a periodic RAU.
· There are "other parameters" if corrupted in non-integrity protected message to the UE can cause inconvenience but not cause a persistent DoS attack. These "other parameters" are confined in the RAU accept message.
Possible way forward
Option 1. It has been acknowledged by SA3 in S3-060340 that these kinds of DoS attacks are not high risk. Couple that with the suggestion that the frequency of occurrences of such DoS attacks is unlikely to be high, a way forward is not to do anything about these known security gaps.
Option 2. 3GPP view the security of UMTS with paramount concern. Knowing there are security gaps SA3 cannot NOT close these gaps. All gaps however unlikely must be closed.

Option 3. Take a pragmatic though cautious approach.
a) For those cases where an MMI indication is provided to the user whenever there is lack of service, reliance is on UE vendors to provide proper and useful indicators to users. 
b) For cases which result in inconvenience, any actions to be taken must balance the cost of the remedied actions and against the inconvenience rather than any actual denied services.
c) For cases which result in a persistent DoS attack as in abuse of T3302 and, as pointed out by CT1, the abuse of the periodic RAU timer, though the risk and frequency of attack may both not be high, such gaps should nevertheless be closed.

Proposal
We propose that Option 1 is, from a security perspective, not sustainable. It certainly sends the wrong signal about SA3's concern for security within UMTS. 
Option 2 on the other hand is too extreme and may not be viable.

It is proposed that SA3 follows Option 3. In reply to CT1, SA3 can provide guidance of a pragmatic though cautious approach where gaps which clearly lead to a persistent DoS attack wherein the user is not given any MMI indications should be closed. Closing abuses that cause inconvenience should be on the basis of cost effectiveness balanced against any denied services. CT1 should judge the extend of that action. For instance, it is for CT1 to decide to always send Routing_Area_Update_Accept protected or to limit protection of Routing_Area_Update_Accept for periodic update if that T3302 and/or periodic RAU timer is also provided.
SA3 can also point out to CT1 that CT1 in any future protocol design should take care not to remotely provide parameters through unprotected over the air messages that can be abused by any false basestation however remote the chances might be.
