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1 Introduction

Network Domain Security for IP based protocols (NDS/IP) defines the security architecture for the UMTS network domain IP based control plane [TS33210]. It covers the control signaling on selected interfaces between UMTS network elements. It uses IETF's IP security (IPsec) protocol family to provide needed security services. IETF IPsec working group has updated the most important IPsec RFC documents after the 3GPP has specified the NDS/IP. This document studies changes between IPsec version 2 and new IPsec RFC documents and possible effects on NDS/IP if new IPsec RFCs are taken into use in NDS/IP.

2 IPsec RFC Documents
The following table presents the most important IPsec RFC documents:
	RFC:
	Old version:
	New version:
	Old version is used in NDS/IP:

	Security Architecture for the Internet Protocol
	RFC2401
	RFC4301
	yes

	IP Authentication Header
	RFC2402
	RFC4302, RFC4305
	no

	The Use of HMAC-MD5-96 within ESP and AH
	RFC2403
	-
	no

	The Use of HMAC-SHA-1-96 within ESP and AH
	RFC2404
	-
	yes

	The ESP DES-CBC Cipher Algorithm With Explicit IV
	RFC2405
	-
	yes

	IP Encapsulating Security Payload (ESP)
	RFC2406
	RFC4303, RFC4305
	yes

	The Internet IP Security Domain of Interpretation for ISAKMP
	RFC2407
	RFC4306
	yes

	Internet Security Association and Key Management Protocol (ISAKMP)
	RFC2408
	RFC4306
	yes

	The Internet Key Exchange (IKE)
	RFC2409
	RFC4306
	yes

	The NULL Encryption Algorithm and Its Use With IPsec
	RFC2410
	-
	yes

	Randomness Recommendations for Security
	RFC1750
	RFC4086
	yes


3 Security Architecture
The new IPsec architecture document [RFC4301] summarizes the differences between RFC 4301 and the obsoleted version [RFC2401]. Comments were added with bold style:

· The processing model has been revised to address new IPsec scenarios, improve performance, and simplify implementation. This includes a separation between forwarding (routing) and SPD selection, several SPD changes, and the addition of an outbound SPD cache and an inbound SPD cache for bypassed or discarded traffic. There is also a new database, the Peer Authorization Database (PAD). This provides a link between an SA management protocol (such as IKE) and the SPD. These are mainly implementation specific issues and are not visible to outside.
· There is no longer a requirement to support nested SAs or "SA bundles". Instead this functionality can be achieved through SPD and forwarding table configuration. At the moment, NDS/IP does not use SA bundles.
· SPD entries were redefined to provide more flexibility. Each SPD entry now consists of 1 to N sets of selectors, where each selector set contains one protocol and a "list of ranges" can now be specified for the Local IP address, Remote IP address, and whatever fields (if any) are associated with the Next Layer Protocol (Local Port, Remote Port, ICMP message type and code, and Mobility Header type). An individual value for a selector is represented via a trivial range and ANY is represented via a range than spans all values for the selector. There are some changes to security policy selectors, but it is possible to have compatible security policies between an old implementation and a new implementation in the most of cases.
· TOS (IPv4) and Traffic Class (IPv6) have been replaced by DSCP and ECN. The tunnel section has been updated to explain how to handle DSCP and ECN bits. The used policy is agreed between security domain operators. In NDS/IP, it is likely that QoS is not used with IPsec, because each QoS class would require own IPsec SA and policy entry. Otherwise there would be packet loss. The new RFC supports SAs for each QoS class with one security policy entry.
· For tunnel mode SAs, an SG, BITS, or BITW implementation is now allowed to fragment packets before applying IPsec. This applies only to IPv4. For IPv6 packets, only the originator is allowed to fragment them.

· When security is desired between two intermediate systems along a path or between an intermediate system and an end system, transport mode may now be used between security gateways and between a security gateway and a host.

· This document clarifies that for all traffic that crosses the IPsec boundary, including IPsec management traffic, the SPD or associated caches must be consulted.

· This document defines how to handle the situation of a security gateway with multiple subscribers requiring separate IPsec contexts.

· A definition of reserved SPIs has been added.

· Text has been added explaining why ALL IP packets must be checked - IPsec includes minimal firewall functionality to support access control at the IP layer.

· The tunnel section has been updated to clarify how to handle the IP options field and IPv6 extension headers when constructing the outer header.

· SA mapping for inbound traffic has been updated to be consistent with the changes made in AH and ESP for support of unicast and multicast SAs.

· Guidance has been added regarding how to handle the covert channel created in tunnel mode by copying the DSCP value to outer header.

· Support for AH in both IPv4 and IPv6 is no longer required. NDS/IP does not use AH.
· PMTU handling has been updated.

· Three approaches have been added for handling plaintext fragments on the protected side of the IPsec boundary.  Appendix D documents the rationale behind them.

· Added revised text describing how to derive selector values for SAs (from the SPD entry or from the packet, etc.)

· Added a new table describing the relationship between selector values in an SPD entry, the PFP flag, and resulting selector values in the corresponding SAD entry.

· Added Appendix B to describe decorrelation.

· Added text describing how to handle an outbound packet that must be discarded.

· Added text describing how to handle a DISCARDED inbound packet, i.e., one that does not match the SA upon which it arrived.

· IPv6 mobility header has been added as a possible Next Layer Protocol. IPv6 Mobility Header message type has been added as a selector.

· ICMP message type and code have been added as selectors.

· The selector "data sensitivity level" has been removed to simplify things.

· Updated text describing handling ICMP error messages.  The appendix on "Categorization of ICMP Messages" has been deleted.

· The text for the selector name has been updated and clarified.

· The "Next Layer Protocol" has been further explained and a default list of protocols to skip when looking for the Next Layer Protocol has been added.

· The text has been amended to say that this document assumes use of IKEv2 or an SA management protocol with comparable features.

· Text has been added clarifying the algorithm for mapping inbound IPsec datagrams to SAs in the presence of multicast SAs.

· The appendix "Sequence Space Window Code Example" has been removed.

· With respect to IP addresses and ports, the terms "Local" and "Remote" are used for policy rules (replacing source and destination). "Local" refers to the entity being protected by an IPsec implementation, i.e., the "source" address/port of outbound packets or the "destination" address/port of inbound packets. "Remote" refers to a peer entity or peer entities. The terms "source" and "destination" are still used for packet header fields.
4 Encapsulating Security Payload
The new Encapsulating Security Payload document [RFC4303] summarizes the differences between RFC 4303 and the obsoleted version [RFC2406]. Comments were added with bold style:
· Confidentiality-only service -- now a MAY, not a MUST. NDS/IP does not support confidentiality only service.
· SPI -- modified to specify a uniform algorithm for SAD lookup for unicast and multicast SAs, covering a wider range of multicast technologies. For unicast, the SPI may be used alone to select an SA, or may be combined with the protocol, at the option of the receiver. For multicast SAs, the SPI is combined with the destination address, and optionally the source address, to select an SA.

· Extended Sequence Number -- added a new option for a 64-bit sequence number for very high-speed communications. Clarified sender and receiver processing requirements for multicast SAs and multi-sender SAs. Extended sequence number is the most important new feature in the ESP. However, extended sequence number is not really needed, when automatic key management is used to refresh security associations.
· Payload data -- broadened model to accommodate combined mode algorithms. At the moment, NDS/IP does not use combined mode algorithms.
· Padding for improved traffic flow confidentiality -- added requirement to be able to add bytes after the end of the IP Payload, prior to the beginning of the Padding field.

· Next Header -- added requirement to be able to generate and discard dummy padding packets (Next Header = 59)

· ICV -- broadened model to accommodate combined mode algorithms.

· Algorithms -- Added combined confidentiality mode algorithms.

· Moved references to mandatory algorithms to a separate document.

· Inbound and Outbound packet processing -- there are now two paths: (1) separate confidentiality and integrity algorithms and (2) combined confidentiality mode algorithms. Because of the addition of combined mode algorithms, the encryption/decryption and integrity sections have been combined for both inbound and outbound packet processing.

5 Algorithms
Cryptographic Algorithm Implementation Requirement for Encapsulating Security Payload (ESP) and Authentication Header (AH) [RFC4305] specifies required algorithms. The changes are summarized in the table:
	Old requirement
	Old RFC
	New Requirement
	Algorithm

	MUST
	2406
	SHOULD NOT
	DES-CBC

	MUST
	2402, 2406
	MAY
	HMAC-MD5-96

	MUST
	2402, 2406
	MUST
	HMAC-SHA-1-96

	-
	
	MUST
	3DES-CBC

	-
	
	SHOULD
	AES-CBC

	-
	
	SHOULD
	AES-CTR

	-
	
	SHOULD
	AES-XCBC-MAC-96


The NDS/IP uses AES-CBC and 3DES-CBC for the encryption and HMAC-SHA-1-96 for the data integrity protection.
6 IKEv2

The new IKEv2 document [RFC4306] summarizes the differences between IKEv2 and IKEv1:
· to define the entire IKE protocol in a single document, replacing RFCs 2407, 2408, and 2409 and incorporating subsequent changes to support NAT Traversal, Extensible Authentication, and Remote Address acquisition;

· to simplify IKE by replacing the eight different initial exchanges with a single four-message exchange (with changes in authentication mechanisms affecting only a single AUTH payload rather than restructuring the entire exchange) see [PK01];

· to remove the Domain of Interpretation (DOI), Situation (SIT), and Labeled Domain Identifier fields, and the Commit and Authentication only bits;

· to decrease IKE's latency in the common case by making the initial exchange be 2 round trips (4 messages), and allowing the ability to piggyback setup of a CHILD_SA on that exchange;

· to replace the cryptographic syntax for protecting the IKE messages themselves with one based closely on ESP to simplify implementation and security analysis;

· to reduce the number of possible error states by making the protocol reliable (all messages are acknowledged) and sequenced. This allows shortening CREATE_CHILD_SA exchanges from 3 messages to 2;

· to increase robustness by allowing the responder to not do significant processing until it receives a message proving that the initiator can receive messages at its claimed IP address, and not commit any state to an exchange until the initiator can be cryptographically authenticated;

· to fix cryptographic weaknesses such as the problem with symmetries in hashes used for authentication documented by Tero Kivinen;

· to specify Traffic Selectors in their own payloads type rather than overloading ID payloads, and making more flexible the Traffic Selectors that may be specified;

· to specify required behavior under certain error conditions or when data that is not understood is received, to make it easier to make future revisions that do not break backward compatibility;

· to simplify and clarify how shared state is maintained in the presence of network failures and Denial of Service attacks; and

· to maintain existing syntax and magic numbers to the extent possible to make it likely that implementations of IKEv1 can be enhanced to support IKEv2 with minimum effort.
IKEv2 is entirely new protocol. Only basic principles and payload formats are reused.
7 Conclusions

The IETF has updated IPsec and IKE protocol RFC documents and changes were presented in the previous chapters. At the moment, there is no immediate reason to take new protocol versions into use, because old versions can provide same security services.
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