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1. Overall Description: 

CN4 would like to thank GSM-A IREG, SA3 and T2 for the LS’s received on topics regarding SMS fraud counter 
measures.  In the LS received from GSM-A IREG four questions were asked of CN4 and SA3.  In answering the 
questions, CN4 hopes that all other points raised in other LS’s are addressed. 
 
The four questions, and the answers from CN4 are given below. 
 
1. That CN4 understand the IREG response. 
 
CN4 confirms that the IREG response has been received and understood. 
 
2. That CN4 are able to proceed with the design and specification of TCAP handshake mechanism.  
 
At CN4 meeting #25, the work on TCAP Handshake implementation was completed.  The changes to the MAP 
specification can be found in 29.002 CR 740r2 (N4-041641). 
 
3. That CN4 are able to complete the “gateway” design and specification of the MAPsec mechanism. 
 
In accordance with the SA3 response, CN4 will work with SA3 to complete the MAPsec work to allow for the 
implementation of the gateway design.  However, it is noted by CN4 that if the KAC and the gateway are 
incorporated in a single entity, that entity will no longer require the implementation of the Ze interface.  CN4 
awaits information from SA3 on the finalized architecture and any requirements that are placed upon CN4 for 
further protocol work, be that specification of the Ze interface or any other work required. 
 
4. The dates when items 2 and 3 will be complete and approved by 3GPP. 
 
As mentioned above, the CN4 aspects of item 2 have been completed at this CN4 meeting, and the CR will be 
forwarded to CN Plenary #26.  Any work on item 3 that CN4 undertakes will be dependent on decisions in SA3, 



but CN4 sees no reason for any such work to not be completed in the Release 7 timescales proposed by SA3 at 
this time. 
 
 
2. Actions: 

None 
 

3. Date of Next CN4 Meetings: 

CN4#26 14th - 18th February 2004  Sydney, AUSTRALIA 

CN4#27 25th - 29th April 2004  Cancun, MEXICO 
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23.3 The mobile terminated short message transfer 
procedure 

The mobile terminated short message transfer procedure is used for forwarding a short message or several short 
messages from a Service Centre to a mobile subscriber. The message flow for the mobile terminated short 
message procedure for a single short message transfer is shown in figure 23.3/1. 
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Figure 23.3/1: Mobile terminated short message service procedures 
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1) Short Message (3GPP TS 23.040). 
2) MAP_SEND_ROUTING_INFO_FOR_SM. 
3) MAP_SEND_ROUTING_INFO_FOR_SM_ACK. 
4) TCAP BEGIN (***) 
4a) TCAP CONTINUE (***) 
4b) MAP_MT_FORWARD_SHORT_MESSAGE. 
5) MAP_SEND_INFO_FOR_MT_SMS (*). 
5a) MAP_CONTINUE_CAMEL_SMS_HANDLING (*)(**) 
5b) MAP_SEND_INFO_FOR_MT_SMS (*)(**) 
6) MAP_PAGE/MAP_SEARCH_FOR_MOBILE_SUBSCRIBER (*). 
7) Page (3GPP TS 24.008 [35]). 
8) Page response (3GPP TS 24.008 [35]). 
9) MAP_PROCESS_ACCESS_REQUEST_ACK and 

MAP_SEARCH_FOR_MOBILE_SUBSCRIBER_ACK (*). 
10) MAP_SEND_INFO_FOR_MT_SMS_ACK (*). 
11) Short Message (3GPP TS 24.011 [37]). 
12) Short Message Acknowledgement (3GPP TS 24.011 [37]). 
13) MAP_MT_FORWARD_SHORT_MESSAGE_ACK. 
14) Short Message Acknowledgement (3GPP TS 23.040). 
 
(*) Messages 5), 5a), 5b), 6), 9), and 10) are not used by the SGSN. 
(**) These messages are used only for a subscriber provisioned with MT-SMS-CSI in the VLR. 
(***)  If  
 a) 

-  the capacity of a message signal unit in the lower layers of the protocol is enough to carry the 
 content of the MAP_OPEN request and the content of the 
 MAP_MT_FORWARD_SHORT_MESSAGE request in a single TC message,  
 

 and 
  b1)-  the MAP signalling for short message transfer is protected by means of MAPsec,  
  or 
  b2)  the SMS Gateway MSC operator and the serving node (MSC or SGSN) operator 

  agreed not to use the TCAP handshake countermeasure against SMS fraud for  
  messages exchanged between their networks (see 3GPP TS 33.200 [34a]) 

 then 
 the TCAP handshake may be omitted. 
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The message flow for the mobile terminated short message procedure for multiple short message transfer is 
shown in figure 23.3/2. 
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Figure 23.3/2: Mobile terminated short message procedure for multiple short message transfer 

1) Short Message (3GPP TS 23.040). 
2) MAP_SEND_ROUTING_INFO_FOR_SM. 
3) MAP_SEND_ROUTING_INFO_FOR_SM_ACK. 
4) TCAP BEGIN (***) 
4a TCAP CONTINUE (***) 
4b) MAP_MT_FORWARD_SHORT_MESSAGE (note 1). 
5) MAP_SEND_INFO_FOR_MT_SMS (*). 
5a) MAP_CONTINUE_CAMEL_SMS_HANDLING (*)(**) 
5b) MAP_SEND_INFO_FOR_MT_SMS (*)(**) 
6) MAP_PAGE/MAP_SEARCH_FOR_MOBILE_SUBSCRIBER (*). 
7) Page (3GPP TS 48.008 [49]). 
8) Page response (3GPP TS 24.008 [35]). 
9) MAP_PROCESS_ACCESS_REQUEST_ACK and  

MAP_SEARCH_FOR_MOBILE_SUBSCRIBER_ACK (*). 
10) MAP_SEND_INFO_FOR_MT_SMS_ACK (*). 
11) Short Message (3GPP TS 24.011 [37]). 
12) Short Message Acknowledgement (3GPP TS 24.011 [37]). 
13) MAP_MT_FORWARD_SHORT_MESSAGE_ACK. 
14) Short Message Acknowledgement (3GPP TS 23.040). 
15) Short Message (3GPP TS 23.040). 
16) MAP_MT_FORWARD_SHORT_MESSAGE (note 2). 
17) Short Message (3GPP TS 24.011 [37]). 
18) Short Message Acknowledgement (3GPP TS 24.011 [37]). 
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19) MAP_MT_FORWARD_SHORT_MESSAGE_ACK. 
20) Short Message Acknowledgement (3GPP TS 23.040). 
 
(*) Messages 5), 5a), 5b) 6), 9), and 10) are not used by the SGSN. 
(**) These messages are used only for a subscriber provisioned with MT-SMS-CSI in the VLR. 
(***)  If  
 a)  the capacity of a message signal unit in the lower layers of the protocol is enough to carry the 

 content of the MAP_OPEN request and the content of the 
 MAP_MT_FORWARD_SHORT_MESSAGE request in a single TC message,  

 and 
  b1)  the MAP signalling for short message transfer is protected by means of MAPsec,  
  or 
  b2)  the SMS Gateway MSC operator and the serving node (MSC or SGSN) operator 

  agreed not to use the TCAP handshake countermeasure against SMS fraud for  
  messages exchanged between their networks (see 3GPP TS 33.200 [34a]) 

 then the TCAP handshake may be omitted. 
 
NOTE 1: The “More Messages To Send” flag is TRUE. 
NOTE 2: The “More Messages To Send” flag is FALSE. 
 

In the multiple short message transfer the service MAP_MT_FORWARD_SHORT_MESSAGE can be used 
several times. However, the short message transfer is always acknowledged to the Service Centre before the next 
short message is sent. 

In addition the following MAP services are used: 

MAP_PROCESS_ACCESS_REQUEST (see subclause 8.3); (*) 

MAP_PAGE (see subclause 8.2); (*) 

MAP_SEARCH_FOR_MS (see subclause 8.2); (*) 

MAP_AUTHENTICATE (see subclause 8.5); (*) 

MAP_SET_CIPHERING_MODE (see subclause 8.6); (*) 

MAP_CHECK_IMEI (see subclause 8.7); 

MAP_FORWARD_NEW_TMSI (see subclause 8.9); (*) 

MAP_REPORT_SM_DELIVERY_STATUS (see subclause 12.3); 

MAP_INFORM_SERVICE_CENTRE (see subclause 12.6); 

MAP_TRACE_SUBSCRIBER_ACTIVITY (see subclause 9.1); (*) 

MAP_READY_FOR_SM (see subclause 12.4). 

(*) These services are not used by the SGSN. 

 

********************** 

 

23.3.1 Procedure in the SMS-GMSC 

Any CAMEL-specific handling described in this subclause is omitted if the SMS-GMSC does not support 
CAMEL. CAMEL-specific handling is invoked only if the SMS-GMSC is integrated with the VMSC. 

The process starts when the SMS-GMSC receives an SC_RP_MT_DATA indication from a Service Centre. The 
MAP process invokes macros not defined in this clause; the definitions of these macros can be found as follows: 

Receive_Open_Cnf      see subclause 25.1.2; 

Check_Confirmation      see subclause 25.2.2. 
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Process MT_SM_GMSC sheet 1: If the MAP_SEND_ROUTING_INFO_FOR_SM confirmation included an 
LMSI, it may be included in the sm-RP-DA information field of the first 
MAP_MT_FORWARD_SHORT_MESSAGE request sent to the serving MSC. In this case, the IMSI shall be 
included in the Destination Reference of the MAP_OPEN request. The SMS-GMSC shall not send an LMSI to 
an SGSN. If the SMS-GMSC does not send an LMSI to the serving node, the sm-RP-DA information field in the 
first MAP_MT_FORWARD_SHORT_MESSAGE request sent to the serving MSC or SGSN shall contain the 
IMSI, and the Destination Reference in the MAP_OPEN request shall not be present. The parameter 
SM_RP_OA shall contain the Service Centre address. 

Process MT_SM_GMSC sheet 1: The indication of which number belongs to the SGSN and which to the MSC, 
received from the HLR in the MAP_SEND_ROUTING_INFO_FOR_SM confirm (see subclause 23.3.2) will 
enable the SMS-GMSC to map the causes received from one or both serving nodes into the appropriate causes 
for non GPRS, GPRS or both, and send them to the SC and the HLR. 

Process MT_SM_GMSC sheet 2: The SMS-GMSC maps "Unexpected data value" and "System failure" MAP 
errors from the serving node to a "System failure" RP_ERROR error cause. The mapping between other MAP 
error causes and the RP_ERROR error cause is given in 3GPP TS 23.040 [26] and 3GPP TS 24.011 [37]. 

Process MT_SM_GMSC sheet 2: If the SMS-GMSC receives both MSC and SGSN numbers from the HLR as 
routeing information, it may choose which serving node to use for the first delivery attempt. 

Process MT_SM_GMSC sheet 2: If the SMS-GMSC makes two delivery attempts, it may report the result of 
each delivery attempt to the HLR according to the conditions described below. 

Procedure MT_SM_Delivery_Attempt_GMSC sheet 1: if the macro MT_SM_Transfer_MSC takes the Error 
exit, the SMS-GMSC maps the MAP User Error to the corresponding SC_RP error, as defined in 3GPP 
TS 23.040 [26]. 

Procedure MT_SM_Delivery_Attempt_GMSC sheet 3: The decision box "TCAP Handshake required" takes the 
"yes" or "no" exit depending on agreements between the GMSC's operator and the serving node's operator (see 
3GPP TS 33.200 [34a]). 

Procedure MT_SM_Delivery_Attempt_GMSC sheet 1, sheet 2, sheet 4, sheet 5: The SMS-GMSC invokes the 
macro Report_SM_Delivery_Stat_GMSC if: 

- the reason received from the serving node for failure to deliver the message is absent subscriber_SM, 
unidentified subscriber or SM delivery failure with error cause "MS memory capacity exceeded", and the 
SC address is not yet included in the MWD set, or 

- the reason received from the serving node for failure to deliver the message is absent subscriber_SM, 
unidentified subscriber or SM delivery failure with error cause MS memory capacity exceeded, and the 
corresponding flag in the HLR (as indicated in the information received in the MAP_INFORM_ 
SERVICE_CENTRE) is not set, or 

- the reason received from the serving node (MSC or SGSN) for failure to deliver the message is absent 
subscriber_SM and the absent subscriber diagnostic is different from the absent subscriber diagnostic 
received in the MAP_INFORM_ SERVICE_CENTRE. 

Procedure MT_SM_Delivery_Attempt_GMSC sheet 1, sheet 2, sheet 4, sheet 5: If absent subscriber diagnostic 
information (see 3GPP TS 23.040 [26]) is included with the absent subscriber_SM error indication then the 
SMS-GMSC relays this information to the HLR using the MAP_REPORT_SM_DELIVERY_STATUS service. 

Procedure MT_SM_Delivery_Attempt_GMSC sheet 1, sheet 4: The More Messages To Send flag is set to 
TRUE or FALSE according to the information received from the Service Centre. 

Procedure MT_SM_Delivery_Attempt_GMSC sheet 3: If the capacity of a message signal unit in the lower 
layers of the protocol is enough to carry the content of the MAP_OPEN request and the content of the 
MAP_MT_FORWARD_SHORT_MESSAGE request in a single TC message, the test "Message segmentation 
needed" takes the "No" exit; otherwise the test takes the "Yes" exit. 

The mobile terminated short message transfer process in the SMS-GMSC is shown in figure 23.3/3. The 
procedure MT_SM_Delivery_Attempt_GMSC is shown in figure 23.3/4. The macro MT_SM_Transfer_MSC is 
shown in figure 23.3/7. 
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*********************** 

 

23.3.3 Procedure in the Serving MSC 

Any CAMEL-specific handling defined in this subclause is omitted if the MSC does not support CAMEL 
control of MT SMS, or if the subscriber does not have a subscription for CAMEL control of MT SMS. 

The process starts when the MSC receives a dialogue opening request with the application context shortMsgMT-
RelayContext. The MAP process invokes macros not defined in this clause; the definitions of these macros can 
be found as follows: 

Receive_Open_Ind      see subclause 25.1.1; 

Check_Indication      see subclause 25.2.1. 

The mobile terminated short message transfer process in the serving MSC is shown in figure 23.3/6  

Procedure MT_SM_VMSC sheet 1: The decision box "TCAP Handshake required" takes the "yes" or "no" exit 
depending on agreements between the Serving MSC's operator and the SMS Gateway MSC's operator (see 3GPP 
TS 33.200 [34a]). 

The macro MT_SM_Transfer_MSC may be invoked either in a stand-alone serving MSC or in a serving MSC 
which is integrated with the SMS-GMSC. It is used to transfer the first MT short message of a possible sequence 
of messages. The macro invokes macros not defined in this clause; the definitions of these macros can be found 
as follows: 

Check_Confirmation     see subclause 25.2.2. 

Page_MSC       see subclause 25.3.1; 

Search_for_MS_MSC    see subclause 25.3.2; 

Process_Access_Request_MSC  see subclause 25.4.1; 

Trace_Subscriber_Activity_MSC see subclause 25.9.1. 

The macro MT_SM_Transfer_MSC is shown in figure 23.3/7. The macro 
Check_Subscr_Identity_For_MT_SMS is shown in figure 23.3/8.  

 

*********************** 

 

23.3.5 Procedure in the SGSN 

Any CAMEL-specific handling defined in this subclause is omitted if the SGSN does not support CAMEL 
control of MT SMS, or if the subscriber does not have a subscription for CAMEL control of MT SMS. 

The process starts when the SGSN receives a dialogue opening request with the application context 
shortMsgMT-RelayContext. The MAP process invokes macros not defined in this clause; the definitions of these 
macros can be found as follows: 

Receive_Open_Ind      see subclause 25.1.1; 

Check_Indication      see subclause 25.2.1. 

The mobile terminated short message transfer process in the SGSN is shown in figure 23.3/10.  

Procedure MT_SM_SGSN sheet 1: The decision box "TCAP Handshake required" takes the "yes" or "no" exit 
depending on agreements between the Serving SGSN's operator and the SMS Gateway MSC's operator (see 
3GPP TS 33.200 [34a]). 
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The macro MT_SM_Transfer_SGSN is used to transfer the first MT short message of a possible sequence of 
messages. It is shown in figure 23.3/11. 

The macro Check_Subscr_Identity_For_MT_SMS is shown in figure 23.3/8. The page and search procedures are 
shown in figures 23.3/12 and 23.3/13. 

 

************************** 

 



CR page 14 

Procedure in the SMS-GMSC 
to attempt MT SM delivery 
and report the outcome

Procedure MT_SM_Delivery_Attempt_GMSC MTSMDA3(8)
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Procedure in the SMS-GMSC 
to attempt MT SM delivery 
and report the outcome

Procedure MT_SM_Delivery_Attempt_GMSC MTSMDA3(8)

Signals to/from the left 
are to/from the short message service centre;
signals to/from the right 
are to/from the serving node (VMSC or SGSN)
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Figure 23.3/4 (sheet 3 of 8): Procedure MT_SM_Delivery_Attempt_GMSC 

 

************** 
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The mobil e terminated short message
service process in the VMSC
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The mobile terminated short message
service process in the VMSC
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Figure 23.3/6 (sheet 1 of 4): Procedure MT_SM_VMSC 

 

************** 
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The mobil e terminated short message
service process in the SGSN
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The mobile terminated short message
service process in the SGSN
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Figure 23.3/10 (sheet 1 of 4): Process MT_SM_SGSN 
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