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5.3 SIP Privacy handling infer IMS Networks

Privacy may in many instances be equivalent with confidentiality i.e. to hide the information (using encryption and
encryption keys) from all entities except those who are authorized to understand the information. The SIP Privacy
Extensions for IMS Networks do not provide such confidentiality. The purpose of the mechanism is rather to give an
IM S subscriber the possibility to withhold certain identity information of the subscriber as specified in [22] and [23].

NOTE 1. It isuseful that the privacy mechanism for |MS networks does not create states in the CSCFs other than
the normal SIP states.

Editor's note: the exact mechanism for building the trust relation for privacy handling is ffs.

*** NEXT CHANGE ***

6.5 CSCF interoperating with proxy located in ren-HMSa foreign
network

SIP signalling protected by TL S specified in RFC 3261 [6] may be used for protecting the SIP interoperation between
an IMS CSCF with a proxy/CSCF located in nen-HiSa foreign network. The CSCF may request the TLS connection
with aforeign Proxy by publishing sips: URI in DNS server, that can be resolved viaNAPTR/SRV mechanism
specified in RFC 3263 [23]. When sending/receiving the certificate during the TL S handshaking phase, the CSCF shall
verify the name on the certificate against the list of the interworking partners.

Editor's note: A “foreign network” is currently defined as a non-IM S network. It may extend to also IM S network
which is ffs.

The TLS session could be inititiated from either the- CSCF-or-the foreignprexynetwork. A TLS connection is capable of
carrying multiple SIP dialogs.

Applying this method is to prevent attacks on SIP level, but it does not prohibit other security methods to be applied so
asto strengthen the security for IP based networks. This part is specified in Annex A of TS 33.210 [5].

NOTE 1: The key management and certificate management for TLS is out of scope of the present specification.

NOTE 2: The security mechanism between the CSCFs within IMSis covered by NDS/IP security specified in
TS33.210[5].

*** END OF CHANGE ***
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