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4.5.3 Procedures using bootstrapped Security Association

After UE is authenticated with the BSF, every time the UE wants to interact with an NAF the following steps are
executed as depicted in figure 5.

UE starts communication over Uainterface with the NAF:

in general, UE and NAF will not yet share the key(s) required to protect Ua interface. If they already do (i.e. if a
key Ks NAF for the corresponding key derivation parameter NAF_ld-f is already available),, the UE and the
NAF can start to securely communicate right away. If the UE and the NAF do not yet share akey, the UE
proceeds as follows:

- if akey Ksisavailablein the UE, the UE derivesthe key Ks NAF from Ks, as specified in clause 4.5.2;

- if no key Ksisavailablein the UE, the UE first agrees on a new key Ks with the BSF over the Ub interface,
and then proceeds to derive Ks_NAF;

if the NAF shares a key with the UE, but an update of that key is needed, e.g. because the key’ s lifetime has
expired, it shall send a suitable key update request to the UE and terminates the protocol used over Uainterface.
The form of thisindication may depend on the particular protocol used over Uainterface (cf. 4.5.1);

the UE supplies the Transaction Identifier to the NAF, in-theform-of-aTransactiontdentifier-to allow the NAF
to retrieve specific key material from BSF;

the UE derives the keys required to protect the protocol used over Uainterface from the key material, as
specified in clause 4.35.2;

NOTE: The UE shall adapt the key material Ks_NAF to the specific needs of the Uainterface. This adaptation is

outside the scope of this specification.

when the UE is powered down, or when the UICC isremoved, any keys Ksand Ks_NAF shall be deleted from
storage;

when anew Ksis agreed over the Ub interface and akey Ks NAF, derived from one NAF_Id, is updated, the
other keysKs NAF, derived from different values NAF_ld, stored on the UE shall not be affected;

NAF starts communication over Zn interface with BSF

The NAF requests key material corresponding to the Transaction Identifier supplied by the UE to the NAF used
over Uainterface;

The BSF derives the keys required to protect the protocol used over Uainterface from the key material Ks and
the key derivation parameters, as specified in clause 4.5.2, and supplies to NAF the requested key material

Ks NAF, aswell asthe lifetime time-of that key material. If the key identified by the Transaction Identifier
supplied by the NAF is not available at the BSF, the BSF shall indicate thisin the reply to the NAF. The NAF
then indicates a key update request to the UE.

NOTE: The NAF shall adapt the key material Ks_NAF to the specific needs of the Uainterface in the same way

asthe UE did. This adaptation is outside the scope of this specification.
***NEXT CHANGE ***
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